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Objectives 
• Compute the average of the initial states in finite-time 
• Guarantee fault detection and bounds on the maximum 
possible deviation from an attack 
• Incorporate the transmissions stochastic information in the 
fault detection mechanism. 
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1 Motivation 

2 Problem Statement 

Nodes need to distributedly 
agree on a common value: 
• Smart Grids when deciding 
the needed power 
• R o b o t s w a r m s t o f i n d 
rendezvous points 
• Social Networks making a 
pool about a subject. 

In all these examples a single node can drift the entire network to any 
desired value! 

 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

The objective is to compute the average of some quantity of 
interest. If faulty, any node   must detect the fault using only 
local information communicated from their neighbors. 
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Byzantine Consensus Problem: 
Either detect non-zero signals        using       without the 
knowledge of         or compute the final consensus value. 
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n�number of uncertainties

Each Si is a Linear Parameter-Varying (LPV) system
��(k) are scalar uncertainties

  

Each node runs a Stochastic Set-Valued Observer (SSVO). 
The estimates are intersected as to produce less conservative 
polytopes. 
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Example of a SVO update for 
horizon 1. 

Example of a SSVO update 
where low probability events are 
discarded. 

1) Compute the next set-valued estimates 

2) Overbound using a hyper-parallelepiped to transmit 
estimates to neighbors 

3) Intersect estimates by performing 

zi(k) = zj(k) = max(zi(k), zj(k))

4) Perform a consensus update on 
the estimates interval 
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Flowchart of the proposed algorithm 

Remark: 
 
Fault detection consists in 
checking if the result of the 
intersection in step 3) is the empty 
set. 

Main result: 

• The magnitude of an attacker 
fault signal is bounded. 

The algorithm can either detect and intruder or compute the 
average consensus in finite-time. 
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• Faults are more likely to be 
detected as time increases. 

0 50 100 150 200 250 300
0

5

10

15

20

25

30

35

Detection time

N
u

m
b

e
r 

o
f 

d
e

te
c
ti
o
n

s

• Finite-time consensus is 
achieved. 

• Less conservative set-valued 
estimates. 

0 20 40 60 80 100
0

5

10

15

20

25

30

35

40

Time slot

S
u

m
 o

f 
e

d
g

e
 l
e

n
g

th

 

 

Algorithm with estimates intersection

Single SVO estimations
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Algorithm with estimates intersection
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Fig. 2: Flowchart of the algorithm with the intersection phase
to share observations between neighbors.

IV. MAIN PROPERTIES

This section starts by providing a result regarding the
convergence of the proposed algorithm to robust consensus
for detecting Byzantine faults and performing the detection
using the information of the estimates of each node.

Theorem 1: Take the consensus algorithm defined by
equations (8) and (9). If the matrix of probabilities W is
strongly connected, then the algorithm converges in:

• expectation
• mean square sense
• almost surely.

Proof: The proof follows a similar reasoning as in [18].
We start by noticing that from equation (8) and that, for node
i, [zi]2i�1 and [zi]2i are always equal and with no uncertainty
as the node has access to its own consensus value. Thus we
stack these states for each node and prove the convergence

of the whole system. Let us introduce variable z:
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with z ⌅ R2nx , where nx is the number of nodes. Then, one
can write

z(k + 1) = Ukz(k) (11)

where Uk is a matrix randomly selected from {Qij} with

Qij =
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for each pair of nodes i and j communicating with each
other with probability wij gathered in the probability matrix
W .

Let us define
R = E[Uk].

where E is the expected value operator. Then

E[z(k + 1)] = RE[z(k)]

due to the probability distributions wij being independent.
By applying iteratively we get

E[z(k + 1)] = RkE[z(0)]

Rearranging our variables using the transformation T
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and since W is a doubly stochastic matrix with a strongly
connected support graph with all but one eigenvalues less
than 1. The �(W ) = 1 is associated to the eigenvector
1nx . Thus, limk⇥⇤Rk = I2 ⇥ 1nx/nx which proves the
convergence in expectation.

In order to prove convergence in the mean square sense,
let us compute

E[z(k + 1)�z(k + 1)] = R2E[z(k)�z(k)]

where R2 = R due to the fact that Q�
ijQij = Qij .

Therefore, using the same argument as for the convergence
in expectation, the algorithm converges in the mean square
sense. Almost surely convergence is given by using the fact
that E[z(k+1)] = RkE[z(0)], which means that convergence
is achieved at an exponential rate. Using the Borel-Cantelli

3 Proposed Solution 4 Results 


