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EXTENDED ABSTRACT 

1 Introduction 

The proliferation of digital systems in the 4th Industrial Revolution has introduced 

unprecedented cybersecurity challenges. This paper explores the implementation of 

Generative AI (GEN AI) in the context of cybersecurity, highlighting their applications 

in data analysis procedures and automatic control systems. By integrating Machine 

Learning (ML) for real-time detection and GEN AI for simulating advanced attack sce-

narios, we can detect cyberattacks at an early stage and minimize the impact on the 

systems functioning. 

With the advent of interconnected devices and the Internet of Things (IoT), cyber-

attacks have become more sophisticated, necessitating advanced defence mechanisms. 

Artificial Intelligence (AI) has emerged as a cornerstone in this domain, offering tools 

for automation, real-time threat detection, and strategic simulation (Samuel, 1959). This 

paper examines the use of supervised learning methodologies, which rely on labelled 

datasets (Hinton et al., 2006), and GEN AI, which leverages unstructured data to sim-

ulate and preempt cyber threats (OpenAI, 2024). We conclude by discussing the impli-

cations for the future of cybersecurity and the anticipated dominance of AI-driven so-

lutions by 2030. 

According to Capodieci et al. (Capodieci et al., 2024), there are different types of 

GEN AI, such as Machine Learning (ML) and Deep Learning (DL), which are a sub-

field of AI. While ML depends on the human factor to classify and contextualize data, 

DL is a system with greater autonomy in processing unstructured data. Moreover, Large 
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Language Models (LLM) represent another type of AI technology, capable of under-

standing and generating written language (Lee, 2023). 

In cybersecurity, given the volume of data that needs to be analysed to identify pos-

sible threats, the human factor can be a limiting factor. However, ML has been a fun-

damental technique in cybersecurity, excelling in detecting known attack patterns and 

automating routine tasks such as log analysis (Abadi et al., 2016), and to do that, human 

interaction is required. 

DL, an advanced subset of ML, enhances these capabilities through multi-layer neu-

ral networks (Goodfellow et al., 2016). DL is part of unsupervised learning, which is 

effective in anomaly detection and clustering, identifying previously unseen threats 

without the need for labelled data. 

GEN AI, powered by large language and multimedia models, extends these capabil-

ities by creating synthetic data, simulating attack scenarios, and even mimicking social 

engineering tactics (OpenAI, 2024). 

However, its potential misuse, such as generating deepfakes or creating malware 

variants, highlights the dual-edged nature of this technology (Brynjolfsson, 2014). Ac-

cording to the 2024 report by Capgemini (Capgemini, 2024), in the universe of 1000 

organizations analysed, around 45% have encountered deep-fake attacks in the last 2 

years, and in 43% there have been financial losses due to the exploitation of deepfake 

technology. 

GEN AI operates along two main vectors: one focused on attacks and the other on 

testing and strengthening defences. In the attack vector, as mentioned earlier, GEN AI 

is used to create new forms of attacks on systems by exploiting possible unknown vul-

nerabilities. On the other hand, the same vector can be proactively applied to generate 

simulated attack scenarios, which enables the training and continuous improvement of 

detection systems. This duality not only expands the understanding of emerging threats 

but also strengthens cyber defences by anticipating and mitigating potential future at-

tacks. In this way, it is possible to leverage the capabilities of SL in combination with 

GEN AI. While ML can learn to detect known attacks, GEN AI uses this acquired 

knowledge to infer patterns and generate simulated attack scenarios. This combined 

approach contributes to minimizing the impact of AI-driven cyberattacks (Siam et al., 

2025). 

2 Methodology 

To explore the integration of ML and GEN AI in cybersecurity, we analyse:  

 

• Applications of ML, including classification, regression, and anomaly detection. 

While Supervised Learning (SL) clearly identifies an attack type, Unsupervised 

Learning (UL) can be used to detect an event that is outside of the normal activity. 

• GEN AI can be applied in cybersecurity to simulate phishing attacks, malware be-

haviours, and potential intrusion scenarios, enhancing the ability to predict and mit-

igate cyber threats.  

• A hybrid defence strategy combining the strengths of both paradigms.  
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SL can be used as a classier, where labels are assigned to data to identify the cate-

gories to which that data belongs. For example, the classification of animal images by 

identifying which animal each image belongs to. It can also be used in regression when 

it involves the continuous prediction of numerical values based on the input data. Fi-

nally, object detection which focuses on identifying and locating multiple objects in 

images or video. Examples of SL can be found at car park license plate identification 

processes for automatic payment systems, weather forecasting, credit card fraud detec-

tion, among others. On the other hand, UL can be employed to identify anomalous pat-

terns in real-time events. This normally requires the analysis of an operator, to identify 

or not as a threat. 

ML makes it possible to collect data and produce data resulting from previous expe-

riences, improving information quality. In other words, with increased knowledge, per-

formance criteria can be optimized. SL makes it easier to solve various computational 

problems involving classification and regression procedures. Generically, ML allows 

for better control over data classes in AI training.  

Currently, TBytes of data are produced, so classifying them using human supervi-

sion is challenging. Training an ML model requires a lot of computing time and super-

vision time. ML cannot perform all the complex tasks in the field of Machine Learning, 

which can be a disadvantage in the case of applying this model. The employment of 

ML and GEN AI must be weighed up and applied according to the volume of data to 

be processed and the results to be obtained.  

Thus, a hybrid security system can be established, integrating not only classification, 

regression, and anomaly detection processes but also proactive mechanisms. These 

mechanisms enable the simulation of attack scenarios generated by GEN AI, which can 

be used to retrain and enhance the ML detection system, improving its ability to identify 

and respond to emerging threats. 

Our study involved simulated environments using real-world datasets and generative 

models trained to mimic cyberattack scenarios. Metrics for evaluation included detec-

tion accuracy, response time, and the ability to pre-emptively counter novel threats. 

3 Conclusions 

The integration of ML and GEN AI offers a robust defense strategy against modern 

cyber threats. Institutions must invest in both technologies to stay ahead in the cyber-

security arms race. By 2030, it is anticipated that AI will play a critical role in resolving 

up to 95% of cybersecurity incidents. As the digital landscape continues to evolve, the 

necessity for adaptive, AI-driven solutions becomes increasingly apparent. 

Organizations are increasing their use of AI in various cybersecurity areas. Given 

the growth in areas related to data analysis, application development or cloud opera-

tions, the use of a hybrid defense strategy is essential for the continuity of operations.  

Finally, the paradigm shifts in the use of AI, through the increased use of GEN AI 

combined with ML, is a reality. However, the human component must always be 
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present in the equation to supervise systems' operation and guarantee the presence of 

ethics in the loop. 
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