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Digital systems monitor, predict, and decide. But
when does security become overreach? Can these
technologies be reconciled with the standards of

\the European COﬁvenfi()(l on Human Rights? /
<
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The Shift to Algorithmic Management

Human-Centered Justice Algorithmic Management o
. Recognition
— (Ni Loideain, 2024;
< Y / Izquierdo Carrasco, 2020)
Individual & Bespoke Cases H Scalable & Mass Decisions f—/
— =’
Automated Welfare /
Reasoned, Human Judgments ~———— Opaque, Unexplainable Logic |+ Robodebt
/f (Chowdhury, 2024)

e

L}Tlable via Logic H Difficult to Challenge or Audit y—~
g \ Predictive Risk-Scoring
/_/ (Dressel & Farid, 2018)
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The ECHR Framework and the Triple Test

Article 8: Privacy &
Data Protection

Article 6: Fair Trial &
Equality of Arms

Article 14: Systemic

Non-Discrimination

The ECHR is our analytical backbone. State interference must pass a strict three-part test or be struck down.
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State Interference /

Al Deployment
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Lawful?

Must be provided
for by law, not just
vague common

law powers.

e
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Legitimate?

Must pursue a
valid societal aim,
such as security.

<
Necessary?

Must be strictly

proportionate in a
democratic

soclety.

—
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]
N =




Challenge I: Scale and the Automation of Mass Surveillance

Core Conflict: Article 8 (Privacy) vs. Mass Biometric Extraction.

Case Spotlight \ }
Bridges v. South Wales Police =

* Finding: Live Facial Recognition
Targeted ruled not in accordance with the Continuous
Human Suspicion law (Ni Loideain, 2024). Algorithmic Extraction

e Ranenn: Evrace iwwa Aierrat AN
NTAaVil: LALTCI2IVE UiawITLIVII

given to officers. Broad common
law powers cannot justify
pervasive biometric monitoring.
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Al changes the nature of surveillance by continuously extracting
unique identifiers from public spaces. The more intrusive the
technology, the stricter the legal safeguards must be.




Challenge II: Opacity and the Breakdown of Procedural Fairness
Core Conflict: Article 6 (Fair Trial) vs. Algorithmic Unexplainability

Traditional Trial

Meaningful Rebuttal

Evidence Defendant -
Introduced Examines Logic (Equa!lty 9f Arms L
Maintained)
Algorithmic Trial
) : Defendant Cannot
A Irftvr gj;l:‘;: d 61 Confront Evidence
(Equality of Arms Broken)
- ; [Opaque Black Box / Trade Secret]

Example: COMPAS recidivism software. Logic protected as a trade secret, preventing
defendants from challenging evidence they cannot understand, despite being proven no
more accurate than untrained humans (Dressel & Farid, 2018; Blount, 2021).

29/04/2026 Universidade Auténoma de Lisboa _




Challenge lll: The Algorithmic Feedback Loop of Discrimin‘_l_

Core Conflict: Article 14 (Systemic Non-discrimination) vs. Data-Driven Prejudice
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Recruitment: Tools
penalizing candidates
based on
gender/race patterns
(Carter, 2024).

e —

Biased

Historic Data
(Garbage In)

More Biased Data

Captured
(Feeds back into step 1)

Disproportionate

Impact
(Penalizes vulnerable groups)

Objective-Seeming
Algorithm

(Masks human prejudice as math)
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Robodebt:

Disproportionately punis

socioeconomically
vulnerable citizens
(Chowdhury, 2024).




Synthesis: The Democratic Boundary of Security

The Insight:
Economic well-being and security
are legitimate state aims, but they
are not a blank check.

Democratic
Accountability &
Human Rights

Security Demands
& Function Creep

/The Democratic Boundary: \
A secure system that is legally
unaccountable is not
democratic. We must resist
prioritizing technological

\efﬁciency over procedural rights. /

[ The Threat:

Highly intrusive surveillance

tools initially justified for serious

crimes inevitably creep into

minor administrative enforcement.
| ——
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Reclaiming the System: Safeguards & Legislation

| 1 |
M N ==/ T =
N i = 2 —
Legislative | Procedural Human Rights
Progress Safeguards by Design
- GDPR: The right to \ - Mandatory L | -Mandatory Human
meaningful | independent | Rights Impact
information about | oversight. Assessments
logic (Carter,2024).. ' (HRIA) built into
| - Absolute rights | | systemsbefore
- EU Al Act: Article | | to challenge N deployment
86 right to oo automated (Chowdhury, 2024).
explanation for outputs.
high-risk systems.
& / yA' —\ f\ %k . \\
B V 1, ) ~]

29/04/2026 Universidade Auténoma de Lisboa _




7.(
X
o
K

Security Governed by Rights

Al tests the limits of law, but does not replace it. The ECHR
remains essential and fully applicable to the digital age.

The challenge for the next generation of lawyers is
not to choose between security and rights, but to
ensure that the security of our future is governed by
. the principles of our past.
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