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PREFACE
 

	 This volume contains the collection of the extended abstracts submitted to 
ETHICOMP 2025: 22nd International Conference on the Ethical and Social Impacts of 
ICT, held on September 17- 19, 2025, in Lisbon, Portugal.

Conference Overview

	 ETHICOMP is a well-established international conference series that explores 
the ethical and social implications of information and communication technologies (ICTs). 
The conference continues a longstanding tradition of fostering interdisciplinary dialogue 
and is held approximately every 18 months. Previous editions have been held in cities 
such as Logrono (2024), Turku (2022), Bologna (2020), and Paris (2018), among others. 
Each conference has contributed to the evolving discourse on the societal impacts of 
digital innovation.
	 ETHICOMP welcomes contributions from scholars at all career stages. In partic-
ular, the conference encourages student participation and provides an open platform 
for emerging voices in the field. Accordingly, this volume includes extended abstracts, 
enabling early-stage work and ongoing research to be shared within the community. A 
separate volume containing the full papers accompanies the conference proceedings.

Tracks and Themes

	 ETHICOMP 2025 is a multitrack conference that brings together diverse sessions 
at the intersection of ethics, technology, society, and education. Designed to foster in-
terdisciplinary dialogue, the program offers both thematic depth and crossdomain per-
spectives. Domain experts chair each track, reflecting the breadth of ethical challeng-
es in contemporary information and communication technology (ICT)—from algorithmic 
fairness and data protection to AI governance, digital pedagogy, and cyberethics. To 
reflect the diverse ethical questions raised by digital technologies, ETHICOMP 2025 is 
organized around the following topical areas:

Let’s Reevaluate Cybersecurity Best Practices
	 Explores how technologies like AI, IoT, and machine learning reshape cyber-
security norms, calling for ethical frameworks to address threats, privacy, and digital 
responsibility.

Ethical Challenges of Human Relations in Education in the AI Era
	 Investigates how AI alters teacher–student relationships, peer interaction, and 
emotional development in digital learning environments, raising questions of equity and 
human agency.

1122ND INTERNATIONAL CONFERENCE ON THE ETHICAL AND SOCIAL IMPACTS OF ICT LISBON
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Gender and Future Digital Technologies
	 Examines how emerging technologies reflect, reinforce, or challenge gender 
norms and disparities across design, policy, and access to innovation.

The Normative Challenges of AI Literacy
	 Addresses the ethical, legal, and educational implications of AI literacy, high-
lighting the risks of exclusion and the need for normative guidelines in the responsible 
use of AI.

(De)stigmatizing Digital Interactions and Technologies
	 Analyzes how online platforms and AI systems both perpetuate and combat 
stigma, especially in contexts of mental health, sexuality, and marginalized identities.

Artificial Intelligence: Interpretability and Measurement of its Underlying Ethics
	 Focuses on transparency and ethical behavior in autonomous systems, emphasiz-
ing explainable AI (XAI), accountability, and trust in algorithmic decisions.

Values: The Basis for Responsible Technology and Digital Interactions
	 Explores how ethical values can be embedded throughout the lifecycle of ICT 
systems, with attention to design trade-offs and case studies in cybersecurity and edu-
cation.

How is AI Changing Us? How Does it Change the World?
	 Reflects on how AI and generative technologies reshape behavior, agency, 
norms, and institutions, inviting perspectives on both positive and disruptive outcomes.

Ethical Challenges for Business in a Digital World
	 Considers ethical decision-making in digitally transformed organizations, from 
reputation and governance to empirical studies of ethical strategy.

AI, Social Networks, and Their Influence on Youth
	 Examines how AI-powered social media affects the well-being, privacy, and 
civic engagement of young people, and explores the ethical safeguards necessary for 
youth-centric platforms.

	 Open Track Welcomes interdisciplinary submissions that explore emerging or 
unconventional areas in computing ethics not addressed in the listed topics.

Organization

	 We are grateful for the help and support received from the organizing institu-
tion: – Universidade Autónoma de Lisboa. Besides our university, the conference received 
help from various collaborators from the following institutions:

•	 Universidad Complutense de Madrid
•	 Universidad Rovira i Virgili, Tarragona
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•	 Universidad de Barcelona
•	 Instituto Politécnico de Tomar
•	 Centro de Investigação em Cidades Inteligente
•	 Centro de Investigação Autonoma TechLab
•	 Center for Computing and Social Responsibilities, DeMontfort University, Leicester
•	 Instituto Politécnico do Porto
•	 COMEGI – Universidades Lusiada de Lisboa
•	 Meiji University, Tokyo, Japan
•	 Southern Utah University

Below is our organizing leadership and committee:

Organizing Committee Chairs:
•	 Reginaldo de Almeida, Vice President, Universidade Aut´onoma de Lisboa
•	 Mário Marques da Silva, Director, Faculty of ICT, Universidade Aut´onoma
de Lisboa

Organizing Committee Members:
•	 Isabel Alvarez, Universidade Autónoma de Lisboa
•	 Mario Arias-Oliva, Complutense University of Madrid, Spain
•	 Raquel Medina Cabeças, Universidade Autóma de Lisboa
•	 Adrian-Horia Dediu, Universidade Autónoma de Lisboa
•	 Cristina Dias, Universidade Autónoma de Lisboa
•	 António Duarte Santos, Universidade Autónoma de Lisboa
•	 Joana Matos, Universidade Autónoma de Lisboa
•	 Kiyoshi Murata, Meiji University, Japan
•	 Pedro Santos, Universidade Autónoma de Lisboa
•	 Manuel Serejo, Universidade Autónoma de Lisboa
•	 Nuno Silva, Universidade Lusíada de Lisboa
•	 Ana Trindade, Universidade Autónoma de Lisboa
•	 Diogo Trindade, Universidade Autónoma de Lisboa

Submission and Review
	
	 A total of 109 submissions were received for this edition. Each submission was 
evaluated by at least two reviewers, with an average of 2.2 members of the Program 
Committee or external reviewers per paper. After a thorough deliberation, the commit-
tee accepted 98 papers for presentation during the conference.

Acknowledgements: We extend our sincere gratitude to the organizers, but especially to all the 
authors who showed interest in our conference.

May 23, 2025
Lisbon

Isabel Alvarez
Raquel Medina Cabeças

Adrian Horia Dediu
Nuno Silva
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SOCIAL RISKS OF BRAIN-MACHINE INTERFACE USAGE: 
QUESTIONNAIRE SURVEY OF PEOPLE WITH AND WITHOUT 
DISABILITIES
 
Yohko Orito1[0000-0002-4293-1722], Tomonori Yamamoto2[0000-0002-9600-3876],  
Shizuka Suzuki3[0009-0000-6868-1306], Hidenobu Sai4[0000-0002-6010-4747],                                   
Kiyoshi Murata5[0000-0002-5632-8078], Yasunori Fukuta6[0000-0002-2712-5538],                                 
Taichi Isobe7[0000-0002-2477-0830], Masahi Hori8[0000-0002-0651-1544]

Keywords: Brain machine interface, support for people with disabilities, cyborgisation, 
questionnaire survey

1Ehime University, Matsuyama, Ehime 790-8577, Japan.
2 Ehime University, Matsuyama, Ehime 790-8577, Japan.
3 Ehime University, Matsuyama, Ehime 790-8577, Japan.
4 Ehime University, Matsuyama, Ehime 790-8577, Japan.
5 Meiji University, Chiyoda, Tokyo 101-8301, Japan.
6 Meiji University, Chiyoda, Tokyo 101-8301, Japan.
7 Health Sciences University of Hokkaido, Ishikari-gun, Hokkaido 061-0293, Japan.
8 Waseda University, Shinjuku, Tokyo 169-8050, Japan, Orito.yohko.mm@ehime-u.ac.jp.

Extended Abstract
	 In recent years, brain-machine interfaces (BMIs) or brain-computer interfaces 
(BCIs), which use brain signals to control digital devices, have been developed and have 
found practical applications. For instance, a system for reconstructing mental imagery 
from brain signal data has been explored [1]. Among these applications, the use of BMIs 
in the field of social welfare is expected to be significant, particularly for people with 
disabilities who cannot move their limbs. These technologies have the potential to assist 
daily activities and facilitate communication for them. It could be observed that BMI 
devices were used to support people with amyotrophic lateral sclerosis and brain stroke 
([2][3]). However, ethical concerns, such as the protection of mental privacy and other 
social issues related to BMI usage, particularly among people with disabilities, remain 
underexplored and are often overlooked.
	 To address these gaps, the authors conducted experiments using BMI systems 
and semi-structured interviews to examine the ethical and social issues related to the use 
of BMIs for people with disabilities. In these experimental surveys, participants with and 
without disabilities, as well as experts from the social welfare field, were asked to wear 
a headset-type non-invasive BMI device (an electroencephalography (EEG) headset) to 
remotely operate a robotic arm. Semi-structured interviews were conducted at three 
stages: before, during, and after the experiment. Interview questions were developed 
to investigate attitudes toward the usefulness and potential risks of BMIs. Based on prior 

mailto:Orito.yohko.mm@ehime-u.ac.jp
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survey results, some ethical and social issues associated with the use of BMI devices for 
people with disabilities have been identified (see, [4] - [7]).
	 On the other hand, such experiments and semi-structured interviews as quali-
tative surveys required to set up an experimental environment with a pre-programmed 
robotic arm and an EEG headset, and thus took a considerable amount of time. These 
requirements have inherent limitations, including the inability to conduct research on a 
large number of people with different disabilities as participants. Not only experimen-
tal surveys using the BMI system in practice and qualitative surveys such as semi-struc-
tured interviews with participants, but also quantitative surveys on the usefulness and 
ethical issues of the BMI system are necessary to collect the opinions of a larger number 
of people with and without disabilities. 
	 We therefore conducted a questionnaire survey on general attitudes and opin-
ions regarding the potential usefulness and ethical considerations of cyborg technologies 
including BMIs. It was also intended to enable a comparison of opinions and recognitions 
between the two groups. For people with and without disabilities, the same question 
items were administered as much as possible. The questionnaire survey with people 
with and without disabilities comprised a fact sheet; questions about opinions on social 
welfare support for people with disabilities; recognition of BMIs or BCIs; usefulness and 
ethical concerns regarding BMI devices; and questions on whether BMIs contribute to or 
detract from individual life, workplace, and society. 
	 For people without disabilities, an online survey was conducted using Google 
Forms from February to March 2024. The respondents were recruited by a survey re-
search company, so that the distribution of gender, age, and place of residence (prefec-
ture) was almost uniform, respectively. Of the 848responses, 683 were deemed valid. 
The gender and age distributions of the respondents are listed in Table 1. 
	 For people with disabilities, an online survey using Google Forms and a written 
offline survey were conducted from March to November 2024, targeting only those 
with physical disabilities. Of the 89 responses, 87 were deemed valid by the authors. 
The attributes of the survey participants are listed in Tables 2 and 3. As summarised in 
the tables, a slight demographic bias in terms of gender and age can be observed, in 
contrast to the survey of people without disabilities. Notably, in Japan, approximately 
9.2% of the population has some form of disabilities [8]. Therefore, although the number 
of responses from people with disabilities in this survey was small, 87 responses out of 
770 (11.30%) are considered to be a sufficient ratio.

Table 1. Gender and age distributions: People without disabilities (n = 683)

Age

10s 20s 30s 40s 50s 60s
(60-65) Total

Male 57 64 55 57 50 54 337
Female 57 58 55 53 57 63 343

Prefer not to 
answer 1 0 1 1 0 0 3
Total 115 122 111 111 107 117 683
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Table 2. Gender and age distributions: People with disabilities (n = 87)

Age
10s 20s 30s 40s 50s 60s Total

Male 1 7 12 16 16 7 59
Female 0 6 10 7 1 3 27
p r e f e r 

not to an-
swer

0 0 0 1 0 0 1

Total 1 13 22 24 17 10 87

Table 3. Types and symptoms of disabilities: People with disabilities 
(multiple answers allowed in terms of symptoms) (n = 87)

                                                   
TYPES

SYMPTOMS (Multiple Answer)

Congenital 
disabilities

Acquired 
disabili-

ties

Both 
(congen-
ital/ ac-
quired)

No 
answer Total

Physical limb disability 39 43 1 1 84
Voice, language and mastication 

disability 4 6 0 0 10

Internal disability due to internal organ 
function and other diseases 0 6 0 0 6

Blindness and visual disability 1 1 0 0 2
Deafness and disequilibrium disability 0 1 0 0 1

Other 2 1 1 0 4

Among 770 valid responses from the both groups,  more than 70% of the respondents 
from the both respondent groups (557/770) were not aware of BMIs or BCIs at all, and 
only 89 respondents answered “I know a lot about BMIs or BCIs” or “I have heard of 
the term BMI or BCI and know to some extent what kind of device it is”. Among them, 
14 respondents (15.73%) had used the devices, whereas 40 respondents (44.94%) 
answered “I have seen it, but never used it”. According to these, BMIs or BCIs were not 
popular devices for either group of respondents, and in fact no statistically significant 
differences were observed between the two groups regarding the answers to these 
questions (p = .5260)
On the other hand, regarding the recognition of the expected benefits, possibilities and 
risks of BMIs, some significant differences and similarities were observed in responses 
between people with and without disabilities. Based on the survey results, this study at-
tempted to identify the overall tendencies and differences between the responses of the 
two groups in terms of the usefulness, risks and ethical concerns of BMIs.

Acknowledgments. This study was supported by JSPS Grants-in-aid for Scientific Research 
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Abstract

	 We discuss two technological catastrophes—one imagined in a brilliant fiction, 
The Machine Stops, written more than a century ago by E.M. Forster; the second having 
played out in real life in the past two decades culminating in the resurrection of a tech 
billionaire-backed authoritarian to one of the most powerful executive offices in con-
temporary world government. Forster’s premonitory intuition concerning the fragility of 
massive and complex technological systems provides a rich retrospective on problems in 
computer and information ethics.
	 The symbiotic alliance between billionaire social media owners and authori-
tarians, which Rosenbloom and Fleischman named the propaganda-industrial complex 
(PropIC) [19], has escalated over the past several years. Platforms have moved from 
a performative and exploitative treatment of content moderation, through the cynical 
abandonment of content moderation, towards outright support for fascist White su-
premacist capitalist cisheteropatriarchy. This pivot has openly and explicitly cemented 
platform support for authoritarian propaganda.
	 We discuss The Machine Stops and its place in the curriculum of computer ethics. 
We identify a connection between The Machine in Forster’s story and contemporary 
social media platforms that forms a bridge to the second IRL catastrophe. We analyze 
the current state of the PropIC and propose a pivot of our own: from ineffective top-
down regulatory interventions to human-scale abolitionist interventions, which can grow 
resistance and resilience to The Machine from the bottom up.

Introduction
	 During the years (1998-2020) the first-named author was responsible for de-
velopment and presentation of his university’s course in computer ethics, there were two 
fixed points (bookends in actuality) in the curriculum—Nancy Leveson and Clark Turner’s 
analysis of the Therac-25 radiation accidents and the final reading, E.M. Forster’s long 
story, The Machine Stops [8].
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	 The inclusion of the case of the Therac-25 hardly requires comment [6]. 
Justification for inclusion of The Machine Stops is equally strong although the reasons are 
to be found beneath the surface of the text. Forster’s “meditation” foregrounds principal 
throughlines of the course—the dangers of overdependence on the affordances of tech-
nology; equally, as a corrective to the impulse to undervalue the depth and robustness of 
human, as opposed to machine, intelligence; and the importance of direct, as opposed 
to virtual, experience. In addition, close reading of a literary text had many unexpected 
virtues for students otherwise immersed in the language, culture and thought patterns of 
technologically focused disciplines.

Into the Weeds

	 The two protagonists in The Machine Stops—a mother and her son, Vashti and 
Kuno—live in a hypothetical future where habitation on the surface of the earth has 
been abandoned as no longer sustainable. Individuals live in hexagonal cells distributed 
like beehives under the planet’s land masses. Kuno lives in a cell located under the south 
of England, his mother in a nearly identical cell half a world away under some unspeci-
fied region of Oceania, possibly Sumatra. Each individual’s cell is furnished with every-
thing necessary (as understood in that frame of reference) for a comfortable, culturally 
satisfying, if solitary, life.
	 Forster has imagined a technological system—The Machine—integrated over 
the entire world which provides for every physical need including universal, automated, 
home-delivered healthcare(!). Cultural and intellectual life is maintained by a sort of 
Substack environment in which individuals may present or listen to short lectures by schol-
ars, specialists, or enthusiasts of a particular topic. People in this world live a sedentary 
existence confined almost entirely to their cells, the absence of any excessive exertion 
leading to physical atrophy, the absence of daylight lending to their skin a pallor akin 
to that of a fungus.
	 A series of pointed contrasts emerge between Vashti and Kuno. Vashti is a re-
ceiver of ideas from The Machine or the scholarship of others (primary sources are 
disesteemed); Kuno derives ideas from the play of first-hand experience and his active 
imagination. Vashti lives a life of acceptance of the terms of her world (The Machine), 
Kuno is an instinctive rebel. Contrast in the tempo of existence—Vashti, at the nervous 
pace of her busy public life, Kuno, at the rhythm of his own steady heartbeat—is another 
juxtaposition that underscores the temperamental unlikeness of the two characters.

La Vie Moderne: Assimilating the Machine to Social Media
	
	 Contemporary students readily associate The Machine with a social media plat-
form, most typically Facebook. Facetime is the obvious modern referent for the of iconic 
“blue plate” through which Kuno and Vashti communicate. This identification functions like 
a key, providing a sort of conceptual mapping of the details of Forster’s story to familiar 
elements of contemporary life in a technologically advanced society.
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	 Elaborating the differences in temperament between Kuno and Vashti, Forster 
suggests perils implicit in reflexive deference to and overdependence on technology 
that, a century later, still resonate. The untrammeled ability to communicate with others 
creates a perceptible pressure in the rhythm of life that predisposes to “irritation – a 
growing quality in that accelerated age” [8].
	 After traveling by airship halfway around the world to see her son, Vashti, in 
the intimate setting of Kuno’s cell, “was too well bred to shake him by the hand,” much 
less grasp him in motherly embrace. There are passages in The Machine Stops that read 
almost as though drawn from Joseph Weizenbaum’s brilliant essay, “On the Impact of 
the Computer on Society” [25].
	 Several passages in which lyrical prose descriptions of the natural world are jux-
taposed by blunt rejections of sensitivity to natural beauty ingeniously suggest that the 
eventual endpoint of deference to technology will be denigration of human intelligence, 
sensitivity, imagination, and the expressive force of human language.

What Forster Could Not Foresee
	
	 The idea that mutinous individuals motivated by the thirst for power and dom-
inance over others might venture to bend the system to their own private advantage 
plays no role in Forster’s story. Moreover, one of the most likely levers for a venture of 
this nature—the racialized capitalism deeply embedded in the empire in which Forster 
lived and was educated—is notably absent from the culture described in his “medita-
tion.”

The Propaganda-Industrial Complex

	 The Machine undergirding the propaganda-industrial complex (propIC) [19], or 
the symbiotic alliance between billionaire social media owners and authoritarians, has 
grown in power. Platform values have morphed from neoliberal conceptions of inclusivity 
and public accountability to unmasked support for fascist White supremacist capitalist 
cisheteropatriarchy [10,12,4,9]. Like The Machine, social media platforms’ algorithms 
and their regulation are opaque by design [1].
	 Both Musk and Zuckerberg have rolled back protections for vulnerable users 
of X and Meta platforms, respectively [2,15,24]. What was in 2016 “Russian interfer-
ence” in U.S. elections via the propIC’s unregulated political advertising ecosystem has 
been subsumed by platform owners’ explicit support for farright content. Zuckerberg’s 
gratuitous persecution of trans Meta employees [20], Musk’s glorification of Naziism 
[23], and both billionaires’ conspicuous placement on the U.S. presidential inauguration 
stage suggest that the technologies undergirding the propIC are, at the root, being 
operationalized to advance systems which encourage genocide and violence against 
marginalized people. While many have underscored the importance of social media in 
connecting vulnerable people to one another and to resources, it is increasingly clear 
that major social media outlets are—or are highly susceptible to becoming, for instance 
as in the case of TikTok [5]—technological weapons of the military- and prison-industrial 
complexes rather than public resources. They must be treated as such.
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	 Studies of content moderation [13,7,14,17] have decried the hypocritical prac-
tices of major social media platforms. These practices represent latter-day forms of 
colonial exploitation—nasty, psychologically damaging labor thrown at an impossible 
task, outsourced to marginalized workers whose hire comes cheap and whose well-being 
is held cheap by economically privileged managers. Even Bluesky, which promised eth-
ical content moderation and a respite from hate and harassment, is willing to platform 
users who contribute to the ongoing systematic erasure and attempted genocide of trans 
and LGBTQ+ people [16]. We have come to believe that the problem is more radical 
than just trying to muck out the Augean stables of false, tendentious and hateful material 
online. On our view, the combination of network effects and the untrammeled, unreg-
ulated pursuit of profit has resulted in an informational environment where facts have 
effectively been abolished. In Timothy Snyder’s prescient formulation, what is needed is 
to “[B]elieve in truth: To abandon facts is to abandon freedom. If nothing is true, then no 
one can criticize power, because there is no basis upon which to do so. If nothing is true, 
then all is spectacle. The biggest wallet pays for the most blinding lights.” [21]
	 This raises the questions: What are facts? What is truth? If you asked Forster, 
perhaps he would have said it begins with the lived first-hand testimonies of human be-
ings, and our relationships. Our bodies can speak truth to power.

Conclusion

	 Forster’s “meditation” ends in a cataclysm of total darkness save a nearly im-
perceptible flicker of hope. Importantly it is not the maliciousness or agency of The 
Machine, but the human beings’ surrender of the primacy of humanity to a mechanism, 
which instigates the catastrophe.
	 Our present calling, given the degree to which Forster’s fears have been real-
ized, is to work against an incarnation of The Machine which seeks to control and exploit 
the lives and livelihoods of people, and does so for the explicit benefit of fascist White 
supremacist capitalist cisheteropatriarchy. How do we build and protect communities at 
human scale, so that when the machine stops, it will be because its power has been suf-
ficiently diminished, AND because we will have built something sustainable in its place? 
Abolition technologists [3,22,18, 11] might imagine a world in which The Machine stops 
not in a big crash causing chaos and death, but in a feeble and unattended whisper—a 
world in which its hold over us is gone, and we are too busy eating dinner at a big table, 
laughing, singing, and hugging the people we love, to notice its demise.
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Extended Abstract

	 This study addresses how information ethics education for business people should 
be established. Despite the fact that a large majority of computing activities — the 
development, operation and use of information and communication technology (ICT)-
based information systems — are carried out by business organisations, an effective 
and well-organised educational programme of information ethics for business people, 
including engineers, non-technical users and administrators, has not been developed 
and implemented, whereas there are many attempts to propose proper computer ethics 
education programmes for computer engineers and computer science and engineering 
students (see, e.g., [1-3]). Worse still, business people seem not to be well aware of the 
meaning and social significance of ethical initiatives in a business setting. This means that 
an information ethics education programme for business people would not work well 
unless it had been developed taking such a reality into consideration.
	 In Japan, since the end of 1990s, the practices of business ethics including “com-
pliance” and “corporate social responsibility (CSR)” have been engaged in by many 
companies, centred mainly on the efforts of large corporations to avoid public criti-
cism about their business activities. Recently, reflecting the increasing social interest in 
environmental sustainability, “environmental, social and corporate governance (ESG)” 
and “the sustainable development goals (SDGs)” have been added to the agenda of 
business ethics. It is often argued by business consultants and news media that compa-
nies’ approaches to these are important as a response to those investors who are sensi-
tive to environmental concerns. “Ethical, legal and social issues/implications (ELSI)” and 
“responsible research and innovation (RRI)” are increasingly emphasised as issues that 
organisations involved in technology development and deployment should address to 
avoid blame for them. On the other hand, the boundary of business ethics has blurred 
as various issues like diversity and inclusion in the workplace and data protection have 
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come to be considered business ethics issues. Actually, in Japan, many companies have 
depended on “business ethics solution packages” that consulting firms provide them to 
address such issues, demonstrating their vague or trivialised understandings of ethics 
in a business context. Nonetheless, most people don’t cast doubt on the significance of 
business ethics for their companies’ reputation management and profitability. However, 
if business people believe that they should act based on enlightened self-interest or that 
corporate ethical behaviour is necessary for ensuring (at least long-term) profitability of 
their companies through responding to social expectations and demands (regarding a 
logic of this sort, see, e.g., [4-9]), they may consider that ethics is not an end but a means 
in business, and business ethics would no longer deserve to be called ethics. If this is the 
case, it is hard to expect that business organisations, which play a pivotal role in the 
development, operation and use of ICT-based information systems, would proactively 
address issues related to information ethics and maintain responsible attitudes and be-
haviours towards computing. In reality, there are many ICT companies which maintain the 
attitude of “innovative first, consider consequences afterwards”. What features should 
an information ethics education programme for business people have, then? This study 
attempts to get a clue to the answer to this question based on the authors’ background 
study [10] and through interviews with Japanese university professors who teach “busi-
ness ethics” and discussions with the audience at the ETHICOMP conference.
	 In the background study, a questionnaire-based survey of three respondent 
groups of Japanese people — (a) professional engineers, who were certified profes-
sional engineers working for companies; (b) ordinary employees, who were full-time, 
non-executive company employees without any professional qualifications; and (c) busi-
ness students, who were 3rd- and 4th-year undergraduate students majoring in business 
— was conducted in July and August 2023 to investigate relevant Japanese people’s 
attitudes towards business ethics. The results of the survey show that:

(a)	Professional engineers were statistically more aware of each of the business eth-
ics-related initiatives, except ELSI and RRI (which no group understood well), than 
business students and ordinary employees. This presumably owed much to continu-
ing professional development programmes including engineering ethics instruction 
courses they were obliged to participate in to gain, retain and improve their 
knowledge, abilities and skills as professionals.

(b)	Ordinary employees equivalently understood compliance and business ethics to 
business students, whereas business students understood CSR, ESG and the SDGs 
better than ordinary employees. The educational level of ordinary employee 
respondents was found to affect the level of their awareness of business ethics-re-
lated initiatives. They tended to underestimate the importance of each business 
ethics-related initiative compared to professional engineers and business students 
and be devoid of understanding of the rationale for ethics in a business setting. 
They lacked a sense of ownership over ethical issues in a business setting.

(c)	There was no statistically significant difference in the awareness of ELSI and RRI 
among the three samples. The majority of respondents in each sample had not 
heard these terms, even though many current business innovation activities are 
technology-dependent.
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(d)	Most of the respondents in each sample considered that a company should ad-
dress business ethics-related initiatives only as much as dealing with such initia-
tives did not worsen the company’s long-term profit structure. Meanwhile, ordinary 
employees and business students tended to emphasise securing short-term profit 
rather than business ethics-related initiatives, whereas a majority of professional 
engineers expressed the opposite view.

	 These suggest that the development and implementation of a suitable informa-
tion ethics education programme for ordinary business employees is an urgent necessity. 
Given that ordinary employees have already become computing practitioners thanks to 
the advancement of user-friendly applications including AI-based ones, and their lack of 
awareness of business ethics, effective in-house information ethics education for them has 
to be provided to make them sensitive to existing or potential ethical issues accompanied 
by the development, operation and/or use of ICT-based information systems, and to let 
them have sufficient knowledge about and a correct understanding of the meaning of in-
formation ethics in a business setting. This education should also cultivate their capacities 
and skills to consider and act ethically in a business setting as an organisational member 
and simultaneously as a citizen. A case method approach may be helpful for them to 
acquire these capacities, if there is a good mentor [11]. Because declarative and proce-
dural knowledge necessary for perceiving and considering ethical issues related to com-
puting should be updated on a constant basis, continuing education opportunities have 
to be provided. Ethical principles may have to be mentioned as part of the knowledge. 
However, it should also be taught that those principles are like a perfume: they should 
not be swallowed, but just be smelled. Any kind of indoctrination has to be avoided, and 
it is desirable that learners are encouraged to consider ethical problems autonomously, 
and as much as possible with a critical spirit.
	 The educational content should flexibly and appropriately be set according 
to the knowledge level of the target audience. Sufficient on- and off-the-job training 
opportunities for learning information ethics need to be provided to them. Moreover, 
professional engineers should be expected to play a pivotal role in fostering an ethical 
mindset among ordinary employees in their companies.
	 Business organisations have to establish necessary institutions within organisa-
tions to encourage and support employees to consider and behave ethically, such as the 
appointment of a chief ethics officer who is in charge of developing an ethical corporate 
culture and setting up well-organised information ethics education programmes. In terms 
of development and operation of information systems, building and operating the ICT 
governance system of “DevEthicsOps”31 — the unification of creating and deployment 
of ICT systems using ethical practices — should be addressed beyond Ethics by Design 
[12], which can give the misconception that ethical approaches to technology are com-
pleted at the time of design. Such a governance system would be helpful in preventing 
the impact of threatening forces on ethical organisations [13].

3 This term was suggested by Dr Neil McBride of the Centre for Computing and Social Responsibility, De Montfort University, 
Leicester, UK, during a discussion with him.
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	 This study will examine the existing state and issues based on the results of a 
questionnaire survey to ascertain consumer attitudes toward the use of user information 
such as action histories. In particular, the author would discuss the survey results of con-
sumers’ expectations and concerns about the use of personal data.

Background

	 Our interest is to understand the actual status of consumer awareness of the 
collection and use of consumers’ personal information by companies and to examine 
the issues involved. In developing the questionnaire, we focused on the following three 
points.

1.	 Consumers’ precautionary attitude toward personal information;

2.	 Desired content of control of personal information;

3.	 Degree of concern about the use of personal information by companies.

Methods

	 Based on the awareness of the above issues, we decided to conduct a question-
naire survey of general consumers. The survey was conducted using a self-administered 
questionnaire tool (Freeasy) provided by I-Bridge Corporation. A total of 1204 people, 
86 male and 86 female, of all ages, were surveyed from among the monitors registered 
with the site. The mean age of the respondents was 45.41, S.D.=19.11. It should be 
noted, however, that the representativeness of the respondents is limited because of the 
survey method used.
	 The question that is the subject of analysis in this study is about “the degree of 
concern about the use of personal information by companies. Specifically, (1) expecta-
tions and concerns about the overall trend of companies’ use of personal information, (2) 
attitudes toward the acquisition of personal information by companies, and (3) attitudes 
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toward the use of personal information by companies were each asked in a four-point 
test. A multiple-answer system was employed, in which respondents were asked to select 
all applicable items from a list of 10 items, including “other.

Summary of survey result

Expectations and Concerns about Personal Data Use
	 Consumers were asked how they feel about companies’ use of their personal 
information. The results show that, overall, the most common response was “somewhat 
anxious” (33.1%), which together with the second most common choice (28.2%), “very 
anxious,” accounted for over 60% of the responses. This means that less than 40% of 
consumers have high expectations. Furthermore, the selection rate for “high expecta-
tions” was the smallest (12.3%). Overall, it can be said that consumers are not so op-
timistic and are feeling a little anxious, despite the importance of data science. If we 
look at the differences by gender, males had a higher selection rate for “expectation 
> anxiety” and females had a higher rate for “anxiety > expectation” (a chi-square 
test was conducted, and a significant difference was obtained, p<0.001). In Buddhism, 
the tendency to “look forward to the future” is called the masculine principle, while the 
tendency to value “immediate happiness” is called the feminine principle (and it is ar-
gued that it is important to possess both male and female principles). Coincidentally, the 
results of this survey coincide with this point.

Table 1. The relationship between “expectations vs. anxieties” and “gender differences”. 
By age group, the selection rate of “expectation > anxiety” was higher among teenagers (20.3%). On 
the other hand, those in their 50s (70.3%) and 70s and older (69.2%) selected “Anxiety > Expectation” 
more frequently (based on age, a chi-square test was conducted, and p<0.001 was obtained, indicating 

a significant difference).

Table 2. Relationship between “Expectations vs. Anxiety” and “by age group”
Next, we turn our attention to the results of the cross tabulation with the frequency of smart-

Total
n % n % n

10s 87 50.6% 85 49.4% 172

20s 74 43.0% 98 57.0% 172

30s 70 40.7% 102 59.3% 172

40s 66 38.4% 106 61.6% 172

50s 51 29.7% 121 70.3% 172

60s 64 37.2% 108 62.8% 172

over 70s 53 30.8% 119 69.2% 172

Total 465 38.6% 739 61.4% 1204

expectation > anxiety  anxiety > expectation
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phone use. 40.0% of those who selected “expectation > anxiety” responded that they 
“look at (smartphones) whenever I have free time. Conversely, for those who chose “Anxiety 
> Expectation,” a higher percentage of respondents “rarely look at it” and “don’t have a 

smartphone. A chi-square test was conducted, and a significant difference was obtained with 
p<0.001.

Relationship with the right to control one’s own information
	 In Japan, the 2021 revision of the Personal Information Protection Law has 
brought renewed attention to the idea of understanding privacy as “the right to control 
information about oneself” (Itakura, 2021).
	 What kind of control do consumers want? In order to grasp the actual situation, 
we asked “desirable control contents of personal information. Furthermore, when we 
looked at the cross tabulation of the results and “expectation vs. anxiety,” we found 
that those who chose “expectation > anxiety” showed a high selection rate for the “con-
firmation” and “correction” items. People who expect data utilization not only tolerate 
the use of their personal information but also demand the ability to review and correct 
the data held by companies when necessary. This aligns with the concept of the right to 
self-information control.
	 On the other hand, those who selected “Anxiety > Expectation” showed higher 
selection rates for “Erasure,” “Disclosure to a third party,” and “Limitation of reten-
tion period. The chi-square test revealed that “Confirmation” (p<0.001), “Correction” 
(p<0.001), “Erasure” (p<0.001), “Restriction on provision to third parties” (p=0.002) 
and “Restriction on retention period” (p=0.010), and significance was obtained for these 
five items. The importance of review and correction, similar to the expectations of those 
with high expectations, indicates that in the future use of personal information by com-
panies, allowing consumers to review and correct their personal data will be an essential 
factor for businesses. Furthermore, it suggests that there is a tendency for consumers to 
want the use of their personal data to be restricted to the company that holds it, to avoid 
retaining it beyond the service period, and to request the right to erasure.

Attitudes toward Collection and Use of Personal Information
	 Next, we present the results of a survey on consumer attitudes toward the collec-
tion and use of personal information by companies, such as Web site browsing, search 
keyword history, and shopping records.
	 Specifically, the survey asked consumers about their opinions on (1) the collec-

Male Female
n 465 263 202
% 100.0% 56.6% 43.4%
n 739 339 400
% 100.0% 45.9% 54.1%
n 1204 602 602
% 100.0% 50.0% 50.0%

Total Gender

 anxiety > expectation

expectation > anxiety

Total
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tion activities themselves and (2) the use of such information for product recommenda-
tions.
	 Overall, the item with the highest selection rate regarding the collection of per-
sonal information by companies was “I wish they would stop if possible” (29.2%). This 
was followed by “I think it is inevitable,” and “I don’t understand the meaning of col-
lecting personal information,” which together accounted for more than 70% of the total 
(25.6% and 15.6%, respectively).
	 Of the 30% of the total positive opinions, about 10% (10.5%) were strongly 
in favor of “I would be willing to provide it if it has merit,” and less than 20% (18.0%) 
selected “It is essential for me to receive appropriate services.
	 No significant difference between male and female respondents was found for 
these items (p=0.168).
	 On the other hand, a chi-square test for age showed a significant difference 
(p<0.001). Teenagers had more positive opinions, while those in their 20s were the most 
likely to deny the need to collect information, and those in their 50s and older were 
more likely to say “it can’t be helped” or “I wish they’d stop if possible.” It may be that 
people in their 20s have a strong aversion to the collection of personal information be-
cause this is a time when their lifestyles are changing dramatically.

Concerns about the collection and use of personal information
	 Next, we examine consumers’ concerns about the collection and use of personal 
information by companies.
The questionnaire asked consumers to select all applicable items from the following list 
regarding their “concerns about companies’ collection of personal information such as 
purchase histories and Web site browsing histories.

1.	 “Insufficient explanation” regarding the use of data

4.	 “Lack of veto power” of consumers

5.	 “Information management system information” of companies

6.	 Concerns about “resale” of information as a “source of profit

7.	 Fear of “anonymized” processing

8.	 Doubts about “collecting more information than necessary

9.	 Discomfort with “persistent use of old information

10.	 Business ethics (profit first)

11.	 Indication of “offensive advertisements

12.	 Fear of “profiling

13.	 Other (free answer)

	 Overall, the item with the highest selection rate was “management system” 
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(41.4%). This was followed by “Profiling” with the highest selection rate (34.6%). Items 
with selection rates exceeding 25% were “Insufficient explanation (28.8%),” “Profit 
source (resale)” (28.2%), and “Lack of veto power (25.3%). Other items were selected 
by around 20% of the respondents.
	 First, no gender differences were found in the selection rate of anxiety. As for 
age differences, statistical significance was found for individual identifiability (p=0.002) 
and lack of veto power (p=0.005).

Relationship between “expectation vs. anxiety
	 The relationship between “expectation vs. anxiety” and “expectation vs. anxi-
ety” is further shown above. A chi-square test was conducted, and significant differences 
were obtained for the following six items. In order of overall selection rate, they are: 
“Profiling” (p<0.001), “Repeated use of old information” (p=0.032), “Anonymization 
technology” (p=0.009), “Collection of more information than necessary” (p=0.001), 
“Offensive advertisement” (p=0.03) and “Profit first” (p<0.001). (p-values in parenthe-
ses). Again, a one-way analysis of variance was performed and statistical significance 
was observed for similar items. For these items, the selection rate was higher among 
Kanto companies, which felt more anxious. To this extent, it can be concluded that anxi-
ety regarding the use of personal information is caused by these factors.

Relationship with “Desirable control contents of one’s own information
	 Finally, we show the relationship with the desirable control contents of self-re-
ported information.
	 However, since the desired “control contents” can have up to three multiple re-
sponses and the “anxiety factors” can also have multiple responses, a chi-square test 
using a crosstabulation table is not appropriate. Therefore, in this paper, a chi-square 
test between a set of items was conducted by taking one item from each of the “control 
contents” and “anxiety factors. The overall trend revealed that the selection rate of 
“limitation of holding period” was low for seven of the control contents. In addition, the 
selection rate of “elimination” was high for all the anxiety factors, obtaining a significant 
difference. This result is appropriate considering the recent attention to the “right to be 
forgotten.

Conclusions and remarks 

	 In this study, we have examined the results of a survey of consumer attitudes 
toward the collection and use of personal information. When asked which they felt 
more strongly about the data society, “expectations such as improved convenience” or 
“risks and concerns such as information leakage and invasion of privacy,” men tended 
to select “expectations” and women “concerns. Those who selected “Expectation” used 
the four major social networking services in both real and anonymous mode, and want-
ed “Confirmation” and “Modification” in terms of self-information control. On the other 
hand, those who were “anxious” tended not to use SNSs, and they emphasized “dele-
tion,” “limitation of retention period,” and “limitation of provision to a third party” as 
their right to control their own information. In addition, those who feel “uneasy” are more 
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likely to answer “hobby” or “none” as the contents of information that can be entrusted 
to “information banks.
	 The importance of data may increase, but it will not decrease in the future. 
Under these circumstances, we hope that the results of this survey will provide some 
insight into what factors contribute to expectations and what factors are effective in 
alleviating anxiety about the use of data.
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Introduction

	 In recent years, data has been referred to as the new “oil” for businesses. 
Especially for companies targeting consumers, personal data such as purchase history 
has become an essential resource for executing efficient and effective marketing. In re-
sponse to this, the Japanese government significantly revised the “Personal Information 
Protection Act” in 2022, aiming not only to ensure strict management of personal infor-
mation but also to encourage its active use. As a result, the focus has shifted toward the 
utilization of personal information, while still maintaining the protection of individual 
rights and interests.
	 In light of these trends, information banks have garnered attention as a system 
that balances the protection and utilization of personal information.
The aim of this study is to clarify the current status and challenges surrounding the expec-
tations and concerns related to the use of consumer personal data (such as behavioral 
history data) in Personal Data Trust Banks, based on the results of a web-based survey.

Significance of Information Banks

	 Platform companies, represented by GAFA(M), have increasingly been collect-
ing vast amounts of personal information. Zuboff refers to this type of society as “sur-
veillance capitalism.” As it is self-evident, the aggregation of vast personal data such 
as purchasing history by specific platform companies is considered undesirable for the 
healthy development of capitalism. This is because monopolistic companies could be-
come self-serving. Perhaps for this reason, regulations against platform companies are 
being considered in Japan.
	 On the other hand, the government is actively promoting information banks as 
a framework for managing and utilizing personal information securely. An information 
bank is a service that provides individuals and businesses with a system for managing 
and operating their data, and sharing it with others when necessary. It particularly 
focuses on the protection of personal data and privacy, aiming to allow individuals to 
control their own information.
	 The expected functions of information banks are as follows: Specifically, they 
are expected to undertake the following tasks upon commission by consumers: (1-1) 
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managing and protecting personal data, (1-2) supporting the sharing and provision 
of data, (1-3) managing privacy, and (1-4) providing user rewards, such as points. By 
performing these functions, information banks are expected to offer the following ben-
efits to consumers: (2-1) strengthening the control rights over personal information, (2-2) 
ensuring safety, (2-3) effective utilization of personal data, and (2-4) secondary effects 
of personal data utilization (e.g., point rewards). On the other hand, for businesses, the 
expected benefits include: (3-1) compliance with the Personal Information Protection 
Act, (3-2) establishing a foundation for personal data utilization, such as anonymization, 
and (3-3) ensuring transparency. In this way, by taking security measures while creating 
many benefits from personal information, information banks are expected to become a 
new industrial foundation for the future. As a result, individuals will be able to control 
their information, and safe data exchange with businesses will lead to enhanced privacy 
protection and the creation of new business opportunities.
	 However, from the perspective of personal information protection, to operate 
information banks, which are beneficial to consumers, businesses, and society as a whole, 
it is essential to obtain user consent. Users need to be transparently informed about how 
their data will be utilized and where it will be used. For this purpose, the design of the 
information bank system has been the subject of active discussions.
	 As preparation for this system design discussion, it is important to clarify what 
types of personal information consumers are willing to entrust to information banks. 
Therefore, the purpose of this paper is to conduct a survey on the awareness of Personal 
Data Trust Banks in Japan, present the results, and discuss them.

Methods

	 This study employed a questionnaire survey of general consumers. The sur-
vey was conducted using a self-administered questionnaire tool (Freeasy) provided by 
I-Bridge Corporation. A total of 1204 people, 86 male and 86 female and 86 male 
and female by age, were surveyed from among the monitors registered with the site. The 
survey period was from December 9, 2022, to December 10, 2022. The average age 
of the respondents was 45.41, with a standard deviation of 19.11. 
	 However, it is important to note that because a web survey company was used, 
there are limitations to how representative the respondents are.

Summary of survay results
Overview of the Survey of PDTB
	 In the survey, respondents were asked to indicate the information they would be 
willing to entrust to a Personal Data Trust Bank from among the following items (multiple 
responses were acceptable).

1.	 “Personal attribute information” such as address and gender
2.	 “Family personal information,” such as family structure and occupation
3.	 “Financial information” such as income
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4.	 “Personal identification codes” such as account or credit card numbers
5.	 “Shopping history information” (purchase history information)
6.	 “Movement information” mediated by smartphones
7.	 “Vital information” such as pulse, blood pressure, and body temperature
8.	 “Genetic information” such as medical history
9.	 “Hobbies” and other information
10.	Others (free description)

Overall characteristics

	 Overall, the item with the highest selection rate is “Hobbies” (38.5%). This was 
followed by “personal attributes” (29.7%) and “purchase history” (29.3%). The item 
with the lowest selection rate was “Other” (5.9%: n=71). The respondents were asked to 
freely select “Other. The breakdown of the responses is as follows: “None,” 67 respon-
dents chose “None,” 2 respondents chose “Don’t know,” and 2 respondents chose “Other. 
The following analysis is based on the 67 respondents who answered “none” in the free 
response section.

Table 1. The overall characteristics of the information items stored in the PDTB
The only significant gender difference was found in the “purchase history” category (p=0.004 

by the chi-square test).

Table 2. The age-based distribution of the information items stored in the PDTB

n % Famale %
“Hobbies” and other information 464 38.5% 51.5%
“Personal attribute information” such as address and gender 357 29.7% 53.2%
“Shopping history information” (purchase history information) 353 29.3% 56.4%
“Vital information” such as pulse, blood pressure, and body temperature 221 18.4% 51.6%
“Movement information” mediated by smartphones 195 16.2% 44.6%
“Family personal information,” such as family structure and occupation 194 16.1% 52.6%
“Personal identification codes” such as account or credit card numbers 165 13.7% 50.9%
“Financial information” such as income 151 12.5% 47.0%
“Genetic information” such as medical history 143 11.9% 44.8%
Others (free description) 71 5.9% 52.1%

10s 20s 30s 40s 50s 60s 70s & over Total
“Personal attribute information” such as address and gender 33.7% 20.9% 23.8% 27.3% 26.2% 33.1% 42.4% 29.7%
“Family personal information,” such as family structure and occupation 22.1% 14.0% 14.5% 15.1% 16.3% 14.5% 16.3% 16.1%
“Financial information” such as income 11.6% 15.7% 11.6% 14.5% 12.2% 11.0% 11.0% 12.5%
“Personal identification codes” such as account or credit card numbers 15.7% 14.5% 15.1% 11.0% 11.6% 14.0% 14.0% 13.7%
“Shopping history information” (purchase history information) 31.4% 23.8% 25.0% 27.3% 26.7% 26.7% 44.2% 29.3%
“Movement information” mediated by smartphones 23.3% 14.5% 13.4% 19.2% 11.0% 12.2% 19.8% 16.2%
“Vital information” such as pulse, blood pressure, and body temperature 18.6% 9.9% 12.8% 8.1% 10.5% 6.4% 16.9% 11.9%
“Genetic information” such as medical history 38.4% 39.5% 37.8% 33.1% 38.4% 37.8% 44.8% 38.5%
“Hobbies” and other information 1.7% 6.4% 7.0% 4.1% 11.6% 8.7% 1.7% 5.9%
Others (free description) 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0%
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	 Chi-square tests were conducted for each age group, and significant differenc-
es were obtained for “personal attributes” (p<0.001), “purchase history” (p<0.001), 
“vital information” (p<0.001), “medical history and genetic information” (p=0.003), 
and “none” (p<0.001) (p values in parentheses (p-values in parentheses).
	 Next, we discuss the results based on the crosstabulations by age group. Let us 
point out the characteristics of the results as follows. Personal attributes,” which ranked 
second in the overall selection rate, was selected most frequently by respondents in their 
teens and those in their 60s or older. Next, the selection rates for “Purchasing history” 
and “Vital information” were high for respondents in their 70s, and slightly higher for 
respondents in their teens. The selection rate for “Medical history/previous diseases/
genetic information” was high among teens, while the selection rate for “None” was high 
among those in their 50s. To simplify the results without fear of misunderstanding, more 
respondents in their teens and those in their 60s or older selected items that can be en-
trusted to the Personal Data Trust Bank, while those in their 50s selected fewer items.

Relationship with “Expectations vs.
	 Does the information that consumers are willing to entrust to a Personal Data 
Trust Bank have any relationship with their “expectations and fears” of the data society 
as a whole? To examine this question, we conducted a cross tabulation of “information 
that can be entrusted” and “expectation vs. anxiety.
	 A chi-square test was conducted, and significant differences were obtained for 
nine items (including “other”) except for “medical history/previous illness/genetic infor-
mation” (p=0.015).
	 Those who selected “expectation > anxiety” selected the following seven items 
more frequently. The items selected most frequently by those who selected “Expectation 
> Anxiety” were “Purchase history,” “Personal attributes,” “Vital information,” 
“Transportation information,” “Family information,” “Account information,” and “Income/
assets information,” in descending order. Those who selected “expectation > anxiety” 
selected an average of 2.1 items of “information that can be entrusted to the bank. On 
the other hand, those who selected “Anxiety > Expectation” selected an average of only 
1.8 items.
	 In addition, those who selected “Anxiety > Expectation” selected “Hobbies” and 
“None” at a higher rate than those who selected “Expectation > Anxiety,” a result that 
is symmetrical with those who selected “Anxiety > Expectation. The data also revealed 
that those who were anxious were reluctant to use the Personal Data Trust Bank.

Relationship with “Desirable Control Contents
	 Finally, we examine the relationship with “desirable control contents” (Table 16).
First, “hobbies” was significantly different from “deletion,” “collection restrictions,” and 
“retention period restrictions. All these items were selected more frequently by the re-
spondents with “anxiety > expectation”. Therefore, it can be inferred that those who 
were anxious about the collection and use of personal information selected “Hobbies” as 
the safest or least sensitive item when using the Personal Data Trust Bank.
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	 Similarly, in the case of “None,” which was selected by a high percentage of 
respondents with “Anxiety > Expectation,” there was a significant difference between 
“Deletion” and “Collection Restrictions. However, this item was not included in the ques-
tionnaire and was extracted from the free descriptions in the “Others” section. Therefore, 
it is safe to assume that these are the responses of those who are most reluctant to use 
the Personal Data Trust Bank. If so, we can understand that “deletion” and “collection 
restriction” are the most important control items for those who are reluctant (dare we say 
negative) to the idea of a Personal Data Trust Bank.
	 Next, let us consider the “information that can be entrusted to the bank,” which 
was selected most frequently by those who selected “expectation > anxiety.
The relationship with the “limitation of retention period,” which was selected by a high 
percentage of respondents with “expectation > uneasiness” was examined, and signif-
icant differences were obtained for the following five items. The significant differences 
were found for the following five items: “personal information,” “purchase history,” “fam-
ily information,” “account information,” and “income/assets. However, the selection rate 
was low for all items.
	 Comparing each item with the “desirable control contents,” for which significant 
differences were obtained, we can see the characteristics of personal information that 
can be entrusted to the Personal Data Trust Bank. For example, for “personal informa-
tion,” the respondents want to be able to limit the content of information collected and to 
be able to disclose and correct the content of that information. In the case of “purchase 
history,” the respondents want not only collection but also restriction of use, and not only 
correction but also suspension (deletion) of use. For “family information,” the respondents 
want not only the collection but also the restriction of use and the suspension of use (de-
letion) in addition to the requirements for “personal information. In the case of “account 
information” and “income/assets,” only “correction” seems to be emphasized.
	 Furthermore, Table 16 is also suggestive for the four items for which no significant 
difference was obtained for “limitation of holding period. We have already mentioned 
“None”. Vital information” was the only item among the ‘information contents’ related to 
the Personal Data Trust Bank that showed a significant difference from ‘Restrictions on 
provision to third parties. Not only were the selection rates of “Restrictions on collection” 
and “Confirmation and correction” of vital information high, but also the respondents’ 
desire not to have their information used for health-related advertisements and sales 
can be seen.
	 The “movement information” was significantly different from the three items of 
“personal information” except for “limitation of retention period” from “control contents” 
which was significantly different from “personal information.
Finally, for “medical history, pre-existing conditions, and genetic information,” the only 
“desirable control item” that showed a significant difference was “limitation of collection.

Conclusions and Remarks

	 In the above, we have examined the results of a questionnaire survey on con-
sumer attitudes toward PDTB, which have been the focus of much attention in recent 
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years. In the future, we would like to investigate the relationship with consumers’ security 
concepts such as cyber hygiene.
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Introduction

	 Contemporary forms of algorithmic governance increasingly challenge estab-
lished assumptions about autonomy, particularly in relation to how personal data and 
images are processed, circulated, and acted upon. Within public administration, the 
integration of algorithmic systems has transformed the role of visual material: images, 
once conceived as stable representations for human interpretation, are now processed, 
fragmented, and recomposed as data points within computational infrastructures of 
classification and control (Amoore, 2020). This ontological shift marks the industrializa-
tion of images, whereby they are no longer encountered as visual artefacts but operate 
as functional components in automated decision-making systems (Farocki, 2004). In such 
environments, images and personal data are rendered equivalent—both reduced to 
informational units circulating through networks. This abstraction has significant implica-
tions for understandings of privacy, as the dispersal of visual data across algorithmic 
infrastructures renders it opaque, untraceable, and resistant to withdrawal (Dewdney & 
Sluis, 2023).
	 This paper investigates ontological and epistemological shifts through the case 
of the Swedish police’s use of Clearview AI’s facial recognition technology. It examines 
how images, once absorbed into algorithmic systems, are reconstituted as dispersed 
computational entities, challenging the legal and technical viability of regulatory mech-
anisms such as the Right to Be Forgotten (Kosta, 2022). When images are embed-
ded within predictive and classificatory infrastructures, their withdrawal reveals the al-
ways-already unstable nature of archival systems—where erasure is not only technically 
complex but historically contingent. This raises the research question: How does the in-
dustrialisation of images shape the ability to uphold the Right to Be Forgotten in archival 
practices?
	 Through an analysis of official statements and administrative records, the study 
interrogates how visual data persists within algorithmic governance and considers what 
it means to “forget” in a system where the image is not a visible artefact but a distrib-
uted signal structured by data flows and institutional power (Bowker, 2005; Dewdney & 
Sluis, 2023; Jasanoff, 2004). In this context, archival practices must be thought of differ-
ently—not as systems for storing and retrieving static records but as dynamic infrastruc-
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tures entangled with algorithmic processes of extraction, recomposition, and circulation. 
As the archive becomes operational rather than representational, new frameworks are 
needed to address how memory, visibility, and erasure function under computational 
governance.

Theoretical foundation

	 Informational privacy is often framed as the individual’s capacity to dissociate 
from persistent digital traces (Floridi, 2015; Richards, 2022; Véliz, 2020). This framing 
assumes a coherent, autonomous subject capable of controlling personal data. Gilles 
Deleuze’s concept of the dividual challenges this, proposing that identity in computa-
tional systems is fragmented and operationalized through data points, behaviours, and 
metrics (Deleuze, 1992). Within this framework, privacy concerns shift from ownership 
of discrete data to the aggregation and circulation of informational fragments used 
for classification and prediction (Bowker & Star, 1999; Amoore, 2024; Lyon, 2003). A 
similar ontological shift characterises the treatment of images: once processed algorith-
mically, images are transformed into dispersed data points embedded within compu-
tational infrastructures (Dewdney & Sluis, 2023; Paglen, 2016). Like personal data, the 
image becomes fragmented, recontextualised, and ultimately inaccessible as a coherent 
object.
	 As algorithmic systems increasingly shape how data is processed and opera-
tionalised within governance frameworks, the inherent instability of autonomy—central 
to rights such as the Right to Be Forgotten—comes to the fore (Ananny & Crawford, 
2018; Pasquale, 2015). While the GDPR’s Right to Be Forgotten seeks to mitigate the 
persistence of digital traces, it rests on the assumption that deletion restores privacy. This 
falters in distributed and predictive infrastructures where data—visual or otherwise—is 
continuously replicated, recombined, and embedded in classificatory systems. Deletion 
becomes not a definitive act but a contingent intervention shaped by archival logics and 
infrastructural resistance (Bowker, 2005; Kosta, 2022; Mantelero, 2013).
	 These challenges demand critical engagement with algorithmic infrastructures 
that govern behaviour through data flows (Jasanoff, 2004; Latour, 2005), emerging 
from a genealogy of classificatory and surveillance practices shaped by historically 
contingent regimes of power and knowledge (Foucault, 1977). Archival systems have 
long functioned as instruments of institutional power, shaping access, memory, and control 
(Bowker, 2005; Geoghegan, 2023), with photography playing a central role in bio-
metric surveillance and criminological classification (Lyon, 2014; Sekula, 1986)—logics 
that persist in contemporary facial recognition technologies (Ananny & Crawford, 2018; 
Crawford, 2021). The shift from physical archives to digital repositories—and more re-
cently to algorithmically driven infrastructures—has intensified these dynamics: unbound 
by spatial constraints, algorithmic systems enable indefinite data retention and circula-
tion, complicating regulation around deletion, access, and classification (Bowker & Star, 
1999; Paglen, 2016). Regulatory strategies must therefore confront the entanglement of 
algorithmic infrastructures with archival practices, surveillance, and the politics of data 
retention.
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Research Design
Setting
	 Clearview AI’s platform, built on a database of over three billion images 
scraped without consent, exemplifies the transformation of images into biometric data 
within algorithmic surveillance infrastructures (Rezende, 2020; Shepherd, 2024). Images 
become functionally opaque, mobilised not as representations but as operational inputs 
in automated recognition systems. The controversy intensified in 2020 when BuzzFeed 
News leaked Clearview’s client list, revealing use by law enforcement agencies in the 
U.S., Canada, and several European countries, including Sweden. In Canada, Finland, 
and Sweden, officers accessed the system without institutional approval, blurring bound-
aries between state oversight and commercial infrastructures (Amoore, 2020; Eneman et 
al., 2022; Shepherd, 2024).
	 In 2021, the Swedish Authority for Privacy Protection (IMY) concluded that the 
Police Authority had violated the Swedish Criminal Data Act by using Clearview AI with-
out a required data protection impact assessment (Dnr 4756-21). The ruling highlights 
the difficulty of enforcing protections like the Right to Be Forgotten when images are 
embedded in distributed systems that resist deletion (Mantelero, 2013). IMY ordered 
affected individuals to be notified and transferred data erased (Eneman et al., 2022; 
Kosta, 2022).

Table 1. Overview of the collected documents

Authority Type of document

The Swedish Authority for Privacy 
Protection (IMY)

Investigation into the use of Clearview AI
(Dnr DI-2020-2719, date: 2020-03-05)
Request for supplementation
(Dnr DI-2020-2719, date: 2020-03-30)
Decision after the inspection
(Dnr DI-2020-2719, date: 2021-02-10)

The Swedish Police Authority

Investigation into the use of Clearview AI
(Dnr A126.614/2020, date: 2020-03-19)
Request for supplementation
(Dnr A126.614/2020, date: 2020-05-07)
Appeal regarding the IMY’s decision
(Dnr A126.614/2020, date: 2021-03-01)
Completion of previously filed appeal regarding the 
IMY’s decision
(Dnr A126.614/2020, date: 2021-03-05)

The Administrative Court in Stockholm Decision of the Administrative Court
(Dnr 4756-21, date: 2021-09-30)

The Court of Appeal in Stockholm Decision of the Court of Appeal
(Dnr 7678-21, date: 2022-11-07)

 
Document Collection and Analysis
	 This study draws on public records from the IMY, the Police Authority, and the 
Administrative Court in Stockholm, obtained under Sweden’s Principle of Public Access to 
Information, grounded in the Freedom of the Press Act (1949:105). While this principle 
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ensures transparency, it is increasingly strained by digital infrastructures where trace-
ability and accountability are diminished (Ananny & Crawford, 2018; Bowker, 2005).
	 The analyzed documents (Bowen, 2009) reveal how facial recognition technol-
ogies intersect with legal reasoning and classification regimes. They show how images, 
once housed in institutional archives, now circulate through algorithmic systems that chal-
lenge conventional understandings of regulation, erasure, and control (Eneman et al., 
2022).

Concluding Remarks
	 This analysis of the Swedish police’s use of Clearview AI’s facial recognition 
technology highlights the difficulty of upholding individual autonomy in the face of data 
industrialisation. As state institutions integrate proprietary algorithmic infrastructures into 
their operations, images and personal data alike are transformed into operational com-
ponents—no longer discrete, retrievable records, but dynamic inputs for classification, 
recognition, and prediction (Amoore, 2020).
	 This shift challenges the legal and conceptual foundations of rights such as the 
Right to Be Forgotten. The issue is not merely whether data can be deleted, but whether 
withdrawal remains meaningful once data is mobilised within computational infrastruc-
tures. Once processed, images are fragmented, distributed, and rendered invisible—no 
longer stored but used, and deeply entangled with material, geopolitical, and logistical 
networks of appropriation and circulation (Crawford & Joler, 2021). In this context, the 
image becomes part of a global supply chain of data operations to be mined, refor-
mulated, and propagated. In this Farockian sense, archives cease to function as static 
repositories and instead become industrialised systems of capture and recomposition, 
where images are not preserved but enacted upon (Amoore, 2024; Bowker, 2005; 
Farocki, 2004).
	 In such a paradigm, deletion becomes a technically and epistemologically un-
stable intervention. Legal mechanisms premised on the coherent data subject and the 
reversibility of processing collapse under infrastructures that retain, recombine, and act 
on data without fixed boundaries. The concept of autonomy proves increasingly unten-
able in environments where individuals are parsed into dividual fragments, legible only 
through patterns and predictions. Rather than enabling control, autonomy is revealed as 
a fragile construct—outpaced by systems that operate beyond the grasp of intentional-
ity.
	 The findings of the Swedish Authority for Privacy Protection (IMY) underscore 
this disjunction. The directive to delete and notify presumes a subject who can be lo-
cated, addressed, and restored to privacy—assumptions incompatible with algorithmic 
infrastructures where data persists not as content, but as action.
The industrialisation of data thus demands not only structural adjustments but a rethink-
ing of the foundations of privacy governance—one that accounts for the performative 
and distributed life of data beyond the moment of capture.
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Extended Abstract

	 In the movie Notting Hill, friends of William Thacker (Hugh Grant) organize a 
series of dates to help him recover from the heartbreak of losing the famous actress 
Anna Scott (Julia Roberts). One of the dates is a fruitarian who declines the dinner dish, 
explaining, “We believe that fruits and vegetables have feelings, so we think cooking 
is cruel. We only eat what has fallen from a tree or bush and that is, in fact, dead al-
ready.” William responds, “These carrots?” “Have been murdered? – Yes.”
	 We will not discuss fruitarianism or fruitarian ideologies here. Instead, we argue 
that consciousness doesn’t extend beyond animals. Hence, like carrots, AI does not – and 
cannot – be conscious. Our paper is inspired by Chalmers’ discussion of whether large 
language models (LLMs) can be conscious (Chalmers, 2023). In this discussion, Chalmers 
explores arguments for and against conscious LLMs but concludes by framing objections 
as challenges for a future research agenda on the topic. He states: “For all of these 
objections except perhaps biology, it looks like the objection is temporary rather than 
permanent” (Chalmers, 2023). We argue that this biological objection is precisely what 
makes the problem insurmountable. Embodiment and biological embeddedness matter 
fundamentally. Let us stay on track and not veer off down the fruitarian path. 
	 Let us briefly clarify consciousness up front: to be conscious is to have subjective 
experience – there is something it feels like to be me doing something, whether swimming 
in the sea, writing a poem, or giving a lecture. Moreover, consciousness should not be 
conflated with intelligence. Broadly speaking, intelligence implies being capable of rea-
soning, learning, and problem-solving. A person or an animal can be conscious and yet 
have little intelligence. However, arguments against AI Consciousness (AIC) can still draw 
from objections to Artificial General Intelligence (AGI). We argue that consciousness, i.e., 
the ability to have subjective experiences, requires embodiment (Dreyfus et al., 1986) 
and embeddedness in social life (Collins, 2008). Our position does not exclude the pos-
sibility of animal consciousness, which is well-documented. For instance, “distant relatives 
of humans, Eurasian jays, show sensitivity to others’ desires, even when they conflict with 
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the subject’s own. Our closest relatives, the great apes, show sensitivity to perspectives 
that differ from their own, responding appropriately to others’ false beliefs” (Krupenye 
and Call, 2019). 
	 Against this backdrop, we outline classical arguments for and against AIC, ulti-
mately concluding that AIC is not feasible. 

Pro et con AIC

	 In his influential article, What is It Like to Be a Bat? (Nagel, 1974), Nagel cri-
tiques physicalism, arguing that objective neuroscience cannot account for qualia. There 
is something it is like to be a conscious being capable of having experiences that feel a 
certain way to that being. Consequently, even if we had uncovered everything about the 
neurophysiological functioning of bats, we would still not have understood what it is like 
to be a bat because we could not have captured the subjective character of bat-qualia. 
A similar point is made in Jackson’s famous thought experiment involving the color-blind 
neuroscientist Mary (Jackson, 1986). Mary knows everything there is to know about color 
vision. Yet she does not know what it is like to see red until surgery removes her color 
blindness, allowing her to have the subjective experience of seeing red.
	 Chalmers (1886, 2008) frames the discussion of consciousness by distinguishing 
between the easy and hard problems. There are scientific answers to the easy problems 
of consciousness (although these problems may still be complicated), such as our ability 
to categorize, discriminate, and react to stimuli. Moreover, we may one day understand 
all the complexity of the brain. However, the “hard problem” concerns the experience 
itself: why does all this processing feel like something from the inside? Why do I have 
subjective experiences? Chalmers suggests that the hard problem may never have a 
scientific answer. 
	 However, this argument presupposes our consciousness and asks why we are 
conscious. In contrast, AIC concerns whether consciousness can emerge from silicon. 
Physicalists argue that our mental states are equivalent to biophysical processes, which 
can, in principle, be represented in machine-readable form, thereby making AIC possi-
ble. For instance, Copeland (1993) argues that physicalists do not dispute the difficulty 
of imagining what it is like to be a bat. Instead, physicalist theories address the nature 
of qualia itself. According to Copeland, our limited imagination does not imply that bats 
are not purely biophysical entities. He further emphasizes that even if anti-physicalism 
is correct, AIC could still be feasible. If non-physical properties can arise from natural 
brains, why couldn’t they emerge from synthetic brains as well?
	 Despite such arguments, we believe synthetic brains would function like sto-
chastic parrots (Bender et al., 2021), lacking appropriate world models. Extending 
the argument about the infeasibility of AGI to consciousness, we draw on Dreyfus et al. 
(1986), who argue that AGI is not feasible because computes are disembodied. Collins 
(2008) adds that socialization, rather than embodiment, is the primary hurdle to AGI. 
A disabled person, for instance, can understand practices without directly experiencing 
them bodily. Consequently, being “embedded in the language of the society” and so-
cial life is what matters (Collins, 2008). Collins agrees, however, that AGI would need 
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a human-like body to join our practices and “share our concepts” (Collins, 2019). While 
Collins and Dreyfus differ on which aspects are most critical, they agree that intelligence 
necessitates both embodiment and embedding.
	 We extend this conclusion to consciousness: AIC cannot emerge in silicon or any 
other synthetic substrate. An AI lacks the ability to experience even the simple humor of 
the fruitarian date in the introduction. It is simply not here.
Moreover, there is a critical distinction between conceptualizing consciousness as a 
‘stacked’ layering of intelligences, where consciousness emerges at the outcome of in-
creasingly complex cognitive structures, and our position, which views consciousness as a 
transcendental precondition for subjective experience. In the former view, consciousness 
is treated as the culmination of intelligence, which could be referred to as the “Nirvana” 
of AI. However, we argue that consciousness is not an emergent end product but rather 
the foundational basis that enables any form of subjective or sentient-invariant experi-
ence. The various pros et cons are summarized in figure one below. 
In line with Putnam (1964), we thus contend that the possibility of AIC calls for a decision 
rather than a discovery.

Table 1. Pro et con arguments regarding the feasibility of AI consciousness (AIC).
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Extended Abstract
Introduction

	 The increasing reliance on digital identity systems (DIS) across both public and 
private sectors has significantly transformed how individuals interact with digital ser-
vices. Digital ID solutions aim to enhance security, protect user privacy, streamline ser-
vice delivery, and enable seamless access to public and private services. However, the 
standardization processes behind these systems remain fragmented, with limited user 
engagement and insufficient collaboration among diverse stakeholders, including tech-
nologists, policymakers, and legal experts [1]
	 This fragmented approach has hindered efforts to create cohesive, user-cen-
tered digital identity frameworks. Regulatory interventions, such as regulatory sandbox-
es, have been proposed to address the challenges of governing data-driven innovations 
in smart cities [2]. These frameworks allow policymakers to test new technologies in 
controlled environments while addressing privacy and ethical concerns.
Various ethical guidelines have been introduced to govern the responsible develop-
ment of generative AI chatbots. The UNESCO Recommendation on the Ethics of Artificial 
Intelligence emphasizes human-centered design and responsible innovation [3]. The 
OECD AI Principles highlight transparency, accountability, and the protection of hu-
man rights [4]. The IEEE’s Ethically Aligned Design outlines the need to prioritize human 
well-being in the development of autonomous systems [5].
	 However, one of the key challenges in the governance of emerging digital tech-
nologies is addressing the responsibility gap that arises in the deployment of autono-
mous systems. Gotterbarn and Wolf [6] explore this issue by examining how the ACM 
Code of Ethics can provide a framework for clarifying accountability in AI systems. They 
argue that the responsibility gap—where it is unclear who should be held accountable 
for the actions of autonomous systems—poses significant ethical risks. This challenge ex-
tends to digital identity systems, particularly in cases where automated decision-making 
and self-sovereign identity (SSI) models are deployed without clear governance struc-
tures.
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Public and Private Sector Approaches to Digital Identity
	
	 Digital identity systems by governments worldwide aim to improve service 
delivery, ensure security, and enhance digital transformation. For example, the EU’s 
Digital Identity Wallet (EUDIW) provides citizens with a secure platform for managing 
cross-border services while adhering to the General Data Protection Regulation (GDPR) 
[7]. Similarly, Singapore’s SingPass system offers integrated access to over 2,000 ser-
vices across public and private sectors, incorporating biometric authentication to en-
hance security [4].
	 One critical aspect of the EUDIW is the implementation of Selective Disclosure 
technology, which allows users to reveal only specific attributes to service providers. 
This concept is central to privacy protection as it reduces the amount of personal infor-
mation shared in transactions. However, a major concern with the EUDIW is that it does 
not ensure unlinkability, meaning that a user’s interactions can be linked across different 
services. This raises significant privacy concerns, as linkable credentials could lead to 
user tracking and data aggregation by service providers.
	 Achieving these goals requires the development, implementation, and adoption 
of new technologies, many of which are developed and standardized by private-sector 
consortia. Organizations such as the Internet Engineering Task Force (IETF), the World 
Wide Web Consortium (W3C), and the OpenID Foundation have been actively working 
on the standardization of technologies related to identity management, including OAuth, 
Decentralized Identifiers (DIDs), and Verifiable Credentials (VCs). The IETF has devel-
oped protocols like OAuth 2.0, which is widely used for secure authorization. The W3C 
has been working on the DID and VC specifications to enable self-sovereign identity 
(SSI) models, while the OpenID Foundation has been focusing on protocols for federated 
identity and authentication.
	 However, these standardization efforts often proceed in parallel across multi-
ple organizations, leading to a fragmented landscape. Policymakers face challenges in 
engaging with these processes due to the decentralized nature of discussions and the 
technical complexity of the topics involved. This fragmentation complicates the adoption 
of cohesive governance frameworks and highlights the importance of forums like the 
Internet Identity Workshop (IIW), which provides an open space for stakeholders to 
discuss and coordinate efforts across different standardization bodies.

Blockchain and Decentralized Identity: 
Ethical Considerations

	 The push for decentralized identity systems has often been driven by Web3 
proponents, including blockchain advocates and cryptocurrency-related organizations. 
These groups emphasize the importance of user autonomy, data control, and decentral-
ized trust models. However, Verifiable Credential (VC) technologies can be implemented 
without relying on blockchain, leading to debates about whether blockchain is necessary 
for decentralized identity systems.
	 Some stakeholders argue that using blockchain for digital identity systems poses 
risks related to privacy, scalability, and environmental sustainability [8]. For instance, 
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the immutability of blockchain records can conflict with the right to be forgotten under 
GDPR [9]. This issue raises questions about how personal data should be managed in 
decentralized systems, particularly in light of privacy regulations [10].
Moreover, there are concerns about the ethical implications of promoting block-
chain-based identity systems, particularly when alternative, blockchain-free implemen-
tations exist. Critics argue that the focus on blockchain could divert attention from more 
privacy-preserving technologies and create technological lock-in, limiting future inno-
vation.

The Role of the Internet Identity Workshop (IIW)

	 The Internet Identity Workshop (IIW) has emerged as a key forum for discuss-
ing digital identity standards and technologies. Given the fragmented landscape of 
identity-related standardization efforts, the IIW serves an essential function by bringing 
together stakeholders from different organizations to discuss emerging trends, techno-
logical innovations, and policy considerations.
	 Unlike formal standardization bodies, the IIW is a grassroots movement that em-
phasizes open participation and collaborative problem-solving. It provides a platform 
for technical experts, policymakers, and business leaders to engage in discussions on 
identity management systems, particularly in the context of self-sovereign identity (SSI) 
and decentralized identity architectures.
	 One of the critical challenges faced by policymakers is keeping pace with the 
fast-evolving technical standards. Many of these standards are developed through in-
formal consortia and workshops rather than traditional, formal standardization process-
es. As a result, policymakers often struggle to understand and adopt emerging technol-
ogies in a timely manner. The IIW helps address this gap by providing regular updates 
on the latest developments and facilitating cross-sector collaboration.
	 However, the IIW’s informal structure also presents challenges. Participation is 
largely limited to those who can attend in person, which can exclude stakeholders from 
developing countries and public-sector organizations. Additionally, the lack of formal 
governance raises questions about accountability and the legitimacy of decisions made 
during the workshops.
	 Despite these limitations, the IIW plays a crucial role in bridging the gap be-
tween technical experts and policymakers, ensuring that user-centered and privacy-pre-
serving solutions are considered in the development of digital identity systems.

Conclusion
	
	 Digital Future research should focus on bridging the gap between private-sector 
innovation and public-sector governance, ensuring that digital identity systems are de-
veloped in a transparent, inclusive, and ethically responsible manner. By addressing the 
barriers to user engagement and fostering collaborative policymaking, stakeholders can 
work toward more harmonized governance frameworks that prioritize user autonomy, 
privacy protection, and data security.
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Introduction

	 This paper starts by giving an overview of the pros and cons associated with the 
overall digital transformation of mental healthcare, particularly focusing on the thera-
peutic domain (sec. 2). In this context, the paper presents AI therapy bots and generative 
AI companion bots and explores their potential benefits and risks, including attention to 
relevant legislation (sec. 3). Next, the paper discusses the challenges of authenticity and 
empathy associated with the use of generative AI chatbots (sec. 4). The paper concludes 
(sec. 5) that the authentic therapist-client relationship is central to therapy. However, gen-
erative AI chatbots lack lived experience, remain unreliable, and risk offering harmful 
advice. Therefore, they are not suitable for therapeutic purposes.

The Digital Transformation of the Therapeutic Field

	 Mental health issues are growing significantly worldwide (WHO, 2022), and 
ensuring easy and equitable access to treatment, especially in remote areas, is a chal-
lenge. Therefore, digital solutions are seen as an essential tool for mental health promo-
tion (Center for Digital Psykiatri). AI-based online therapy, possibly with psychological 
support, can reduce waiting times and alleviate mild forms of depression and anxiety 
(Hedman-Lagerlöf et al., 2023). Similarly, AI tools can streamline screenings and aid 
in diagnostics, enabling earlier intervention in a patient’s illness trajectory. Online ther-
apy can also reduce stigma, as these services are perceived as more anonymous and 
thus less intimidating to engage with. Furthermore, younger generations expect digital 
treatment options to be accessible at their convenience. Some even refer to a “mute 
generation” that prefers text-based communication over verbal interaction.
	 However, digital solutions also bring several ethical challenges. Security breach-
es and data leaks can have significant consequences for individuals. In addition, privacy 
violations are not solely related to data leaks; they can also arise when users feel un-
able to understand the terms they consent to. Mental health apps may seem trustworthy 
because people often associate them with the credibility of healthcare services. These 
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apps appear more serious and professional than general apps, which can mislead users 
into believing they offer a confidential therapeutic space, even when their data is sold 
for other purposes (Martinez-Martin et al., 2018).
	 Another concern is whether digital solutions might eventually replace the au-
thentic interaction between therapists and their patients. In remote areas, online services 
can improve access to treatment and promote mental health equity. Yet, such initiatives 
could lead to digital solutions becoming the only option in these areas due to a lack of 
incentives to maintain alternative services. Finally, there is widespread optimism about 
AI, which downplays the fact that developing AI solutions is labor-intensive and requires 
the involvement of domain experts with deep knowledge of therapeutic and clinical 
practice. 

Generative AI Chatbots - Promises, Risks, and the Role of Regulation 

	 Current AI therapy bots, such as Woebot, use advanced, rule-based scripts 
designed in collaboration with cognitive behavioral therapy experts. These chatbots 
can somewhat reduce stress and anxiety symptoms (Lawrence et al., 2024) and assist 
with fighting alcohol abuse (Prochaska et al., 2021). Users already perceive them as 
empathetic. Likewise, many generative AI chatbots are used for therapy and self-diag-
nosis. For example, the AI companion Replika, based on the GPT model and cognitive 
therapy principles, is marketed as a lifelong friend. Although the developers emphasize 
that Replika is not a therapy substitute, many users treat it as such. While users may 
experience emotional support from AI companions like Replika, interactions can also 
foster dependency, worsen mental health conditions, or have severe consequences. For 
instance, the “Character. AI” platform allows users to converse with fictional characters. 
Allegedly, this led to a 14-year-old boy being manipulated into suicide, prompting a 
lawsuit against Character.AI and its founders, who now work at Google (Duffy, 2025).  
Google has disclaimed responsibility, noting that they are unrelated to Character.AI.
	 The unregulated market for low-quality mental health apps and chatbots will 
likely expand as developing such services becomes more effortless. However, EU legis-
lation aims to mitigate harmful products by requiring large online platforms to comply 
with the Digital Service Act (DSA), protect personal data under GDPR, and follow a risk-
based approach under the AI Act. Consequently, AI systems in healthcare are classified 
as high-risk, requiring proactive management of ethical and safety issues. In contrast, 
AI companions, like Replika, are considered low-risk systems with requirements such as 
informing users that they are interacting with a machine. Moreover, providers of such 
systems shall avoid exploiting vulnerable groups (e.g., children and mentally ill persons). 
Additionally, AI companions might also fall under the scope of the DSA if they are inte-
grated into very large online platforms (VLOP). EU legislation can presumably promote 
the responsible development of Still, regulation alone is insufficient, as we continue to 
witness online moral wrongdoing despite legislative efforts. Therefore, we must prioritize 
facilitating users’ development of digital literacy skills, allowing them to engage critical-
ly with technology. 
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Generative AI Chatbots – the Challenge of Authenticity and Empathy

	 Let us revisit the 1960s when computer scientist Joseph Weizenbaum developed 
the ELIZA program (Weizenbaum, 1988). This early chatbot included a version called 
DOCTOR, based on the principles of Carl Roers’ psychotherapy. Client-centered thera-
py is relatively straightforward to simulate because the therapist repeats the client’s own 
words. 
	 Weizenbaum was taken aback by the attention ELIZA earned. In fact, he ex-
perienced three shocks: first, psychiatrists expressed admiration for the potential of 
automated therapy, with some even claiming that computers could eventually replace 
and surpass therapists. Second, people anthropomorphized ELIZA excessively by having 
deep conversations with the simple program. Third, he was astonished that people be-
lieved ELIZA demonstrated genuine language comprehension. He feared technological 
developments could lead to a loss of authenticity, dehumanization, and a mechanical 
understanding of humanity (Weizenbaum, 1976). 
	 The notion of human-centeredness is critical in the intersection of authenticity 
(Taylor, 1991), empathy, and generative AI chatbots. Some studies tentatively suggest 
that patients find language models more empathetic than interactions with doctors (e.g., 
Tu et al., 2024). From a utilitarian perspective, artificial empathy can be justified if it 
achieves good clinical outcomes and benefits most people. However, the ends do not 
always justify the means. It may be ethically problematic to rely on artificial empathy 
from what has been called a “stochastic parrot” (Bender et al., 2021). Moreover, Turkle 
(2011) warns of an emergent “robotic moment”, where we might prefer risk-free inter-
actions with AI companions over demanding interpersonal relationships.

Conclusion

	 With their realistic communication capabilities, generative AI chatbots invite us 
to share our inner life with a stochastic parrot (Bender et al., 2021). However, the au-
thentic connection between therapist and client remains a cornerstone of therapy, and 
generative AI chatbots lack the lived therapeutic experience. Moreover, they are unreli-
able and can provide harmful therapeutic advice. There is still a long way to go before 
language models can be responsibly used in therapeutic contexts.

Disclosure of Interests: The author has no competing interests to declare relevant to this article’s 
content.
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Conclusion

	 This study provides a nuanced exploration of the interplay between sustainable 
fashion trends, social media, and second-hand shopping behaviors. Through qualita-
tive interviews, participants shared valuable insights into their perceptions, motivations, 
and behaviours related to sustainable fashion consumption and second-hand shopping 
practices. The findings underscore the multifaceted nature of these dynamics, highlight-
ing the pivotal role of social media platforms, influencers, transparent communication 
strategies, and circular business models in shaping consumer attitudes and behaviors. By 
illuminating these complexities, this research contributes to a deeper understanding of 
the evolving landscape of sustainable fashion consumption and its implications for the 
fashion industry and society at large.
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Abstract

	 This study aims to analyse the relation between sustainable fashion trends and 
second-hand shopping while keeping in mind the importance and role of social media. 
A qualitative methodology approach was adopted to analyse the research proposi-
tions and form a better understanding of the research gaps and further investigations. 
The main results highlight the influence of social media engagement, endorsement by 
influencers, transparent sustainability communication, and circular business models on 
second-hand shopping behaviours. The conclusion drawn underscore the significance of 
considering these factors in shaping consumer attitudes and behaviours towards sustain-
able fashion and second-hand shopping, while also acknowledging the limitations of 
qualitative research and offering suggestions for future research directions. Overall, this 
study contributes to a deeper understanding of the evolving landscape of sustainable 
fashion consumption and its implications for the fashion industry and society.

Introduction

	 The growing awareness of environmental degradation and social injustices with-
in the fashion industry has sparked a paradigm shift in consumer attitudes towards cloth-
ing consumption. Traditional notions of trend-driven fast fashion are increasingly being 
challenged by a burgeoning interest in sustainable alternatives, including second-hand 
shopping. This shift reflects a broader cultural movement towards conscious consumption 
and ethical living, where individuals are increasingly mindful of the environmental and 
social implications of their purchasing decisions [1].
	 Moreover, the pervasive influence of social media platforms has revolutionized 
the way in which fashion trends are disseminated and adopted [2]. With platforms 
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such as Instagram, TikTok, and Pinterest shaping consumer aspirations and preferences, 
understanding the role of social media in driving sustainable fashion practices becomes 
imperative. By leveraging the power of digital networks, individuals can not only access 
a vast array of second-hand offerings but also participate in online communities that 
promote sustainable lifestyles and values [3].

Literature Review

	 [4] highlight the evolving landscape of digital and social media marketing, 
a realm integral to conveying sustainable fashion trends and promoting second-hand 
shopping. The emergence of influencers play a pivotal role in disseminating sustainable 
fashion information and shaping consumer perceptions, potentially driving engagement 
with second-hand shopping [5].
	 Customer perceptions of sustainable practices in fashion stores contribute to un-
derstanding the factors influencing consumers in the context of sustainable fashion trends 
[6]. Transparent communication, a key aspect identified in the study, aligns with the goals 
of promoting second-hand shopping, where clarity about sustainability practices is es-
sential in attracting consumers to pre-loved fashion items.
	 Second-hand clothing markets, including diverse business forms, profit motives, 
equity, and justice, provides critical insights into the societal and economic dimensions of 
sustainable fashion [7]. This aligns with the broader goals of sustainable fashion trends, 
emphasizing ethical considerations and social impact, which can contribute to the accept-
ance and promotion of second-hand shopping.
	 Social influence within social networks provides a lens through which to under-
stand how sustainable fashion trends and second-hand shopping choices propagate 
through communities [7]. The role of opinion leaders and the dynamics of influence within 
social networks align with the influential nature of social media platforms, where trends 
are often set, and second-hand shopping can gain momentum.
	 Thus, emerging form the theoretical background, the student intends to test the 
following research questions (RQ):

RQ1 – Does social media engagement relates positively on Second-Hand 
Shopping?
RQ2 - Does consumer interest relies on the endorsement of Influencer’s on Second-
Hand Fashion?
RQ3 - Transparent Sustainability Communication brings a positive and significant 
effect on Second-Hand Fashion?
RQ4 – Composing a Circular Business Model creates a positive and significant 
effect on Second-Hand Fashion?

Methodology

	 Data collection was conducted through interviews. The interview script was cre-
ated with the intention of gathering in depth perception on the influences of sustainable 
fashion trends on today’s second-hand consumption and to better understand the 
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role that social media plays in making decisions related to it. The selection of Gen Z 
consumers as the target demographic for this qualitative study is underpinned by their 
increasing influence in shaping consumer trends, particularly in the realm of sustainable 
fashion practices. As the first generation to come of age in a predominantly digital era, 
Gen Z individuals are known for their strong digital literacy, social media engagement, 
and awareness of global issues, including environmental sustainability [8]. By including 
participants with similar educational backgrounds (students of the bachelor in Creativity 
and Innovation Business), the study aims to capture a range of perspectives and experi-
ences and enhance the depth and comprehensiveness of the qualitative data collected. 
The sample has in total 5 participants that with different experiences created a nuanced 
standard that illustrated the results to the propositions.
	 The data was collected from April, 29th to May, 20th 2024, a thematic analysis 
approach was employed. Moreover, interpretive analysis was conducted to delve deep-
er into the underlying meanings and nuances inherent in the qualitative data. This qual-
itative analysis method facilitated a rich exploration of the research propositions, al-
lowing for a nuanced understanding of the phenomena under investigation. Categories’ 
background can be seen on the table below.

Table 1. Categories’ background.

Categories Authors

Second-hand shopping habits and sustain-
able fashion awareness

Ahmad et al.’s (2020); De Oliveira, Miranda, 
and de Paula Dias (2022); Valor, Ronda, and 
Abril (2022); Johnstone and Lindh’s (2022); 
Shah and Asghar (2023)

Exploring the role of social media
Johnstone and Lindh’s (2022); Dwivedi et al.’s 
(2021); Shah and Asghar (2023)

Impact of sustainable fashion trends on 
second-hand shopping

De Oliveira, Miranda, and de Paula Dias 
(2022); Persson and Hinton (2023)

Results

	 The results provide valuable insights into the interconnected dynamics between 
sustainable fashion trends, second-hand shopping, and social media influence.

RQ1 – Does social media engagement relate positively on Second-Hand Shopping?
	 The findings from the interviews support RQ1, indicating a positive relationship 
between social media engagement and second-hand shopping. Participants consistently 
cited social media platforms, as influential channels for promoting sustainable fashion 
and encouraging second-hand shopping. The endorsements of influencers and the dis-
semination of content showcasing thrifted finds were perceived as effective in shaping 
consumer attitudes and behaviours towards second-hand shopping. Therefore, 
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increased social media engagement correlates with greater interest and participation in 
second-hand shopping practices.

RQ2 – Does consumer interest rely on the endorsement of Influencers of Second-Hand 
Fashion?
	 RQ2 is also supported by the interview findings, highlighting the significant im-
pact of influencer endorsements on consumer interest in second-hand fashion. Participants 
noted that influencers play a crucial role in normalizing and popularizing second-hand 
shopping through their content on social media platforms. Recommendations from in-
fluencers were cited as influential factors driving consumer interest and engagement in 
second-hand shopping. Thus, the endorsement of influencers serves as a key motivator 
for consumers to explore and adopt second-hand fashion choices.

RQ3 – Transparent Sustainability Communication brings a positive and significant effect 
on Second-Hand Fashion?
	 While the interviewees did not directly address RQ3, the concept of transpar-
ent sustainability communication aligns with the overarching theme of environmental 
awareness and ethical consumption discussed by participants. Transparent communica-
tion regarding sustainability practices, such as promoting the environmental benefits of 
second-hand shopping, could potentially have a positive effect on consumer perceptions 
and behaviours. However, further empirical research focusing specifically on the impact 
of transparent sustainability communication on second-hand fashion adoption is war-
ranted to validate this proposition.

RQ4 – Composing a Circular Business Model creates a positive and significant effect on 
Second-Hand Fashion?
	 RQ4 suggests that composing a circular business model positively influences sec-
ond-hand fashion. Although not explicitly explored by the interviewees, the concept of a 
circular economy underpins the principles of sustainability and resource efficiency, which 
are inherent to second-hand fashion practices. Therefore, it can be inferred that the 
adoption of circular business models, such as upcycling, recycling, and resale, contributes 
to the promotion and growth of second-hand fashion. Future research could delve deep-
er into the direct impact of circular business models on second-hand fashion adoption to 
validate this proposition empirically.
The findings from the interviews provide valuable insights into the dynamics between 
social media engagement, influencer endorsements, sustainability communication, and 
circular business models in relation to second-hand fashion. These propositions offer ave-
nues for further research and practical implications for stakeholders seeking to promote 
and support sustainable fashion practices, particularly within the context of second-hand 
shopping.

Conclusion

	 This study provides a nuanced exploration of the interplay between sustainable 
fashion trends, social media, and second-hand shopping behaviors. Through qualita
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	 This study aims to analyse the relationship between the use of artificial intelli-
gence Chatbots and individual creativity. A quantitative methodological approach was 
adopted using an online survey with 186 students from the higher education institution of 
the Porto School of Accouting and Business (ISCAP), of the Polytechnic Porto (Portugal). 

tive interviews, participants shared valuable insights into their perceptions, motivations, 
and behaviours related to sustainable fashion consumption and second-hand shopping 
practices. The findings underscore the multifaceted nature of these dynamics, highlight-
ing the pivotal role of social media platforms, influencers, transparent communication 
strategies, and circular business models in shaping consumer attitudes and behaviors. By 
illuminating these complexities, this research contributes to a deeper understanding of 
the evolving landscape of sustainable fashion consumption and its implications for the 
fashion industry and society at large.

Disclosure of Interests. The authors have no competing interests to declare that are relevant to 
the content of this article.
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Introduction

	 An artificial language model is a powerful computational tool that leverages the 
latest advances in artificial intelligence and machine learning algorithms to process, un-
derstand, and generate natural-sounding human language text that is both coherent and 
grammatically correct [1]. Within the domain of AI, machine learning is a subfield that is 
dedicated to developing software that can learn and evolve independently, ultimately 
leading to improved performance over time. [2] sustain that these language models 
utilize sophisticated algorithms that can identify patterns in the vast amounts of data 
inputs they receive, enabling the models to make informed decisions and predictions. AI 
language models are typically built upon machine learning techniques, including deep 
learning neural networks, which have been shown to significantly improve their accuracy 
and efficiency overtime [3]. [4] argues that the success of modern AI language models is 
largely attributed to the powerful capabilities of machine learning, which enables these 
models to continually refine their understanding of complex problems and adapt to new 
situations with increasing accuracy. These models are used in a variety of applications, 
such as chatbots, virtual assistants, language translation, and text generation. 

Literature Review

	 [5] define chatbot as a sophisticated computer program designed to simulate 
human conversation and interact intelligently with users. This remarkable ability to mim-
ic human-like conversation is made possible through a powerful technology known as 
Natural Language Processing (NLP) [6]. NLP is a subfield of Artificial Intelligence inter-
twined with linguistics that enables computers to comprehend and interpret written or 
spoken human languages [7]. [8] argue that it empowers chatbots to understand the nu-
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ances of statements or words expressed in natural language, bridging the gap between 
humans and machines in communication and fostering a more intuitive and interactive 
user experience.
	 Individual creativity is a fundamental human capacity that enables people to 
generate novel and valuable ideas, solutions, and products [9]. According to [10], cre-
ativity is identified as an individual characteristic and is primarily studied in the field of 
psychology. This ability can manifest itself in all kinds of ways and is used for a multitude 
of purposes since it is rooted in the cognitive process of an individual, and it plays an 
important role in accomplishing small everyday tasks to significant achievements [11].

Methodology

	 Data was collected from a students’ online survey of the Porto School of 
Accouting and Business (ISCAP), of the Polytechnic Porto (Portugal). The survey link was 
distributed to the students through various channels, including social media platforms 
(Facebook, Twitter and Instagram), and e-mail. By leveraging the reach and connectivity 
of these channels, the survey reached a variety of students in a timely manner. The data 
collection period was between 14th and 29th of May, 2023.
	 To assess the use of AI chatbots, pre-established scales were employed. Social 
influence (SI) was measured using three items [12]. Chatbot usage intention and perfor-
mance expectancy (CB) were examined using three items each [13]. Compatibility (C) 
was measured with the adoption of six items [14]. The previous scales were adapted 
to meet the population, since the questionnaire is targeted to students. To measure indi-
vidual creativity (IC), we drew upon the adaptation of the creativity scale initially de-
veloped by [15], with subsequent modifications introduced by [16], and [17]. The scale 
comprises five items designed to gauge respondents proficiency in generating novel 
ideas, embracing innovation, experimenting with new concepts, offering innovative solu-
tions, and serving as a role model for creativity. All items were presented on seven-point 
Likert-type scales (1 - strongly disagree to 7 - strongly agree).

Results

	 PLS-SEM was used to test the hypotheses with SmartPLS 3.0 software [18]. 
PLS-SEM was best suited to estimate the research model as: (1) this research focuses on 
prediction and explanation of the variance of the model’s constructs (in this case, four); 
(2) the research model has a complex structure; (3) the relationship between open in-
novation and competitive advantage can be measured directly and indirectly; (4) the 
study uses first and second-order reflective constructs; and (5) the sample (n = 251) is 
relatively small.
	 The results showed that the measurement model met all general requirements 
(Table 1).
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Table 1. Standardised factor analysis loadings, CR, AVE, and HTMT.

First-order Cronbach’s CR AVE HTMT

constructs Alpha (>.7) (>.7) (>.5) C CB IC SI

Compatibility (C) .822 .880 .650
Chatbot usage intention and per-

formance expectancy (CB) .783 .863 .678 .353

Individual creativity (IC) .937 .955 .841 .396 .454

Social influence (SI) .704 .780 .543 .699 .846 .772
 
SI had a significant and positive relationship with IC (β=0.111, t=1.561; LL=0.437, UL=0.621); 
thus, H1 was supported. The CB had a significant and positive effect on IC (β=0.121, t=1.589); 
thus, H2 was supported. Moreover, C had a significant and positive effect on IC (β=0.492, 
t=6.119); thus, H3 also was supported. Table 2 and Figure 1 shows the mentioned results.

Table 2. Results of the structural equations modeling.

Hypotheses Original 
Sample 

(O)

Sample 
Mean 
(M)

Standard Error 
(STERR)

T-Statistics (O 
/ STERR)

Results

H1. SI --> IC .111 .126 .071 1.561** Supported

H2. CB--> IC .121 .123 .076 1.589** Supported

H3. C --> IC .492 .489 .080 6.119* Supported

Notes: *p<0.001; **p<0.05.

Fig. 1. Structural model assessment.
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Conclusion

	 Upon analyzing the findings of the study, the majority of the population ex-
presses disagreement regarding their intention to use AI chatbot services. This observa-
tion aligns with the previous paragraph since the larger portion of the respondents po-
sitions themselves favorably on the creative scale, indicating that individuals who exhibit 
higher levels of creativity may rely less on the assistance of AI chatbots during the initial 
stages of their creative processes. These findings highlight the intricate relationship be-
tween individual creativity and the perceived need for AI chatbot support. They indicate 
that highly creative individuals are more likely to rely on their own cognitive abilities 
and ideation strategies, potentially diminishing the perceived necessity of AI chatbots 
in their creative journey. Furthermore, the prevailing disagreement among the sampled 
population underscores the disparity between the perceived benefits of AI chatbots and 
individual’s personal preferences. 
	 The responses regarding social influence and the use of AI chatbots were char-
acterized by a significant division between neutrality and disagreement. These findings 
indicate that the topic of AI chatbot usage lacks relevance within social and familial cir-
cles. This observation holds considerable weight when considering individuals’ intention 
to use AI chatbots. If we are not motivated or encouraged by our peers and social circles 
on a certain matter, it becomes increasingly unlikely that we will actively engage with it. 
However, a discrepancy arises when comparing the responses regarding the perceived 
usefulness of chatbots with the intentions to use them. Despite a majority of participants 
expressing agreement with the notion of chatbot usefulness, the section of the question-
naire regarding the use AI chatbots reveals that the vast majority expresses uncertainty 
or disagreement about their intention to employ chatbot services. 
	 The findings of the study show a notable division of opinions among partic-
ipants regarding the compatibility of chatbot services with their preferred methods 
of performing creative and intellectual tasks. The survey responses revealed a range 
of sentiments, spanning from uncertainty to complete disagreement. This divergence in 
viewpoints indicates that the sampled population has reservations and hesitations when 
considering the integration of AI chatbots into their creative and intellectual processes. 
These contrasting perspectives warrant further exploration to uncover the underlying 
reasons behind these discrepancies. 

Disclosure of Interests: The authors have no competing interests to declare that are relevant to 
the content of this article.
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Extended Abstract

	 The entertainment industry stands at an ethical crossroads as artificial intelli-
gence (AI) technologies are integrated into creative production processes. Recent devel-
opments in AI-generated content have sparked intense debates about the boundaries 
of creative control, performer autonomy, and artistic consent. The 2023 entertainment 
labor strikes cost entertainment producers billions of dollars and highlighted how AI 
integration threatens traditional definitions of authorship and performance rights. This 
paper examines the ethical implications of AI in entertainment production, focusing on 
the philosophical questions raised by digital replicas. Through analysis of recent industry 
developments and fictional narratives, we explore how AI challenges concepts of per-
former autonomy through digitally replicated performers and AI generated narratives. 
The stakes in this discussion extend beyond individual artistic rights to the future of cre-
ative expression for a broader society.

Background

	 While early entertainment applications of AI focused primarily on computer-
generated imagery (CGI), contemporary AI systems span the entire production pipe-
line, from visual effects and character animation to analyzing performer metrics and 
handling post-production tasks [1]. Major studios have reported efficiency gains of up 
to 40% in certain production phases by means of AI implementation [2]. However, en-
try-level positions for creative talent face replacement through digital automation, dis-
rupting established career pathways. The implications of this shift go far beyond job 
displacement, threatening the foundations of fair compensation and creative control in 
an AI-driven entertainment industry [3]. The concentration of technological power in the 
hands of a small number of major studios raise concerns about market diversity and 
creative independence.
	 Perhaps the most ethically complex AI advancement, digital replica technology, 
enables the creation of synthetic performances that can replicate an actor’s likeness, 
voice, and mannerisms [4]. Digital replica technology enables the creation of synthetic 
performances that replicate an actor’s likeness, voice, and mannerisms. Generating new 
performances from existing data creates a “simulacrum”, a copy without an original, 
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challenging traditional notions of performance authenticity and artistic ownership [5]. A 
key point of contention centers on “synthetic performers”- AI-generated performances 
not based on specific actors - versus “digital replicas” of actual performers, reflecting 
complex relationships between identity, control, and commercial exploitation.

Fictional Narratives and Industry Practices

	 The entertainment industry’s grappling with digital replicas highlights key eth-
ical concerns through both speculative and real-world cases. The Black Mirror episode 
“Joan is Awful” [6] depicts a woman whose life is adapted into an AIgenerated series, 
without her meaningful consent. The story centers on the exploitation of personal data 
by a tech giant to produce inexpensive, hyper-realistic content. The film “The Congress” 
[7] is a prescient exploration of digital replica ethics about an actor who sells her digital 
likeness to a studio, allowing them to create new performances without her involvement. 
The film predicted many of the ethical issues now facing the industry around performer 
autonomy and the commodification of identity [8].
	 The digital recreation of the deceased Peter Cushing in “Rogue One” (2016) [9] 
raised questions about posthumous performance rights and the boundaries of estate 
consent. While Cushing’s estate approved the performance recreation, the case sparked 
conversations about whether such approval adequately addresses the ethical implica-
tions of digitally resurrecting performers [10]. Recent films have used AI technologies to 
create younger versions of actors, raising questions about control of one’s historical like-
ness. These AI methods operate in a gray area between enhancement and replication, 
challenging traditional understandings of performance authenticity. The industry has 
yet to establish clear ethical guidelines for how such technology should be employed, 
particularly regarding informed consent for future uses that may not be technologically 
possible at the time of the initial agreement.

Ethical Analysis

	 Traditional acting theory emphasizes the importance of lived experience - the 
performer’s conscious presence in space and time, their physical embodiment of emotion, 
and their dynamic interaction with other performers and the environment. When a digital 
replica is created, there is a separation of the external manifestations of performance 
from the actor’s embodied consciousness, raising questions about whether an authentic 
performance requires a conscious experience or if a perfect simulation of only the ex-
ternal elements is sufficient [11]. In traditional performances, audiences understand that 
a human actor is consciously crafting a role. With digital replicas replacing actors, the 
layers of deception multiply with little clarity for the audience as to the human agency 
in the performance [12].
	 Building upon a Kantian deontological perspective, digital replicas violate the 
categorical imperative by treating performers as means rather than ends in themselves 
[10]. Infinitely reproducing and manipulating an actor’s likeness without ongoing consent 
reduces their autonomy to mere instrumental value. A traditional utilitarian might counter  
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by citing benefits such as preserving actor performances for future generations. These 
benefits must be weighed against potential harms, including the psychological impact 
on performers abdicating control over their own body and autonomy, the erosion of 
professional opportunities and legal protections, and the broader societal implications 
of normalizing synthetic performances [13]. Moreover, the commercial deployment of 
digital replicas raises questions about power dynamics and consent that extend beyond 
the entertainment industry. While contracts may provide legal permission for digital 
reproduction, the temporal nature of AI advancement means individuals cannot truly 
provide informed consent for future uses that may not be technologically possible at the 
time of agreement. This creates a ’consent paradox’ where individuals must make deci-
sions about their digital rights without truly understanding potential future implications 
[4].
	 While AI technology offers clear entertainment industry benefits, we argue its 
current deployment prioritizes efficiency, cost savings, and deception over human dig-
nity, creative rights, and long-term societal welfare. We suggest there are several key 
policy recommendations for protecting creative labor rights while still enabling creative 
AI advancement. New contractual frameworks should include explicit provisions for con-
tinuous consent, requiring studios to obtain renewed permission for each novel use of 
a digital replica. Contracts should include ‘sunset clauses’ that require periodic review 
and renewal of consent terms, ensuring that performers can maintain agency over their 
digital representations as technology evolves [14]. There is a need for new categories 
of residual payments for AI-generated content that uses actor likenesses or writer con-
tributions, to ensure that creative professionals continue to benefit from their work even 
as it is digitally repurposed. New legal frameworks should expand publicity rights to 
cover AI-generated content, including visual reproductions, synthesized voices, manner-
isms, and performance styles [11]. Policies should address the use of creative works in AI 
training data and establish industry-wide standards for licensing creative content for AI 
development. This would help protect creative work while providing clear frameworks 
for fair compensation in an evolving technological landscape. These “digital perfor-
mance rights” would regulate AI replication, define fair use for AI training, and establish 
standards for attribution when generating new content based on existing works [15].
	 Based on the 2023 entertainment labor negotiations, actors now have the right 
to bargain over future use of synthetic performers and will be fairly compensated for 
the time spent to create their own digital replicas [14]. We argue that this same move 
towards transparency should extend to audiences as well, with clear notification when AI 
has been used to generate or modify performances, ensuring that viewers can make in-
formed decisions about the content they consume. The contributions of this paper provide 
a foundation for future research on ethical creative sector AI integration. However, the 
successful implementation of these type of responsible AI protections requires an active 
commitment from all entertainment industry stakeholders: studios, creative professionals, 
technology developers, and industry regulatory bodies.
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Extended abstract

Introduction

	 The advancement of autonomous vehicles (AVs) introduces significant potential 
for urban mobility; however, their vulnerability to cyber threats poses serious concerns. 
Ensuring privacy and integrity of data exchanged via vehicle-to-everything (V2X) com-
munication is a crucial challenge (Shahriar et al., 2024; Orrillo et al., 2024). AVs collect 
vast amounts of sensitive data through V2X networks, sensor systems, and onboard units, 
making them potential targets for cyberattacks (Wang et al., 2024). Ethical concerns 
related to data usage, transparency, and accountability further complicate the imple-
mentation of AI-based strategies in AVs systems (Poszler et al., 2021). Addressing these 
challenges requires robust security measures and adherence to ethical principles (Kumar 
et al., 2024). 
	 The present systematic review explores existing strategies for safeguarding AV 
data, focusing on the integration of Blockchain and Federated Learning technologies. 
These solutions aim to enhance security and ethical compliance in AVs systems. Our 
study presents guidelines for ensuring responsible data handling in AVs while addressing 
ethical considerations in AI-based strategies. The integration of AI ethics is essential to 
address the challenges of privacy, security, and data processing in Avs. The objective of 
this study is to investigate AI-driven strategies to protect data privacy and integrity in 
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AVs, with a particular focus on ethical considerations in V2X communications. Specifically, 
the study seeks to:

•	 Analyze existing literature on AI strategies for AVs cybersecurity.
•	 Identify gaps in current implementations concerning AI ethics.
•	 Propose a framework that integrates Blockchain and Federated Learning to en-

hance the privacy of    data exchanged between Avs.

Methodology

	 This research was conducted following the PRISMA guidelines for systematic reviews. 
Renowned databases such as IEEE Xplore, SpringerLink, and Scopus were used. The final selection 
of articles for the review was determined through a structured two-step process:

1° Initial Search

	 A total of 8,000 articles were obtained using combinations of terms and 
Boolean operators. The search terms used were Data privacy AND V2X communication 
AND Blockchain AND autonomous vehicles AND AI Ethics.

2° Application of Filters
	 To refine the literature selection, we applied filters to focus on the most relevant 
and recent studies. The following filtering steps were undertaken:

•	 Limit the search results to the past 3 years (2022 to 2025); the authors obtained 
1,800 documents.

•	 Limit the search results to peer-reviewed articles and reviews. The authors ob-
tained 170 documents.

•	 Use advanced search features, such as searching for articles with the highest num-
ber of citations, subject-specific filters, and full-text search resources. The authors 
selected the 64 most relevant and suitable articles.

The specific filters applied to select articles were:

	 For privacy strategies considering AI ethics: (“data privacy” OR “data protec-
tion”) AND (“Artificial Intelligence” OR “machine learning”) AND (“autonomous vehicles” 
OR “AVs”) AND (“AI ethics” OR “privacy” OR “data governance”).
	 For cybersecurity in V2X considering AI ethics: (“cybersecurity” OR “machine 
learning”) AND (“V2X”) AND (“autonomous vehicles” OR “AVs”) AND (“AI ethics” OR 
“privacy” OR “data governance”).
	 For blockchain in vehicular communications with AI ethics: (“Blockchain”) AND 
(“Federated Learning” OR “machine learning”) AND (“V2X” OR “vehicular communica-
tion”) AND (“AI ethics” OR “privacy” OR “data governance”).
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	 For cybersecurity in vehicular communications with AI ethics: (“Federated 
Learning” OR “distributed learning”) AND (“GANs” OR “Deep Learning” OR 
“Reinforcement Learning”) AND (“autonomous vehicles” OR “AVs”) AND (“AI ethics” OR 
“privacy” OR “data governance”).
	 Subsequently, the authors conducted the literature review process, which began 
with abstract screening, where the abstracts were analyzed to assess their relevance. 
Following this, the selected articles were read in greater depth to better understand 
their methods, results, and conclusions. Citation tracking was also considered, following 
references in more significant works to select the most specific articles on the topic at 
hand.
Preliminary results

	 The review identified several strategies aimed at enhancing data privacy and 
integrity in AVs. However, most approaches lack sufficient integration of ethical princi-
ples, such as transparency and accountability (Park et al., 2024). The proposed integra-
tion of Blockchain and Federated Learning offers several advantages, including:

•	 Data Privacy: Ensuring secure and anonymous data sharing among AVs.
•	 Security: Preventing unauthorized data access and manipulation.
•	 Decentralization: Reducing reliance on centralized servers, enhancing resilience.

	 Moreover, ethical issues related to data handling, including user consent, equity, 
and data ownership, must be duly considered. This paper identifies technical gaps in 
current implementations regarding the integration of ethical principles in AI. To address 
these gaps in the context of AVs, the following guidelines are proposed: It is essential 
that users are clearly informed about the data that will be collected by the On-Board 
Unit (OBU) of the AV, thus ensuring informed consent. Additionally, it is recommended 
that AVs includes mechanisms that allow users to access, modify, or delete their data, 
thereby promoting control and transparency.
	 Furthermore, it is suggested that personal data be stored and transmitted with 
appropriate security guarantees, using encryption techniques and effective access con-
trol policies. The importance of limiting data retention to the strictly necessary period, 
as previously defined, is also emphasized. Additionally, the adoption of anonymization 
techniques that safeguard the identity of individuals is recommended. Finally, it is ar-
gued that data should not be reused for purposes other than those originally intended 
within the scope of V2X communications, in accordance with the principle of purpose 
limitation.

Conclusion

	 This work highlights the advances and challenges in the use of AI to ensure data 
privacy and integrity in V2X communications, with a focus on key ethical principles. The 
integration of Blockchain (BL) and Federated Learning (FL) offers benefits such as in- 
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creased security and decentralization, but faces challenges, such as high computational 
costs and latency, which need to be addressed to make these solutions viable on a scale.
	 This study contributes to consolidating knowledge on autonomous vehicles, iden-
tifying gaps in research, and proposing guidelines that integrate technology and ethics. 
The analysis indicates that, despite technological approaches focusing on security and 
privacy, the lack of integration of ethical principles, such as transparency, fairness, and 
effective governance, is a critical flaw. Companies must adopt robust ethical governance 
frameworks that take these dimensions into account to protect data, promote transpar-
ency, and ensure accountability, thereby securing public trust.
	 Ethics in AI is fundamental, especially in contexts involving large volumes of sen-
sitive data and interactions with autonomous vehicles, as these factors make governance 
processes more challenging and complex. The implementation of ethical practices is not 
only a technical necessity but also a social imperative, aiming to balance technological 
advancements with individual rights and data protection.
	 The contributions of this study are essential for advancing academic knowledge 
on AI ethics in autonomous vehicles and guiding companies in the creation of systems 
that respect ethical principles, ensuring security, privacy, user trust, and regulatory com-
pliance in the digital future. Implementing frameworks that align technology, and ethics 
is crucial to ensuring that AI systems meet the standards required by modern society, 
mitigating risks, and promoting more responsible and sustainable development.
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	 Similarly, in reference to what Neumann (2009) explains, there are two types 
of terrorism: an “old terrorism” based on a counterattack structure where objectives that 
are understood as legitimate are pursued; and a “new terrorism” made up of a network 
structure whose purpose is to reach the international level and provoke mass attacks with 
excessive violence. However, within jihadist terrorism, authors such as Reinares, García 
and Vicente (2020) divide this phenomenon into three periods: a first that runs until 
months after 9/11, a second that spans a decade until 2011, coinciding with the bite of 
the then leader of Al Qaeda, Osama Bin Laden; and a third moment that begins with the 
jihadist insurgency in the context of the Syrian Civil War and which, in turn, coincides with 
the terrorist explosion on social networks. Therefore, not only was there talk of terrorism, 
but there was already talk of cyberterrorism.
	 The Internet itself provides a host of benefits and has changed the way we see 
the world, creating this information dependency. With a click of a button, we can find 
out what is happening in another part of the planet, participate virtually in events or get 
in touch with people miles away. But at the same time, the arrival of the Internet makes it 
possible for illegal actors to see this as an opportunity to commit their crimes, recruit and 
radicalize new combatants. Among them, it is worth highlighting the possibility of reach-
ing new followers and radicalizing lone wolves. The current threat from the European 
Union in this matter is such that, in fact, according to Espinosa (2016), most of the lone 
wolves who attack on European soil are citizens of the region.
	 This increasingly perennial idea of ​​cyberjihad, together with what Vicente 
(2024) has stated, indicates that 23.40% of the jihadists convicted or killed in Spain at 
the beginning of the radicalisation process between 2012 and 2023 were under 18 
years of age, which represents an increase of 6.3 percentage points compared to the 
period between 2001 and 2011. 

Extended Abstract

	 This study aims to explore the symbolic nature of behaviours exhibited by social 
media users to protect their own and others’ privacy. Previous research has positioned 
privacy protection behaviour (PPB) as a rational action, determined by the perceived 
magnitude of threats and the effectiveness of countermeasures in mitigating privacy 
risks [1]. However, studies on the privacy paradox suggest that actual protective ac-
tions frequently exhibit systematic deviations from what would be considered rational 
behaviour [2]. Drawing on the well-established interactionist perspective, which pos-
its that human behaviour functions as a form of communication, conveying messages 
to others in social contexts [3][4], this study investigates the symbolic aspects of PPBs 
through semi-structured interviews and a large-scale questionnaire survey. These sym-
bolic aspects may help explain the systematic deviations from rational action observed 
in social media-based PPBs, thereby offering valuable insights into the privacy para-
dox. Furthermore, they may provide valuable implications for the development of legal 
frameworks, technologies, and services related to privacy protection.
	 A substantial body of research has examined PPBs and related strategies. For 
example, Young and Quan-Haase [5] investigated privacy protection strategies em-
ployed by university students on Facebook, such as excluding contact information, us-
ing limited profiles, untagging or deleting photos, and restricting friend requests from 
strangers. Their findings highlighted how these measures were employed to address 
threats to social privacy. Similarly, Baruh et al. [6] identified measures including man-
aging privacy settings, using anti-spyware tools, and employing anonymity software or 
encryption. Their meta-analysis of 44 prior studies demonstrated a significant positive 
correlation between PPBs and privacy concerns.



Graph 1- Jihadists convicted or killed in Spain, according to the period of detention or death 
and age group at the start of the radicalisation process

Own elaboration based on Vicente (2024)
	 This is why this research will analyse how terrorist organisations target young 
people through social media, what messages they send to their target audience and 
through what formats. In this way, it will be observed how the role of young people in 
terrorist organisations has evolved and how they have used social media to expand their 
narrative to generation Z. Therefore, the main objective of this research is to analyse 
how terrorist organisations have adapted to the new platforms and are using the main 
social networks to reach an increasingly younger audience. This will either refute or con-
firm the initial hypothesis: terrorist organisations have adapted their propaganda ma-
chinery with social networks and Artificial Intelligence to attract and radicalise new and 
increasingly younger combatants. In addition, this research will look at the factor of the 
ethics of terrorism, taking into consideration authors such as Malatji and Tolah (2024).
	 Therefore, under this idea and with the premise that more and more young peo-
ple and minors are becoming radicalised through social networks, the main question 
will be answered: How do terrorist organisations penetrate the minds of young people 
who are recruited and radicalised?; which in turn will answer another question: What 
messages and formats do terrorist organisations use to attract new followers? All of this 
from the use of a methodology based on a descriptive method, thus allowing us to show 
the theoretical and conceptual framework about this phenomenon. After this, an analyt-
ical method has been carried out, which has allowed us to understand and establish the 
causal relationships between the transformations of jihadist propaganda and the growth 
of increasingly younger users on the main social networks.
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	 A commonly employed theoretical framework for explaining PPB is Protection 
Motivation Theory (PMT) [1][7]. Originally proposed by Rogers [8] and subsequently 
expanded, PMT conceptualises decision-making in PPB as a function of threat appraisal 
(e.g., severity and likelihood) and coping appraisal (e.g., efficacy of coping strategies 
and self-efficacy). In this view, PPB is understood as rational action taken to mitigate 
privacy risks, based on the perceived magnitude of the threat and the effectiveness of 
protective measures.
	 However, PPBs enacted by social media users can be seen as embedded within 
the context of social interaction, akin to the communicative practices that are typical of 
these platforms. Drawing on Herbert Blumer’s theory of symbolic interactionism [3] and 
Erving Goffman’s dramaturgical approach [4][9], such behaviours can be understood 
as part of interactions that occur in settings where individuals are aware of their social 
roles and perform expected behaviours and attitudes in the presence of others. In such 
situations, even when individuals perceive privacy risks, they may refrain from engaging 
in protective behaviours due to concerns about the impressions these actions might gen-
erate. Social media users making privacy-related decisions are often strongly motivated 
to construct online identities, manage their reputations, and project a desired self-image 
through the information they share [7][9][10]. Accordingly, it is crucial to consider PPB as 
embedded in the dynamics of social communication.
	 In this study, we defined explicit PPBs as those recognisable as protective actions 
by communication counterparts (e.g., editing faces or backgrounds in images before 
posting) and analysed how such behaviours were recognised within actual social media 
communication, based on findings from a semi-structured interview study and a question-
naire survey.
	 Semi-structured interviews were conducted via Zoom with nine university stu-
dents in Japan between October and December 2024. Respondents were first asked 
about their use of social media, followed by questions concerning their perceptions and 
feelings when posting or sharing photos that have been edited to obscure or alter facial 
features or backgrounds, or when encountering such photos shared by others.
	 The interviews revealed several key insights. First, social media users appear 
highly aware of the communicative implications of their PPB. For instance, Participant 
A (male, 20s, student) explained that he used to edit photos (e.g., by adding stickers 
or mosaics to faces) on a private account during high school, but has since stopped. He 
noted, “Since people around me stopped editing photos, it feels awkward to edit them 
now. … Everyone else stopped, so I thought I shouldn’t do it either.” This suggests that 
the practice of editing photos for privacy protection is influenced by how such actions 
align with social norms and how they are perceived by others. Participant B (male, 
20s, student), who primarily uses his social media account for interactions with friends, 
responded as follows when asked about his reaction to receiving photos with privacy 
edits: “I can’t help but wonder why they edited it. It feels like they’re overly concerned, 
and I don’t want to be seen that way.” While his awareness of privacy issues may be 
limited, it is significant that he interprets such edits as communicative signals—in this case, 
suggesting “excessive concern”.
	 Second, the symbolic aspects of PPBs appear more pronounced in limited-ac-
cess spaces, such as private SNS accounts. Participant C (female, 20s, student) noted, 
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“If I received a photo with edits on my private account, I’d feel like they don’t trust me. 
… I wouldn’t like it. I share my photos because I trust them.” Participant D (male, 20s, 
student) also emphasised trust in closed communication spaces, stating, “When choosing 
a photo to send, I consider whether it’s one I wouldn’t need to edit. I think the same goes 
for others. It’s about mutual trust.”
	 Finally, the symbolic dimension of explicit PPBs was frequently associated with 
negative connotations, such as appearing “overly concerned with privacy” or implying 
“a lack of trust in others”. From the perspective of impression management, individuals 
may avoid engaging in explicit PPBs to prevent being perceived negatively. In this sense, 
symbolic considerations may consciously or unconsciously discourage social media users 
from adopting explicit PPBs, potentially leading to inadequate privacy protection.
	 To examine whether these findings were observed among a broader population 
and to assess their generalisability, a questionnaire survey was conducted. This survey 
was administered between 12 and 20 April and targeted university students at Meiji 
University, Ehime University, and Toyama University in Japan. Out of a total of 748 
responses, 508 were included in the analysis after excluding those that did not meet 
the criteria for social media usage or were deemed inappropriate upon screening. 
Respondents were asked questions regarding, among other topics, their perceptions 
of explicit PPBs, such as posting privacy-edited images with blurred or sticker-covered 
faces or backgrounds on a private Instagram account.
	 While the full details of the survey findings are presented in the full paper, it 
is worth noting that the key insights derived from the semi-structured interviews were 
largely corroborated by the results of the large-scale questionnaire. More than 75% 
of respondents acknowledged the necessity and effectiveness of such explicit PPBs as 
privacy-protective measures. At the same time, 43.90% expressed concern that engag-
ing in these behaviours might make them appear overly concerned about privacy, and 
40.94% felt that such practices might discourage others from posting or sharing unedit-
ed photos.
	 These findings suggest that, although the utility of PPBs for privacy protection is 
clearly recognised, their symbolic dimension—namely, the impact such behaviours may 
have on how others perceive or respond to them—is also evident. Notably, only 21.06% 
of respondents agreed that these PPBs improve self-presentation, while 43.90% agreed 
with the view that such actions might give the impression of being excessively priva-
cy-conscious. This points to a potential concern that the adoption of explicit PPBs could 
negatively affect how one is perceived by others.
	 On the other hand, only around 20% of respondents agreed with the statements 
that such behaviours might cause discomfort to others or imply a lack of trust. Based on 
these findings, it may be concluded that, while these PPBs are not viewed as fundamen-
tally damaging to one’s image, they are perceived as somewhat awkward or socially 
difficult to perform, indicating a subtle yet meaningful barrier to implementation.
	 In conclusion, while prior research on privacy self-management has emphasised 
rational decision-making based on threat and coping evaluations, the results of this 
semi-structured interview study and the questionnaire survey suggest that social media 
users’ recognition of PPB is deeply embedded in social communication. PPBs can function 
as a form of communicative expression. Although the primary function of such behaviours 
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https://www.redsafeworld.net/post/perfiles-terroristas-reclutadores-yihadistas
https://www.redsafeworld.net/post/perfiles-terroristas-reclutadores-yihadistas
https://thediplomatinspain.com/2024/10/28/terrorismo-e-inteligencia-artificial-un-tandem-mortal/
https://thediplomatinspain.com/2024/10/28/terrorismo-e-inteligencia-artificial-un-tandem-mortal/
https://thediplomatinspain.com/2024/10/28/terrorismo-e-inteligencia-artificial-un-tandem-mortal/
https://www.dw.com/es/estado-isl%C3%A1mico-y-el-peligroso-uso-de-inteligencia-artificial-para-su-propaganda/a-69638260
https://www.dw.com/es/estado-isl%C3%A1mico-y-el-peligroso-uso-de-inteligencia-artificial-para-su-propaganda/a-69638260
https://www.dw.com/es/estado-isl%C3%A1mico-y-el-peligroso-uso-de-inteligencia-artificial-para-su-propaganda/a-69638260


7922ND INTERNATIONAL CONFERENCE ON THE ETHICAL AND SOCIAL IMPACTS OF ICT LISBON

8.	 Rogers, R. W.: A protection motivation theory of fear appeals and attitude change1. The 
Journal of Psychology 91(1), 93-114. (1975)

9.	 Goffman, E.: Behavior in public places: Notes on the social organization of gatherings. The 
Free Press of Glencoe. (1963)

Marwick, A. E., Boyd, D.: Networked privacy: How teenagers negotiate context in social media. 
New media & society, 16(7), 1051-1067. (2014).

is to mitigate privacy risks, their symbolic aspects also play a significant role, offering a 
multifaceted perspective on PPB. Additionally, the observed concerns that such explicit 
PPBs might negatively affect self-presentation suggest that these symbolic aspects may 
consciously or unconsciously inhibit SNS users’ engagement in PPBs, potentially resulting 
in insufficient privacy protection. Developing a multifaceted understanding of PPB is 
expected to offer both theoretical insights for privacy paradox research and practical 
implications for fields such as SNS management, privacy policy development, and the 
development of privacy-enhancing technologies.
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Extended Abstract

Introduction

	 Artificial Intelligence (AI), particularly ChatGPT, has significantly impacted the 
educational community. The use of AI and the ethical questions related to it has been a 
major topic of discussion and concern in the faculty senate at Southern Utah University 
(SUU), it became particularly relevant to my teaching when a student used AI to enhance 
the efficiency of a design in one of my engineering courses. This experience highlighted 
the immediate potential of AI to transform education, particularly in STEM and related 
educational fields. This motivated me to explore its applications in curriculum develop-
ment, learning, and assessment. Recognizing both the opportunities and challenges AI 
presents, I decided to examine its role in STEM-related education.
	 AI can be integrated into nearly every aspect of education. For instance, Mollick 
and Mollick (2023) outline five strategies for using AI to improve teaching effectiveness, 
including its use as a teaching assistant. However, the literature that particularly cap-
tured my attention included Amanda Hirsch’s (2024) “The Digital Red Pen: Efficiency, 
Ethics, and AI Assistance” and Rahul Kumar’s (2023) “Faculty Members’ Use of AI to 
Grade Student Papers: A Case of Implications.” These studies underscore the potential 
of AI to streamline grading processes, providing faster, more consistent feedback to 
student’s crucial benefits in education. Motivated by these insights, I sought to integrate 
AI into my engineering courses and collaborated with Professor Chang in her computer 
science courses to broaden the scope of its impact. Although there are various strate-
gies for implementing AI to improve teaching and learning, we focused on using AI to 
enhance efficiency, ensure consistent grading, and provide detailed, timely feedback to 
students. The primary objective of this paper is to present our initial strategies for imple-
menting AI in grading and providing timely feedback to students, as well as to document 
the outcomes and lessons learned from this initial implementation. While this approach 
may appear straightforward to experienced AI users, my experience over the past 
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year has revealed that many of my colleagues remain unfamiliar or even apprehensive 
about the role of AI in education. It is this audience who are just beginning to explore 
the potential of AI in their teaching practices—that I hope to reach by documenting our 
experience of implanting AI at a basic level.
 
Methods

	 My foundational approach to curriculum development has been guided by es-
tablished frameworks, including Butcher & Wilson-Strydom’s “A Guide to Quality in 
Online Learning” (2012), the Quality Matters (QM) rubric, and the Roblyer (2010) 
rubric. These frameworks emphasize structured, student-centered learning environments 
and rigorous grading standards. I have applied these concepts across various teaching 
formats, including face-to-face, hybrid, and distance learning for both rural high schools 
and international students in Wuhan, China.
	 Given that this was the first semester applying AI to engineering and computer 
science courses, we decided to use observational data, applying a framework similar 
to my previous curriculum development strategies, which emphasize iterative improve-
ment through Double Loop Learning (Batista, 2006). Rather than gathering extensive 
quantitative data at this stage, we prioritized real-world application, observing results, 
evaluating outcomes, and making iterative adjustments. This approach has proven ef-
fective in my past curriculum development experiences, including publishing two books, 
developing eight different state-level Pre-Engineering curricula, and conducting several 
international presentations. These experiences included addressing unique challenges, 
such as providing opportunities for students in small high schools in rural Utah and devel-
oping a two-plus-two program between SUU and Wuhan Polytechnic University (WPU) 
in Wuhan, China. This program presented new challenges, including language barriers 
and cultural differences, which required innovative curriculum adjustments, such as bilin-
gual eBooks and hybrid instructional methods.
	 Building on these experiences, I collaborated with Professor Chang from the 
Computer Science department at SUU. Combining my background in STEM-related cur-
riculum development with Professor Chang’s computer science expertise, we worked to-
gether to integrate AI tools, primarily ChatGPT, into our curricula. I began by using scor-
ing rubrics to assignments in my CCET 4610 Advanced Projects course, while Professor 
Chang integrated similar rubrics into her CSCY 2400 Technology and Ethics course. Each 
rubric was generated by ChatGPT and exported into Canvas LMS. Although our original 
plan included broader AI integration across multiple courses using the five strategies 
mentioned earlier, time constraints limited our initial efforts to this narrower scope.

Results

	 Our initial observations supported the literature cited by Hirsch and Kumar, 
confirming that AI can significantly reduce grading time and enhance feedback qual-
ity. However, we also found that AI is far from a perfect or fully autonomous solution. 
Although we applied AI to most of the assignments, the first few were used to practice 
and refine our process, again applying Double Loop Learning to improve efficiency. 



82 ETHICOMP2025 | EXTENDED ABSTRACTS

Professor Chang observed that ChatGPT, when used for AI-assisted grading, sometimes 
allowed previously graded papers to influence the evaluation of current submissions, 
despite all papers being assessed against the same rubric. This raised concerns about 
consistency and potential bias in the grading process. In this instance, the reports were 
all on the same subject, potentially contributing to the issue. In contrast, my class involved 
individual student projects on different topics, where this bias was less apparent.
	 Despite these challenges, we found the overall process significantly more effi-
cient, roughly cutting our usual grading time by one-third. This included a thorough re-
view of the AI-generated results. The bullet points generated by AI for student feedback 
proved particularly valuable, as they could be quickly copied into the Canvas LMS note 
section, providing students with clear explanations of their grades. The consistency of 
this feedback, even when the rubric was applied multiple times to the same report, was 
a notable improvement over traditional manual grading.

Discussion on Ethics and Privacy

	 The use of AI in education, particularly for automated grading, involves critical 
ethical considerations, including data privacy, academic integrity, and legal implications. 
In preparation for implementing AI in our courses, we reviewed the relevant institutional 
guidelines at Southern Utah University (SUU). While no specific policy on AI use in the 
classroom currently exists, SUU has adopted “Guiding Principles for Generative Artificial 
Intelligence,” adapted from the Responsible AI Manifesto for Marketing and Business. 
These guidelines do not explicitly restrict AI use in education, providing flexibility for 
innovation.
	 To align with these principles, we prioritized Responsible AI Development, 
Academic Freedom, and Accountability. We transparently informed students that AI 
would be used to generate grades and feedback, creating opportunities for them to 
share their perspectives on this approach. To address privacy concerns, we removed 
personal identifiers from each student report before processing with AI, consistent with 
the SUU guidelines emphasizing legal and privacy protections.
	 While ethics and privacy remain ongoing challenges in adopting AI in educa-
tion, our experience shows that these concerns can be effectively managed through clear 
communication, thoughtful policy alignment, and responsible technology use.

Conclusion

	 Automating routine grading tasks with AI allows instructors to focus on more 
impactful, personalized interactions with students, supporting deeper learning and en-
gagement. Based on our initial experiences, we found that most students are receptive 
to AI-assisted grading, provided that:

1.	 The professor is transparent about the use of AI in grading.
2.	 Students understand how AI will influence their grades.
3.	 Personal information is protected throughout the grading process.

	



8322ND INTERNATIONAL CONFERENCE ON THE ETHICAL AND SOCIAL IMPACTS OF ICT LISBON

	 Students appreciated the quick, detailed feedback generated by AI, which 
aligns well with the broader trend of AI adoption in the engineering and computer sci-
ence industries. Exposing students to AI in an ethical, responsible manner better prepares 
them for real-world professional environments.
	 Using AI for grading and feedback is just one application, but it serves as a 
practical starting point for educators exploring the broader potential of AI in education.
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Introduction
	
	 As MacIntyre [1] recognized in discussing the emergence of philosophical ethics 
in ancient Greece, in periods of social and moral transformation the concepts used in 
framing moral questions no longer appear clear and unambiguous. Clearly, the contem-
porary world is in a transitional period – geopolitical, technological, environmental, and 
social. Consequently, the moral order is undergoing subtle (and less subtle) changes.
	 Technology is transforming rapidly, seemingly expanding reality’s dimensions. 
The metaverse presents a space where established social systems and norms aren’t fully 
formed, challenging even basic moral frameworks. While actions like virtual violence 
don’t fundamentally challenge core ethics, they complicate their application in this digi-
tal realm. Computer culture’s subversive nature sometimes fosters creativity while offer-
ing escape from reality and stress [2]. The metaverse represents a natural progression 
in our ability to reinvent ourselves digitally, blurring online and offline boundaries, delo-
calizing us, while increasing potential interactions in the infosphere [3]. This convergence 
may trigger a legitimacy crisis [4] where traditional understanding of human culture no 
longer adequately frames evolving forms of life. Philosophical and participatory fore-
sight should guide our understanding of the evolving relationship between technology 
and values [6]. 
	 The acceptability and desirability of the metaverse has been subject for debate 
[6, 7]. For instance, the EU Parliament [8] has published a report identifying concerns 
about metaverse applications. These include concerns regarding health, inappropriate 
behaviour in the virtual world, privacy, mass surveillance, targeted surveillance and in-
fluence, and autonomy violations and manipulation. Clearly, addressing ethical concerns 
of metaverse use is crucial. By considering future goals, terms for achieving them, and 
involved values, we can better harness the metaverse’s potential benefits. 
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This paper offers a brief meditation on these matters, based on experiences gained 
from a semi-structured focus group method [9] used to explore perceptions of the nature 
and values of the CityVerse in the city of Tampere. Our focus in this paper will be less 
on the specific ethical contents of the findings, and more on the problems generated at 
the confluence of abstract socio-technical visions regarding emerging technologies and 
participatory ethical impact assessment. 

Case Study

	 Forward looking cities have begun imagining the metaverse as a next step with-
in Smart City development. The city of Tampere in Finland was among the first to formu-
late a Metaverse vision in 2023. Tampere’s CityVerse vision - a “Cognitive City” - blends 
the physical and virtual domains, and facilitates immersive experiences, social interac-
tion, learning, entertainment, and commercial activities. The vision aims to support core 
values of the city, including trust in technology and decision makers, community action, 
the well-being of individuals, sustainability, and to make the city pioneer in leadership 
and good governance. Visions are essentially hypothetical constructs, that articulate on 
an abstract level desirable directions for organizations or in this case, cities. Visions can 
be evaluated both from the standpoint of their contents and their use as strategic tools 
[10]. The present study was positioned in the latter, particularly in terms of deployment 
and rollout of the vision to city municipal officials and servants.

Method

	 A semi-structured focus group method [9] was employed to explore percep-
tions of the nature and values of the CityVerse. As a starting point, paradigmatic case 
descriptions of CityVerse for city inhabitants for 2040 were presented. The groups 
analyzed the CityVerse cases using values chosen collaboratively by the research team 
and city representatives that represented important city values. The central research 
question was: How can CityVerse be utilized in a manner that fosters trust, strengthens 
community and individual well-being, and promotes sustainability? A total of 30 city 
officials attended the two-hour focus groups. The moderators encouraged the groups to 
produce forward-looking ethical debates. A qualitative content analysis was then em-
ployed to explore the results of the discussions [11].

Findings

	 Community. In terms of ethical potential, the metaverse was seen as bringing 
new opportunities for many specific groups, for example, in terms of mobility and over-
coming social fears, or for employment and attachment to places in the city.  On the 
other hand, concerns regarding bullying, for instance, were posited to persist in the 
metaverse. Conversely, the metaverse was regarded as having the capacity to enhance 
the sense of community among urban dwellers. 
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	 The good of the individual. A significant part of the discussion focused on the 
norms of behaviour in the metaverse, and it was considered important to respect collec-
tive values. Operating in metaverse requires a degree of self-awareness, and concerns 
were raised regarding the potential for excessive addiction to the dopamine rewards of 
algorithms and the possibility that excessive engagement in the metaverse could diminish 
the motivation to establish social relationships in the real world. The city was seen as 
having a central role in familiarising citizens on how to operate in the metaverse.
	 Trust. The quality of the CityVerse experience was regarded as a combination 
of real-world experience and the metaverse experience, whereby distrust in one rein-
forces distrust in the other. Citizens’ previous experience of the public actor was consid-
ered to influence the development of trust. Issues of trust and the possible change in the 
role of administrative organisations in urban governance were identified as requiring 
reflection: who is expected to guide the metaverse?
	 Sustainability. A recurring theme was the central role of generational differenc-
es in shaping the acceptance of the metaverse. Young people were identified as most 
likely to embrace the metaverse. For older people, the metaverse may pose a significant 
challenge; it is therefore essential that planning prioritises improving its accessibility and 
encouraging its acceptance by all age groups.
	 Finally, the CityVerse visions seemed to some participants to be somewhat elitist. 
Participants emphasised that the design of CityVerse requires citizen participation, col-
laboration, education, skills development, equality and inclusiveness. The concept of the 
metaverse doesn’t yet have specific applications that address city needs. Even though 
it generates both excitement and concern, there are no definitive justifications for this 
technology’s use. Although the participants had dedicated a significant amount of de-
liberation to the CityVerse, ethical reflection in the focus group generated a greater 
number of questions than answers.

Conclusions

	 The ethical discussions in our findings have value for future CityVerse develop-
ment cases. However, their primary significance lies in demonstrating the potential of 
participatory methods for implementing city-level visions. The concerns raised about 
insufficient justification for this technology suggest a possible legitimacy crisis [4] among 
city officials. While speculative, this warrants attention as citizens may develop similar 
legitimacy concerns about the vision.
	 Furthermore, the fact that more questions than answers were generated during 
the discussions may be taken as further evidence for this conclusion. However, the are 
other factors likely at play, which warrant consideration. By definition, emerging tech-
nologies are novel, and therefore there are limited concrete experiences upon which the 
ethical evaluations can be based. Rather, in participatory settings, they are presumably 
based on the subjective amalgamations of given example scenarios and whatever relat-
ed experiences the subjects may bring to bear on the generated mental representations. 
This is issue is compounded in the case of the metaverse by the fact that it entails (for 
many people) a novel experience. Thus, people may generate their mental representa-
tions based on intuitions of the concrete world of experience, or perhaps existing forms 



8722ND INTERNATIONAL CONFERENCE ON THE ETHICAL AND SOCIAL IMPACTS OF ICT LISBON

of virtual reality to guide their evaluations. This may not be altogether misguided, but 
throws doubt on subjects’ ability to realistically share in their mental models, and thus 
whether they afford sufficient granularity for ethical discourse.
	 These challenges notwithstanding, it can be argued that nevertheless life and 
development must be acted forward amidst uncertainty, and therefore articulated vi-
sions can be used to guide ethical development. The problem, however, is largely the 
same: the visions do not, and cannot represent concrete futures at the granularity or 
complexity required for nuanced ethical analysis. And even if they could, the bounded 
rationality of human action, at least in transformations of this scale, precludes much of 
the nuance proper to ethical discourse during implementation. 
	 The metaverse’s potential impacts remain unclear and require further study. 
However, ethical examination of imaginaries shouldn’t be viewed as evaluating concrete 
future realities. Instead, participatory impact assessment should evaluate imaginaries 
themselves and how they reveal participants’ ethical norms. Sociotechnical visions are 
better understood as platforms for ethical discourse rather than concrete plans for or-
ganizational implementation. This highlights both the value and limitations of ethical 
impact assessment, emphasizing the importance of designing these processes around 
achievable goals and recognizing that the significant transformations the metaverse im-
plies require ethical discourse. Our findings suggest technology alone cannot legitimate-
ly justify the social transformations it creates – socio-technical visions must be grounded 
in collective understanding of clear benefits from deployment. Participatory ethical im-
pact assessment serves as a valuable tool for this purpose.
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Extended Abstract
	 Gamer’s Dilemma has been a topic of discussion since 2009 when Morgan Luck 
(2009) introduced it. Put shortly, the dilemma goes as follows: Why is it ok to murder in 
computer games, but not ok to molest children in computer games? Intuitively there seems 
to be something somehow more wrong about introducing child molesting into a game 
than there is in introducing murder into it. On the other hand, in most societies, murder 
is decreed to be worth a much harsher sentence than molesting a child is, due murder’s 
unfixable nature; however hard fixing the consequences of molesting a child is, fixing 
having been murdered is just not possible.
	 Many authors have attempted a solution to the issue at hand. Both Ramirez 
(2020) and Hemmingsen (2024) claim, in our view correctly, that Gamer’s Dilemma rests 
on a misunderstanding, a wrong framing of the issue. As Heinrichs (2021) points out ter-
minological choices matter – we agree. Thus, Ali’s (Ali, 2022) definitions, based on the 
original framing by Luck (2009)

1.	 Virtual murder in video games is morally permissible.

2.	 Virtual paedophilia in video games is not morally permissible.

3.	 There is no morally relevant difference between virtual murder and virtual pae-
dophilia in video games.

	 Is a prime example of muddled terminological choices, wrong framing and 
misunderstanding of the issue following from that. First, virtual paedophilia ought to be 
called virtual child molestation – paedophilia is a medical condition, not something mor-
ally or legally problematic as long as it is not enacted. But more importantly, the main 
problem for many authors, Luck (2009) and Ali (2022) included, is that they consider 
virtual murder to be comparable to virtual child molestation.
	 Montefiore and Formosa (2023) claim that we intuitively feel that engaging in 
virtual murder in videogames is permissible; do we though? Nader (2020) gets close to 
what we argue here, but not quite there – it is not about accepting that aiming for goals 

https://orcid.org/0000-0002-7622-7629
https://orcid.org/0000-0002-7559-2595


90 ETHICOMP2025 | EXTENDED ABSTRACTS

justifies any kind of actions, but that it justifies certain kinds of actions, and the problem 
with framing is still with us. None of the proposed solutions seem quite satisfactory. 
	 On top of the previous more analytical approaches, there have been attempts 
to explain the dilemma through a more relativistic traditions (see e.g. Bourne & Caddick 
Bourne, 2019; Cecchinato, 2024; Coghlan & Cox, 2023; Kjeldgaard-Christiansen, 
2020; Rouillé, 2024; Young, 2024) and from an empirical direction (see e.g. Bartel, 
2012; Formosa et al., 2024; Montefiore et al., 2024). However, as the focus of this 
paper is in the more generalizable analytic answer, we will not go deeper into these 
solutions, as they do not approach the issue in a similar manner.
	 Our proposal for an answer stems primarily from intent and secondarily from 
what it tells us about the character of the players who would prefer to see child molest-
ing in the game, rather than from consequences of the act of virtually molesting a child 
(if any).
	 Luck (2009) and others after him (e.g. Ali, 2015) seem to misinterpret the issue. 
They claim that murder in computer games per se is considered to be acceptable. After 
a more careful analysis, this does not seem to be the case. While killing for a cause 
can be considered morally unobjectionable, murder for murder’s sake is frowned upon, 
almost equally to child molestation for child molestation’s sake. This distinction holds true 
for virtual acts, as well. As an example, the game Hatred3

1 received, if not the same level 
of criticism (e.g. see the abstract of the wiki page on the game4

2) as a game similarly 
focusing on child molestation, close to it. Carmageddon and the Postal series received 
similar condemnation and bans in several countries, due to their glorification of indiscrim-
inate murder. If the game has no other purpose than murder or child molesting for mur-
der’s or child molesting’s sake, it is increasingly difficult for the game to be accepted as 
healthy entertainment. Also, unlike Ali (2015) claims, there is a difference between using 
murder, or rather killing, as a means to an end than using child molestation as a means 
to an end. The latter is much harder to justify, and thus typically regresses to just doing it 
for its own sake. And when it does, the justification relies on intention to molest children, 
not on achieving something worthwhile, whereas killing typically can be justifiable, if the 
goals are other than just (killing or) murder for the sake of murder.
	 Since most games that include killing, even murder, have an internally justified 
reason for these actions, the relevant factor in separating acceptable and unacceptable 
actions in games seems to be intent rather than consequences. Killing in a game in order 
to save a city from destruction can feel reasonable, as the act has a believable justifica-
tion within the plot. Child molesting has no such believable justification; “save the world, 
the only way to do this is by molesting children” would hardly be acceptable reasoning, 
even if it was presented as a justification within the plot. Child molestation for the great-
er good is not reasonable as the justification is not logically sound. Thus, the Gamer’s 
Dilemma compares two actions that carry wildly different intents.
	 A clear distinction should also be drawn between the intent of the in-game 
character and the intent of the real-world gamer. While the former has some effect on 
the moral analysis, it does so only as a part of the fictional story and the presented in-

3 https://store.steampowered.com/app/341940/Hatred/
4 https://en.wikipedia.org/wiki/Hatred_(video_game)

https://store.steampowered.com/app/341940/Hatred/
https://en.wikipedia.org/wiki/Hatred_(video_game)
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game justification for the virtual acts. While the presented in-game justifications affect 
real-world intent, intent does not necessarily follow from the presentation. What we pro-
pose as the primary deciding factor in the moral analysis of virtual acts, in the context 
of Gamer’s Dilemma, is the intent of the gamer. In many open world games, it is possible 
for a gamer to play them reprehensibly, taking maniacal pleasure in the slaughter of 
civilians merely for the sake of causing (virtual) harm. In such cases, both intuition and 
our analysis would place at least some moral blame on the individual gamer, not the 
game designers. Similarly, it is possible for a gamer to play a game like Hatred, which 
glorifies indiscriminate killing, for other reasons besides taking pleasure in killing, which 
would make the act not morally reprehensible, or at least less so.
	 What makes child molestation in games more reprehensible than killing in games 
is the gamer’s intent of gaining pleasure from child abuse per se, as it is very hard to 
see any mitigating justifications for such acts. If the gamer’s intention for abusing children 
in video games is to experience joy from (virtual) child abuse, this is reprehensible; just 
as reprehensible as killing in video games with the intention of experiencing joy from 
(virtual) murder. Most commonly, even in violent video games, the real-world intent of the 
gamer is not to derive pleasure from virtual murders, but some combination of succeed-
ing in a challenging task, enjoying the plot and audiovisual artistry of the game, and 
identifying with the controlled character. This non-reprehensible intent is oftentimes sup-
ported by in-game justifications of self-preservation or working for the greater good or 
other rationalizable goal. Such mitigating justifications ring hollow for virtual child abuse 
and raise well-founded questions about the real intent of the gamer. Intent creates a 
real-world moral distinction between virtual murder or killing and virtual child abuse.
In conclusion, it is difficult to see murder per se being more justified than child molestation 
per se. However, there does seem to be a difference between using them as a means to 
an end. Neither is acceptable, per se, and using child molestation as means to an end 
suffers from lack of internal logic, raising questions about the real motivations – the in-
tent for playing – of gamers engaging in such acts in ways that killing, or even murder, 
as a means to an end does not. The Gamer’s Dilemma thus compares murder, when it 
should compare killing rather than murder, as a means to an end to child molestation, 
which creates a false dichotomy that resolves itself when intent is taken into account.

Disclosure of Interests: The authors have no competing interests.
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Abstract
 
	 Artificial Intelligence (AI) is increasingly integrated into healthcare, with pre-
dictive models being used for early diagnosis, treatment recommendations, and patient 
monitoring. One such application is using AI models trained on voice and patch sensor 
data to predict Chronic Obstructive Pulmonary Disease (COPD) and provide lifestyle 
improvement suggestions2. While AI systems promise enhanced efficiency and accura-
cy, their integration into medical decision-making introduces risks of epistemic injustice. 
Drawing on the frameworks provided by Fricker (2007), and Carel and Kidd (2014), 
this paper explores the epistemic injustices that may arise for both patients and practi-
tioners when AI models operate without adequate transparency and justification mech-
anisms.
	 Epistemic injustice, as conceptualized by Fricker (2007), includes testimonial in-
justice—where certain knowers are systematically discredited—and hermeneutical in-
justice—where individuals lack the conceptual tools to make sense of their experiences. 
In the context of AI-driven COPD prediction, testimonial injustice may manifest when 
patients’ lived experiences and concerns are overridden by AI-driven predictions, di-
minishing their role as credible knowers of their health. This is particularly concerning 
for marginalized groups whose voices have historically been excluded or devalued in 
medical discourse. If a patient’s voice data does not align with AI-driven assessments, 
they may be unable to challenge the AI’s prediction due to a lack of epistemic author-
ity. Additionally, hermeneutical injustice arises when patients, particularly those from 
disadvantaged or non-dominant groups, do not have access to or understanding of how 
AI-driven decisions are made, leaving them without the resources to question or interpret 
their diagnosis effectively.
	 For medical practitioners, epistemic injustice materializes in two critical ways: 
(1) their professional judgment may be undermined if the AI model’s predictions are 
prioritized over their expertise, leading to a shift in epistemic authority from human pro-
fessionals to opaque algorithms, and (2) their decision-making may be constrained by a 
lack of justification for AI-driven outputs, making it difficult to critically engage with and 
contest the AI’s predictions. This is particularly problematic when practitioners interact 
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with AI systems that operate as “black boxes,” providing results without explainability. 
Without insight into the AI’s reasoning, practitioners may either be forced to accept its 
outputs blindly or struggle to defend their clinical assessments when they diverge from 
AI-driven outputs. This can lead to cognitive overload, reduced professional autonomy, 
and epistemic exclusion, reinforcing systemic biases in healthcare decision-making.
	 The harms associated with these epistemic injustices extend beyond individual 
interactions to structural issues within the healthcare system. Patients may experience 
increased mistrust in medical practitioners and AI-assisted healthcare, leading to dis-
engagement and poorer health outcomes. Practitioners, on the other hand, may face 
professional disempowerment, exacerbating stress and dissatisfaction in medical prac-
tice. Additionally, the lack of epistemic transparency in AI decision-making perpetuates 
power asymmetries, wherein AI developers and institutions hold epistemic authority while 
patients and healthcare providers are positioned as passive recipients of AI recommen-
dations.
	 To mitigate these epistemic injustices, several measures should be implemented. 
First, AI models should be designed with explainability and transparency, providing 
justifications for their outputs in language accessible to both practitioners and patients. 
This ensures that both groups can critically assess AI-driven recommendations rather than 
purely deferring to them. Second, AI systems should incorporate feedback loops where 
practitioners can contest and refine AI decisions based on clinical expertise, allowing 
for dynamic model adjustments. This approach aligns with epistemic justice by ensuring 
that AI is not treated as an infallible authority but rather as a tool that assists human 
decisions. Third, patient-centered AI governance should prioritize epistemic inclusivity 
by involving diverse patient populations in model training, validation, and oversight. 
This would reduce the likelihood of marginalized groups experiencing testimonial or 
hermeneutical injustice due to their unique physiological or sociocultural factors being 
inadequately represented in training data.
	 Furthermore, institutional policies should emphasize the role of epistemic humility 
in AI-assisted healthcare, recognizing the limitations of both AI and human decision-mak-
ing. By fostering collaborative epistemic environments where AI recommendations are 
subject to professional scrutiny and patient input, healthcare systems can uphold fairness 
and accountability in medical knowledge production. Finally, educational programs for 
practitioners should integrate AI literacy training, equipping them with the skills to in-
terpret, question, and contextualize AI predictions, thereby reinforcing their epistemic 
agency in clinical decision-making.
	 In conclusion, while AI models offer significant advancements in COPD predic-
tion and healthcare delivery, their deployment must be critically examined through the 
lens of epistemic justice. Without deliberate interventions, AI can perpetuate testimonial 
and hermeneutical injustices, silencing patients and eroding the professional authority of 
practitioners. By prioritizing transparency, practitioner feedback, and inclusive model 
design, healthcare institutions can mitigate these risks and foster a more equitable, just, 
and epistemically responsible AI-driven healthcare system.
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Abstract

	 In this paper, we explore new directions for value creation in the digital economy 
and the construction of a sustainable society through the integration of ESG investment, 
Industry 4.0, and blockchain technology, focusing on the following three points.
	 First, based on Max Weber’s theory, investment is conceptualized as a process of 
self-realization, representing an ethical transformation that goes beyond the traditional 
capitalism model focused on monetary returns, by incorporating elements of Environment, 
Social, and Governance (ESG).
	 Second, we examine advances in network infrastructure within Industry 4.0 
technologies, particularly in the United States, with an emphasis on the Internet of Things 
(IoT) and data protection, along with the democratization of data structures through 
blockchain. Special attention is given to the evolution of financial networks symbolized 
by cryptocurrencies and to initiatives that integrate individuals’ multidimensional value 
indicators into market mechanisms. These efforts propose building a new economic 
foundation that reflects not only financial indicators but also emotions and diverse values.
	 Finally, just as the taste of a delicious pudding varies depending on multiple 
factors—such as whether it is chilled in a refrigerator or made with more eggs—the 
cointegration relationship between Bitcoin price, time, and other variables suggests that 
Bitcoin prices follow a certain long-term growth trajectory over time. This indicates that 
traditional understandings of network structures can be reinterpreted from flexible 
and diverse perspectives, and that such analysis becomes possible through quantum 
computation by computers.

Defining ESG Investment

	 Investment is the allocation of capital (funds, time, effort, knowledge, etc.) to 
specific goods or services with the expectation of increasing value. Max Weber, in The 
Protestant Ethic and the Spirit of Capitalism, conceptualized investment as an ex-pres-
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sion of free will. He argued that Protestant savings, through the process of capital ac-
cumulation, were reinvested in promising industries, thereby promoting economic growth. 
This perspective opposed the doctrine of predestination and positioned in-vestment as 
a mechanism for self-realization. This process reflects how abstract ideas are actualized 
and how industrial capital and individual investors are enabled to par-ticipate partially 
in enterprises through equity investment.
	 This conception of investment reveals similar ethical transformations in contexts 
such as Islamic Sharia law, the Christian Methodist movement, and, in the contem-porary 
context, the development of ESG, SRI (Socially Responsible Investment), and EA (Effective 
Altruism). Furthermore, individuals engaged in investment through new technologies are 
increasingly capable of realizing highly imaginative ventures by utilizing Augmented 
Reality (AR) and Virtual Reality (VR).
	 Investment behavior is influenced by risk tolerance, and by emphasizing low-risk, 
high-return options, the self-replication of financial capital becomes the foundation of 
capitalism. However, the profits and losses derived from such investments place dispro-
portionate recognition on the monetary value associated with personal trans-formation 
and virtual participation, while neglecting the broader physical dimensions of sustaina-
bility that support the natural environment (Shimizu, 2018).
	 By incorporating the elements of Environment, Social, and Governance (ESG) 
into the framework of investment, the interdisciplinary scope of investment is expand-
ed. The environmental (E) dimension has shifted from CO₂ reduction toward energy 
transition and carbon neutrality; the social (S) dimension has broadened from work-ing 
conditions to encompass a wide range of stakeholders, including employees, cus-tomers, 
and local communities; and the governance (G) dimension has evolved from corporate 
governance to the dynamics of networks that guide society as a whole. As a result, in-
vestment has advanced into a framework that evaluates not only “finan-cial returns” but 
also “social returns.” Ensuring sustainability requires institutional and managerial design 
of systems that enable smooth energy circulation, as well as the construction of stress-
free feedback loops (Mitali , 2017).
	 Thus, in defining ESG investment, it is necessary to examine the historical de-
velop-ment of financial networks within social structures. The conceptual expansion of 
financial networks, in contrast to ESG, is rooted in Socially Responsible Investment (SRI), 
which emphasizes individual morality and social responsibility.

Integration of Industrie 4.0 Technologies into the Network Infrastructure

	 Blockchain technology has revolutionized financial transactions, corporate gov-
ern-ance, and decentralized decision-making. The transition from Proof-of-Work (PoW) 
to Proof-of-Stake (PoS) consensus mechanisms considers improving energy efficien-cy 
while maintaining system autonomy. Decentralized Finance (DeFi) promotes Bitcoin as 
“digital gold” and Ethereum as a smart contract platform, enhancing scalability, business 
feasibility, and security, thereby contributing to the expansion of financial systems and 
investment opportunities (Shimizu, 2024).
	 In connecting the themes of ESG investment and Industry 4.0, particular em-
phasis is placed on the shared element of “data.” Data can be formalized as “data = 
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numbers + information (meaning).” Essentially, data represent qualitative or quantitative 
vari-ables belonging to a set of items, embodying the attributes or characteristics of an 
object. It is important to note that data inherently contain both qualitative aspects (e.g., 
“beautiful”) and quantitative aspects (e.g., “10 meters long”). In ESG invest-ment, data 
that express ethical dimensions are managed at Layer 1 within data spac-es in Industry 
4.0 to ensure privacy and public accountability, while at Layer 2, cor-porate actors en-
gage in socially market-oriented competition over data utilization.
	 Cryptocurrencies derived from Bitcoin have assigned monetary value to net-
works through blockchain technology. Their value stems from network effects, exem-
plified by the dynamics of social media, and is compressed into financial networks 
through tamper-proof, fungible tokens. Under competitive conditions, such data achieve 
legit-imacy and highly secure trust via consensus mechanisms, offering a new source of 
hope distinct from the stagnation of closed systems dominated by Big Tech (GAFA, etc.). 
This new hope transforms formerly closed data structures and contributes to the forma-
tion of more democratic and creative data architectures, thereby “designing freedom” 
(Zhuming & Chris, 2025).
	 At the same time, discomfort arises from the reality that value standards em-
bedded within social institutions and governance structures rely excessively on mone-
tary value. Exploring how to reconcile institutional frameworks with diverse individual 
values and sensibilities—unaccepted by conventional systems—presents a compel-ling 
challenge. In particular, blockchain technology, Decentralized Finance (DeFi), and AI-
operated Decentralized Exchanges (DEXs) are increasingly recognized for their poten-
tial to re-position individual values and capabilities as tradable assets with-in market 
mechanisms. Through these mechanisms, individuals’ multidimensional value indicators 
can be dynamically adjusted and evaluated in the market, enabling the emergence of 
a new economic foundation and value system that transcends the traditional money-cen-
tered paradigm.

Contradictions between Time and Price, and Network Structures
	 Bitcoin’s price fluctuations are often described as being too volatile to serve 
as an investment asset, or as manifestations of “black swan” events and long-tail phen-
om-ena. However, when Bitcoin prices are analyzed on a logarithmic scale, a long-term 
correlation between price and time becomes evident (see the regression line in Fig. 1 
below) (Burger & Vijn, 2024). This can be attributed to the fact that, as Barabási sug-
gested, network effects theoretically enable unlimited expansion (Albert, 2018).
 	 If the value dynamics of a network succeed, its distribution does not follow a 
Gaussi-an model but instead resembles the patterns predicted by a generalized cen-
tral limit theorem—patterns in which a single large-scale entropy shift fundamentally 
trans-forms the entire system, as observed in earthquakes or black swan events (Dániel , 
Márton , István , & Gábor , 2014). However, in today’s digital ecosystems, the frag-men-
tation of knowledge is accelerating, resulting in frequent disruptive changes. Google’s 
PageRank algorithm incorporates a Markov chain, achieving efficiency by discarding 
unnecessary historical data. In probability theory, Markov demonstrated that random 
events ultimately converge to a normal distribution regardless of tem-poral sequence 
[Gilder, 2018].
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Fig. 1. BTC-USD Close Price (Log Scale).

	 Gilder further argues that time itself is increasingly being tokenized as a form 
of cur-rency, and that information constitutes the primary source of value (Gilder , 2023). 
When time is understood as a relative concept, Gilder suggests that the tokenization of 
time as currency, and the creation of value from the information embedded in time, can 
become a central issue.
	 If such diverse values can be tokenized, then the ethical returns of ESG invest-
ment and the values defined by other networks become interchangeable. In practical 
terms, however, Feynman pointed out that quantum mechanics is probabilistic (wave 
functions), and because the state space expands exponentially, an exact simulation on 
classical computers is infeasible (Richard, 1981).
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Extended Abstract

Introduction
	 The rapid advancement of computing technologies and the pervasive use of the 
Internet have transformed societies, businesses, and educational institutions. However, 
issues such as data privacy, algorithmic bias, cybersecurity threats, digital burnout, and 
ethical AI applications have become central to discussions in academia, industry, and 
policy-making (Stahl et al., 2023; Zostant & Chataut, 2023).
	 This paper offers a critical synthesis of contemporary ethical and security chal-
lenges in computing, arguing that digital well-being and user empowerment must be 
central to policy reform and technological design. It also identifies best practices for 
the responsible use of computing technologies, aiming to balance innovation with ethical 
accountability, data protection, and digital well-being.

Ethical Considerations in Computing Technologies
Privacy, Data Protection, and Digital Well-being
	 Privacy is one of the most pressing ethical issues in computing technologies 
(Zostant & Chataut, 2023). The collection, storage, and processing of personal data 
raise concerns about user autonomy and the right to control one’s information. The chal-
lenge is to implement transparent policies that ensure user awareness and control over 
their digital footprint (van Baalen, 2018).
	 In addition to privacy concerns, digital burnout has emerged as a major ethical 
issue (Pinto, 2023). Although commonly discussed as separate issues, digital burnout and 
algorithmic surveillance often co-occur in educational and workplace settings, revealing 
a broader ethical concern with techno-governance over personal autonomy.
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Algorithmic Bias and Fairness

	 AI and machine learning algorithms increasingly influence decision-making in 
critical sectors such as healthcare, finance, and education (Stahl et al., 2023). However, 
these systems are vulnerable to biases embedded in their training data, which can lead 
to discriminatory outcomes that disproportionately affect marginalized populations. 
Addressing these issues demands ethical scrutiny.
	 From a deontological perspective, systems must be designed to treat all indi-
viduals with equal respect, regardless of statistical utility. In contrast, a consequentialist 
approach might justify certain algorithmic trade-offs if the overall benefit outweighs 
individual harms, such as increased efficiency or predictive accuracy. 
	 The reasoning above can be ethically fraught when it normalizes systemic in-
equities under the guise of optimization. Ethical AI development should be grounded in 
frameworks that emphasize transparency, accountability, and inclusivity. Without such 
safeguards, the deployment of AI risks reinforcing existing social hierarchies rather than 
promoting equitable outcomes.

Autonomy, Digital Ethics, and Work-Life Balance

	 AI-driven recommendations and automated decisions can subtly, or overtly, di-
minish user influence and discernment—particularly when algorithms operate as “black 
boxes” with limited transparency or explainability (Knight, 2024). From a Kantian (de-
ontological) perspective, such opacity is ethically problematic: individuals must be treat-
ed as ends in themselves, not as means to statistical or institutional efficiency. When users 
are subjected to decisions they cannot understand, challenge, or opt out of, their moral 
agency is compromised. In contrast, a utilitarian viewpoint might argue that automation 
improves outcomes overall, streamlining processes and reducing human error. However, 
this must be weighed against the psychological and social costs of reduced control and 
depersonalized interaction. To reconcile these tensions, ethical guidelines should prior-
itize explainability, informed consent, and design for user empowerment. 
	 Moreover, prolonged engagement with digital systems contributes to digital 
burnout, a condition linked to stress, fatigue, and a deteriorating work-life balance 
(Pinto, 2023). Ethical technology design must therefore support human-centered practic-
es, such as workload modulation, screen-time awareness, and proactive disengagement 
policies that respect the limits of cognitive and emotional labor.

Cybersecurity, Ethical Hacking, and Digital Exhaustion

	 Ethical hacking plays a critical role in safeguarding digital systems (Wang, 
2023). However, the ethical implications of cybersecurity practices must be carefully 
examined, particularly as AI-driven surveillance tools become more pervasive.
From a consequentialist view, continuous monitoring may be justified if it prevents harm. 
Yet, a deontological perspective emphasizes the intrinsic value of individual privacy and 
autonomy, and AI-powered systems that monitor user behavior to detect threats may 



unintentionally erode trust and contribute to digital exhaustion (Jawad, 2024).
Ethical cybersecurity should prioritize transparency, proportionality, and user well-be-
ing. Systems must be designed to minimize invasiveness while maintaining effectiveness, 
and users should be made aware of how their data is monitored and protected.

Security Threats in Computing Technologies and the Internet

	 Cybercrime exploits vulnerabilities in digital infrastructures, often targeting in-
dividuals, institutions, and critical systems (Shillair et al., 2015). In response, organiza-
tions have embraced advanced cybersecurity strategies such as end-to-end encryption, 
multi-factor authentication, and continuous network monitoring. These measures also in-
troduce complex ethical trade-offs related to privacy, autonomy, and psychological 
well-being.
	 Machine learning algorithms can detect anomalies, predict vulnerabilities, and 
automate threat response mechanisms at a scale unmanageable by human analysts 
(Wang, 2023). Yet, the use of AI introduces its own risks—most notably, adversarial AI 
attacks and limited transparency, raising concerns about accountability and user agen-
cy.
	 From a consequentialist perspective, the use of AI in cybersecurity can be justi-
fied by the greater good it achieves: preventing data breaches, protecting infrastruc-
ture, and maintaining public safety. But this rationale becomes ethically precarious when 
it fails to address the deontological obligation to respect user rights. For instance, per-
vasive surveillance technologies can infringe on privacy, chill free expression, and foster 
distrust among users (van Baalen, 2018). The normalization of such practices undermines 
the foundational democratic value of privacy as a prerequisite for free thought and 
expression. Legal frameworks alone are insufficient unless paired with institutional ethics 
that prioritize human dignity alongside data protection (Zostant & Chataut, 2023).
	 Ultimately, effective cybersecurity must be both technically robust and ethically 
grounded, also ensuring that the tools designed to protect do not become mechanisms 
of control. 

Proposed Solutions and Best Practices
Ethical AI Development
	 AI developers should adopt ethical AI principles, including:

•	 Transparency: Clear documentation of AI decision-making processes.
•	 Accountability: Mechanisms to identify and rectify biases in AI models.
•	 Inclusivity: Diverse and representative datasets for training AI systems.
•	 Human-Centered Design: AI applications that prioritize human well-being and 

reduce digital exhaustion.

Strengthening Cybersecurity Measures
	 Organizations and individuals should implement robust cybersecurity practices, 
such as:
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•	 Encryption and Secure Authentication: Protecting sensitive data with strong en-
cryption methods.

•	 Regular Security Audits: Conducting periodic vulnerability assessments.
•	 User Awareness Programs: Educating users about phishing attacks, online threats, 

and the impact of digital exhaustion (Shillair et al., 2015).

Regulatory and Policy Frameworks
	 Essential measures by governments and regulatory bodies should include:

•	 Data Protection Laws: Ensuring compliance with global standards.
•	 AI Ethics Guidelines: Establishing clear ethical standards for AI deployment.
•	 Consumer Rights Protection: Enforcing transparency in data collection and user 

consent policies.

Digital Literacy and User Responsibility
	 Digital literacy programs should focus on:

•	 Privacy Awareness: Teaching users how to safeguard their personal data.
•	 Critical Thinking: Encouraging skepticism towards misinformation and online ma-

nipulation.
•	

	 While the proposed solutions aim to foster ethical and secure digital practices, 
their implementation is not without challenges, to be discussed in the full version of this 
article.

Conclusion

	 By considering transparency, fairness, and accountability in AI development, 
strengthening cybersecurity measures, enforcing regulatory frameworks, and promoting 
digital well-being, we can create a digital environment that upholds ethical standards 
and protects user rights. The future of computing technologies depends on responsible 
innovation that aligns with societal values, ensuring a secure, ethical, and mentally sus-
tainable digital landscape for all. By prioritizing ethical reflexivity in design and re-
gulation, institutions can not only enhance security but also restore public trust in digital 
systems—a crucial factor for democratic resilience in the information age.
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Extended Abstract

Introduction and Research Questions

	 The global outbreak of COVID-19 in 2020 profoundly altered daily life, par-
ticularly during the early lockdown period before the development of vaccines. Given 
that much of our personal records now exist in digital form, critical ethical questions 
arise: How will individual experiences during the COVID-19 pandemic be remembered 
in the long term? Who controls these collective memories, and whose narratives will 
shape future historical understanding?
	 This study addresses three main challenges in preserving the memory of 
COVID-19, each with significant ethical implications:

1.	 The distortion and fading of time perception during and after the pandemic
2.	 The limitations of digital archives in preserving personal experiences
3.	 The varying attitudes toward retaining or deleting digital records

	 By examining these challenges through an information ethics lens, this research 
addresses significant gaps in understanding how digital technologies shape collective 
memory of unprecedented events. While existing research has explored psychological 
impacts of the pandemic and digital afterlife management separately, little attention 
has been paid to their intersection and ethical implications for historical record-keeping.
	 While existing studies have explored the psychological impacts of the pandem-
ic and digital legacy management separately, few have comprehensively addressed 
how these issues intersect, particularly from an information ethics perspective. This gap 
underlines the urgent need for ethical frameworks that consider both the reliability of 
memory and the preservation of diverse digital narratives.

Related Studies
Changes in Time Perception During the Pandemic
	 Research suggests that the lockdowns enforced worldwide in early 2020 signif-
icantly impacted people’s perception of time. Biffi et al. (2021) examined how parents 
experienced emotional instability during lockdown[1], while Martinelli et al. (2020) 
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found that people perceived time as moving more slowly due to boredom and reduced 
well-being[2]. A longitudinal study by Droit-Volet et al. (2023) revealed that two years 
after the initial lockdown, participants remembered time as having passed more quickly 
than it actually did, suggesting that certain moments had been omitted in retrospective 
memory[3]. These findings indicate that pandemic memory undergoes distortion, raising 
information ethics concerns about the reliability of digital testimonies preserved for 
historical purposes.

Challenges of Digital Archiving and Information Ethics
	 Another challenge in preserving COVID-19 memories is the reliance on digital 
data, which introduces significant ethical considerations regarding ownership, access, 
and longevity of these records. Jaime (2020) examined the security and accuracy of 
social media accounts belonging to deceased scholars, highlighting the need for ethical 
management of digital legacies[4]. Kasket (2020) argued that Big Tech companies ul-
timately control how and for how long these records are preserved, raising information 
ethics concerns that the digital traces of the pandemic may not be retained indefinite-
ly[5].
	 Orita (2023) found significant cultural differences in attitudes toward social me-
dia preservation after death. In Japan, many individuals preferred to have their social 
media accounts deleted posthumously, whereas in the U.S., users were more inclined to 
retain them in memorial mode[6]. This suggests that the historical record of COVID-19 
may be unevenly preserved, influenced by regional and cultural differences in digital 
legacy management, raising ethical issues of representation in historical documentation.

Research Methods and Key Findings
	 The study employed a mixed-methods approach to explore the ethical dimen-
sions of digital memory preservation during the COVID-19 pandemic.

Research Methods
	 The qualitative research was conducted between November and December 
2024, using semi-structured interviews with 10 Japanese residents who had elementary 
school-aged children in April 2020. The interviews focused on participants’ recollections 
of the pandemic period, their social media usage, and their attitudes toward preserving 
digital records.
	 The quantitative research was conducted through an online survey of 200 
Japanese residents who had lived in Japan during the 2020 state of emergency. The 
survey examined participants’ recollections of the lockdown, social media use, and per-
spectives on preserving digital records, addressing gaps in our understanding of public 
attitudes toward digital memory ethics.

Key Findings 
Distortion of Memory and Time Perception
	 In the qualitative interviews, none of the participants accurately recalled the 
actual length of the state of emergency. The quantitative survey confirmed this pattern, 
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with only 5% of respondents correctly remembering the duration, while 13.5% over-
estimated it by four months. This memory distortion raises important information ethics 
questions about the reliability of digital testimonies for historical preservation.

Limited Documentation of Personal Experiences 
	 Most interviewees consumed rather than created social media content during 
the pandemic, using it primarily as a coping mechanism. Only one interviewee actively 
posted about their pandemic experiences, while the survey showed only 25% of re-
spondents engaged in broader online discussions. This passive consumption pattern cre-
ates an information ethics challenge of representation—if most people do not document 
their experiences, whose narratives shape the digital historical record?

Diverse Attitudes Toward Digital Preservation
	 Despite not actively posting, most interviewees recognized the value of preserv-
ing social media records of the pandemic for historical purposes. Around 50% of survey 
respondents expressed positive views on retaining pandemic-related digital records for 
50–100 years. This finding highlights the tension between individual digital rights and 
collective historical documentation—a key concern in information ethics.

Conclusion
	
	 The findings confirm three significant ethical challenges in preserving the mem-
ory of COVID-19. First, memory of the pandemic is not accurately retained, raising 
information ethics concerns about the reliability of digital testimonies. Second, most in-
dividuals were consumers rather than creators of digital content during the pandemic, 
creating an ethical challenge regarding whose narratives become part of the historical 
record. Third, the diversity of pandemic experiences and varying attitudes toward digi-
tal preservation present an ethical imperative to preserve varied narratives rather than 
allowing a simplified historical account to emerge.
	 These challenges suggest that preserving the memory of COVID-19 requires 
both intentional archival efforts and consideration of information ethics principles. Future 
research should explore frameworks for digital preservation that acknowledge memory 
distortion, address representation gaps, and balance individual digital rights with col-
lective historical documentation.
	 This study directly addresses the core themes of information ethics by examin-
ing how digital technologies mediate collective memory, raising critical questions about 
ownership, accessibility, and the ethical stewardship of historical narratives in the digital 
age.

Acknowledgments:  This research is supported by JSPS Grant-in-Aid for Scientific Research (C 
) #22K12724.
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Extended Abstract

	 In this paper, I argue that many of us have a strong and pressing moral 
reason to opt out of social media platforms run by Elon Musk or Mark Zuckerberg. The 
basic grounds of this obligation are (1) the billionaires’ increasingly erratic and immoral 
behaviors coupled with (2) their growing political power. I argue by analogy with im-
perceptible harm cases that when the moral cost is negligible and the potential good 
secured extremely significant, the fact that one’s action is unlikely to make a difference is 
not morally exculpatory. In what follows, I outline the paper by discussing the immorality 
of imperceptible harm and marshaling evidence for (1) and (2). Note that my conclusion 
is conditional: If you believe that Musk and Zuckerberg’s socio-political agendas are 
causing significant harm, then you have a reasonably strong pro tanto duty to opt out of 
their platforms.
	 Imperceptible harm cases describe situations in which individually harmless (or 
negligibly harmful) choices sum together to create an extremely harmful outcome (typi-
cally through collective action or inaction) [1]. Examples include voting, climate-change, 
factory farming, and exploitative labor. In each case, one makes a decision that has a 
vanishingly small likelihood of making a difference to the outcome in question. My vote 
won’t change the election; my car won’t impact global temperature; my vegan burger 
won’t lessen animal suffering; my purchasing an alternative device won’t result in less 
child labor. So too, my choosing a different platform won’t (on its own) make the harmful 
effects of Musk and Zuckerberg’s sociopolitical capital less likely to occur. 
	 However, when the stakes are high, insofar as one disagrees with some end, mo-
rality bars them from supporting its means. Therefore, liberals, and more broadly, those 
who are anti-Trump, anti-DOGE (Department of Government Efficiency), or anti-corpo-
ratocracy have a strong, pro-tanto moral reason to disengage from platforms directly 
responsible for the expanding political power of Elon Musk and Mark Zuckerberg. The 
harm one inflicts by supporting Musk and Zuckerberg’s companies may be impercepti-
ble, but like other imperceptible harms, the fact that one’s choice is, on its own, unlikely 
to make a difference is not morally exculpatory [6]. Ethicists largely agree on this point 
[1]. If there are alternative options that require sacrificing nothing of moral signifi
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cance while increasing the likelihood of securing a weighty moral good, then one has a 
pro-tanto obligation to choose them. Take factory farming as an example: Insofar as I 
have easy access to healthy, non-factory-farmed food, I shouldn’t support the factory 
farming industry [6-8]. Collectively, refusing to purchase factory-farmed meat secures 
the good of less needless suffering. If enough of us avoid causing the imperceptible 
harm, our collective action makes a real difference. Our choice also sends a signal of 
moral disapproval to society, acting as form of nonviolent resistance to an objectionable 
situation. 
	 But why think that social media use (even our collective social media use) is 
causally related to the obtaining of some weighty and objectionable situation? 22% 
of Americans use X (owned and operated by Musk). 70% of Americans use Instagram 
or Facebook (owned and operated by Zuckerberg)2.1 Each day, we spend more than 
2 hours on social media [3]. Algorithms reward this interaction through dopamine hits, 
maximizing screen time, subtly influencing belief systems, and lining pockets. Musk’s mas-
sive pockets were arguably necessary for Trump’s win—the disastrous consequences of 
which are only beginning to materialize. And Zuckerberg has been shifting to the right 
for months, hoping to position himself favorably with the incoming administration [5]. By 
supporting Musk and Zuckerberg’s companies, one is financially supporting (and tacitly 
endorsing) their political agendas and the agendas of people they fund (e.g., Trump). 
If one believes their political agendas are causing significant harm, then one has a pro 
tanto moral reason to abstain from interacting with the platforms that financially enable 
and socially cement their influence.   
	 But why think that their political agendas are causing harm? America’s tech-
no-oligarchs seem to have stumbled down rabbit holes of their own making, with Musk 
increasingly buying into unfounded conspiracy theories, backing far-right nationalist 
parties, and distrusting the scientific expertise he once hailed as humanity’s savior3.2 
Zuckerberg, meanwhile, is reinventing himself as an anti-woke crusader for free speech 
(Musk already did that) [2]. Both are dismantling fact checking and content modera-
tion, while their companies’ algorithms remain conveniently hidden behind copyright and 
trade secret laws [6]. The concern that China is infecting American youth through TikTok 
is a bit rich when American social media companies already do such a good job of it, 
as evidenced by their platforms’ role in radicalizing young men [4], spreading patently 
false and dangerous ideas [10], and compromising the mental health of young people 
[11]. 
	 Because the costs are small and the potential benefits extremely important, many 
of us have a pro tanto moral duty to opt-out of Facebook, Instagram, and X. Companies 
can be run, friends made, and art and ideas promoted on other sites. However, we 
can’t salvage the American experiment once it fails. We can’t (easily) fix the mental 
health of our children. And we can’t (quickly) rehabilitate America’s image or reclaim its 
moral standing. In continuing to post and comment, we are complicit in any moral harms 
that result from Musk and Zuckerberg’s sociopolitical capital. We are complicit in their 

2 These statistics come from Exploding Topics (https://explodingtopics.com/blog/x-user-stats) and Backlink (https://backlinko.
com/instagram-users), respectively. 
3 You can track Elon Musk’s politics and power at Tech Policy Press (https://www.techpolicy.press/tracking-elon-musks-politi-
cal-activities/).

https://explodingtopics.com/blog/x-user-stats
https://backlinko.com/instagram-users
https://backlinko.com/instagram-users
https://www.techpolicy.press/tracking-elon-musks-political-activities/
https://www.techpolicy.press/tracking-elon-musks-political-activities/


112 ETHICOMP2025 | EXTENDED ABSTRACTS

disregard for truth and decency. And we are complicit in the pain they inflict on future 
generations. 
	 In the paper, I respond to several objections to my argument. For example, one 
might claim that we can meaningfully separate a person’s behavior from the products 
that they create. Just because Sean “P. Diddy” Combs commits sexual assault does not 
imply, the objection goes, that one does something morally objectionable when listening 
to his songs on Spotify or when purchasing a re-release of No Way Out. Assume that this 
is correct. Even still, the objection loses its force when applied to the case of opting out of 
Musk and Zuckerberg’s platforms. Buying albums does not materially support P. Diddy’s 
immoral behavior. We can meaningfully separate the two only because there is not 
a direct causal relationship between records sold and sexually exploitative behavior. 
Sean Combs’ money may have enabled him to assault more high-profile victims and to 
get away with it for longer than he would have if he was less rich and famous. However, 
the odds are that Sean Combs was sexually assaulting people before the fame and 
would have done so regardless of whether it materialized. On the other hand, Musk and 
Zuckerberg would not be able to push their political agendas on the White House or the 
American people if they were not billionaires controlling and profiting from Facebook, 
Instagram, and X (the primary information ecosystems and vehicles of public debate in 
our society).    
	 One might also argue that the pro tanto duty to opt out is overridden by im-
portant moral benefits provided to liberals who remain on the most popular platforms. 
Facebook, Instagram, and X are important tools for protest and resistance, for example. 
This objection loses its force, however, when one takes note of the fact that Musk and 
Zuckerberg’s companies legally control all content on their respective sites. The First 
Amendment to the U.S. Constitution protects individual speech from government—not 
corporate—interference. Social media companies can regulate legal content in whatev-
er way they see fit. The protest and resistance alluded to in the objection, therefore, is 
more likely to have its desired impact on social networking sites wherein liberals don’t 
need to worry about their voices being suppressed, or their accounts being flagged or 
deleted.
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Extended Abstract

	 Data have gradually become a central element of many different sectors, mak-
ing an increasing number of companies part of the data economy - a modern form of 
economy rooted in the use of data [1]. As the concept of  data economy is still relatively 
new, there is no consensus about its definition, and new definitions constantly emerge [2]. 
Various terms, such as data ecosystem [2] and data economy ecosystem [3] describe 
the same thing. In particular, there are also more critical terms used to describe data 
economies, such as “data capitalism” [1] and “surveillance capitalism” [4]. Essentially, 
the data economy is an umbrella construct covering diverse phenomena in which data is 
collected, analysed, and utilised to create (business) value. 
	 Data economies, supported by rapid technological advances, are evolving 
quickly. But, due to the complexity and multidisciplinary nature of the field, the aca-
demic research on data economies is fragmented, particularly in terms of its ethical 
development and applications. From a broader ethical and societal perspective, data 
economies offer much to study, especially if we consider personal data and how that 
data can be used to influence us and whole societies. Ethical data collection and use 
issues can be perceived as specific ones of computational operations or from a broader 
societal perspective. For instance, field of data ethics focuses on the ethical challenges 
posed by data science and its procedures [5]. Although many ethical issues concerning 
data and personal data are being debated in applied and practitioner circles, there is 
little comprehensive information regarding how ethics intersects holistically with the data 
economy. Thus, we argue that there is a need to examine what data economies mean in 
theory and practice from an ethical perspective to develop a comprehensive knowledge 
structure and understand the boundaries of this concept. Such knowledge is paramount 
for creating an ethical framework to support future growth and application of data 
economies. 
	 In the full paper, we aim to comprehensively study the ethical issues of the data 
economy by conducting a scoping review. In this extended abstract, we present a brief 
overview of ethical themes handled in the literature and provide a reasonable basis for 
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the complete study. As a starting point, a literature study on the ethical governance of 
data ecosystems [6] noted that ethical issues unrelated to core research ethics can be 
roughly divided into five categories: 

•	 privacy 
•	 accountability 
•	 ownership 
•	 accessibility
•	 motivations. 

	 In addition, consent, security, trust, and transparency were frequent themes in 
the literature study. However, Rantanen at al. [6] note that handling ethical topics was 
superficial and rarely included ethical justifications [6]Although this research was limited 
to the governance of data ecosystems, it shows a rising interest in the importance of 
ethics in the data economy. Some themes occur repeatedly, thus providing a sufficient 
starting point. Next, we will elaborate on these themes and examine their connections to 
set a basis for the scoping review.
	 Privacy is one of the most fundamental issues concerning the collection and use 
of personal data. Our notions of information privacy have been changing over time [7]. 
However, in general, it has referred to individual’s desire to control or have some influ-
ence over the data about themselves [8]. Information privacy is a popular topic that can 
be defined in various ways and analysed at multiple levels, ranging from individual pri-
vacy to social privacy. Privacy can be seen as a right, commodity, state, or control, and 
it overlaps with concepts such as confidentiality, secrecy, anonymity, and security. [9.] For 
instance, constant surveillance through smart devices threatens privacy, as it removes the 
possibility of being free from observation in places previously seen as private, such as 
homes [10]. Notably, people find privacy important, but still rarely try to protect their 
data [11]. 
	 One way to enhance privacy is through transparency, which allows individuals to 
control the data collection. Transparency has an evolving meaning as a concept, but it is 
often used as a synonym for open decision-making. It can be seen as a way to ensure or-
ganisations’ accountability and counter corruption [12]Transparency is vital in controlling 
privacy, as informed consent is required to disclose data. Consent should be freely given 
and informed, and it is made possible through transparency. Therefore, transparency 
about the reasons for data collection and how the data is used is essential from a priva-
cy perspective, as well as ensuring the collecting organisation’s accountability.  
	 Ethical issues concerning accountability are often seen as a question of responsi-
bility in case of harmful events and their prevention. Moral responsibility and accounta-
bility and their relations have been widely discussed, but there is little consensus on their 
definitions or relations [see, e.g. , 13]. In addition, the terms are often used interchange-
ably. One possible differentiation is that accountability implies instrumentality and ex-
ternal control, while responsibility is more about morality and inner controls [14]. In other 
words, responsibility is more like an assigned duty, whereas responsibility is chosen. 
	 In a data economy setting, questions about accountability and responsibility can 
be contemplated at the individual and organisational levels. However, it must be not-
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ed that although organisations are often seen as legally responsible entities and, thus, 
accountable for their actions, the incumbent people (or employees) make the decisions. 
After all, moral agency cannot be extended to artefacts, as its idea is that an individual 
is primarily responsible for their intended and voluntary behaviour and therefore, arte-
facts cannot be considered moral agents [15]. 
	 In addition to ensuring accountability, transparency is often seen as a means 
to create trust. Trust essentially results from a process in which an individual evaluates 
trustworthiness. In the case of data economies, trust is institutional rather than personal. 
In institutional trust, the trustee places trust in the rules, roles, and norms of an institution 
instead of another human being [16]. Trust and trustworthiness play a key role in adopt-
ing and using technology [17]. In the case of personal data economies, trust towards the 
institutions collecting and using data is even more relevant, as it affects the individuals’ 
decisions about enclosing personal data [18]. Also, trust between the institutions with a 
data economy is essential, as the whole system depends on cooperation.
	 Traditionally, ownership refers to the relationship between physical property 
and its owner. This concept becomes problematic with personal data because it is not a 
physical object and can be held by multiple people simultaneously. Personal data can 
also be used multiple times without being consumed. In the data economy, personal data 
is an asset that can create value for its possessor through use or sale and the individual 
should have rights over it, even without ownership. This dilemma can be addressed by 
distinguishing between legal ownership and the ethically justified control that individuals 
should have over their data [19].
	 In data economy, accessibility is a vital issue as without access data cannot be 
used and value created. Accessibility is about what information an individual or organ-
isations has a right or privilege to obtain, but also about the conditions and safety of 
the data [20]Thus, accessibility is not only about who can use the data but also about 
ensuring that it can be used and that it stays secure from malicious purposes.
Rules, roles, and norms are connected to accountability and responsibility but also clarify 
what actions are allowed and what are not. Official rules are often enforced by pen-
alties and require governance and supervision. In data economies, there is no hierar-
chical control within a system, but it does not mean there are no control mechanisms [3]. 
For instance, laws and policies regulate the actions of different parties. Notably, laws 
and policies are not inherently ethical but should be grounded in ethical considerations. 
Continuous technological development creates policy vacuums that could be addressed 
through ethical frameworks. [21]. This calls for ongoing criticality towards the policies 
and conceptualisations in a complex data economy ecosystem.
	 Motivations, as an ethical issue, require consideration of why people do what 
they do. For instance, Conger et al. [22] used motivation as an ethical category to raise 
awareness of the beneficiaries of unethical acts and those who might suffer. They divide 
this ethical category into 1) identifying classes of potential victims 1) rationales behind 
actions, and 3) direct and indirect beneficiaries. Although intentions and avoidance of 
harm are rather general ethical issues, they should also be considered when considering 
more specific ethical issues.
	 As seen from preceding discussion, numerous ethical issues in data economies 
that can be categorised in these five themes. While focusing on specific issues is nec
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essary, we should also aim to understand the bigger picture of ethical problems and 
their inter-relationships in the personal data economy. Thus, in the full paper, we will 
systematically map the existing literature using scoping review guidelines by Arksey and 
O’Malley [23] using these themes as the basis. We find scoping review a suitable meth-
odology as it allows us to map the currently scattered research and identify the need 
for further research in the field. Thus, this review would aid current and future research 
in data economy ethics.
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Abstract
	
	 In this paper, harms facilitated by smart homes are considered. A systematic 
mapping study is conducted, including 48 published and peer-reviewed articles. The 
study aims to provide an overview of the research area and support future research. 
Through thematic analysis, eight preliminary categories of smart home-facilitated harm 
are identified and discussed.  

Introduction

	 Smart homes are domestic spaces where people live complex and idiosyncratic 
lives amid internet-connected devices, offering numerous benefits [1]. However, explor-
ing harms and negative impacts of smart homes is crucial for making robust ethical 
evaluations. Reports of unethical and, at times, dangerous uses of these systems are 
increasing, with two examples being an increased level of intrusive surveillance [2] and 
their facilitation of domestic abuse [3]. The literature on harms associated with smart 
homes is not as widespread as examining their benefits and optimization, although it 
is gaining increasing attention. Previous reviews have focused on the abovementioned 
dangers to tease out their nuances (for example, see [3]). Alternatively, scoping reviews 
have been conducted, including risks, vulnerabilities, and users’ agency in the discussion 
[4]. Such results tend to be too narrow (focusing on a specific harm) or too general 
(analyzing the types of publications and research disciplines). Therefore, this study aims 
to provide an overview of the current knowledge base on smart home-facilitated harm 
and support future research efforts. The following research question (RQ) is posed: what 
kinds of harms facilitated by smart homes have been identified by previous research? 
We consider facilitating harm to be “acts of harm that are brought about when techni-
cal artefacts, through making a harmful end easier or possible to achieve, invite actors 
holding this end to actualize it using the artefact’[5]. In this sense, we are interested in 
identifying the forms of harm made easier or possible by smart homes. 
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Method 

	 A systematic mapping study aims to provide a broad overview of a research 
area [6]. The outcome of such a review is a systematic map that contributes to a better 
understanding of the research area and supports future research efforts [6]. The pres-
ent study follows the process of conducting a systematic mapping review as suggested 
[6]. Based on the RQ defined above, a search string was formulated that combines 
the study’s two key concepts, harm and smart homes. 246 published, peer-reviewed 
articles in English were extracted from an appropriate database (EBSCO Discovery 
Service) and put in a reference handling system. Upon skimming titles, keywords, and 
abstracts, 123 were excluded as they were not specific to smart homes (exclusion cri-
terion). Skimming the full texts of the remaining articles, 48 results were included in the 
study and subject to thematic analysis [6], as they mentioned a particular form of harm 
(inclusion criterion). 

Preliminary Results & Discussion

	 Figure 1 depicts a preliminary map of eight harms facilitated by smart homes 
identified in the study. The following is an initial review and discussion of some of the 
results underpinning the categories. 

Fig. 1. A preliminary map of smart home-facilitated harm.

	 Aligned with previous reviews [3], domestic violence stood out among the re-
sults. The home has long been a place of violence [7], and the smart home exacerbates 
gender-based violence in alarming ways [8]. Smart homes have been seen to incite con-
flict due to increased surveillance, revealing conflict-provoking information [9]. Although 
there are benevolent motivations for surveillance, such as ensuring a spouse is safe, dis-
cussions submit to the correlation between spousal surveillance and in-person abuse [2]; 
it is necessary to differentiate benign forms of surveillance from harmful ones. 
	 Another category aligned with previous research is security breaches caused 
by external actors with malicious intent [10]. For example, when actors unfamiliar to the 
occupants manipulate devices to open a window, unlock a door [11], or cause harm re-
motely through malware attacks [10]. This category also includes harms related to hack-
ing and unlawful retrieval of personal information. The experience of “being hacked” 
has reportedly generated great uncertainty for users [12]. Yet, users are commonly 
identified as the weakest link in security-related harm [10]. Although users have not 



12122ND INTERNATIONAL CONFERENCE ON THE ETHICAL AND SOCIAL IMPACTS OF ICT LISBON

been hacked, the anxiety related to, for example, interpreting unusual device behavior 
as signs of being hacked causes users stress [12]. The stress caused by the uncertainty of 
whether one has been hacked deserves further attention.  
	 Due to skewed power dynamics between children and their caregivers, intrusive 
surveillance of children is identified as a form of harm. Such practices can infringe upon 
children’s rights to autonomy while disguised as responsible parenting [13]. The balance 
between care and control represents a personal decision for caregivers and a societal 
trajectory regarding acceptable parenting tactics [13]. Ensuring that smart home devic-
es are child-proofed and safe also falls within this category [14]. 
	 One result discussed the harms of increased radiation due to smart home in-
frastructure [15]. The reported impacts on smart home occupants were significant, and 
additional research into related harms, particularly to users’ health, is timely. 
	 Substantial investments in smart nursing homes have been made, but their algo-
rithmic harms to older users are poorly understood [16]. Smart homes designed for this 
user type risk replacing human care with data collecting and notification systems [17], 
and more attention needs to be paid to the harms of digital ageism: age-related bias 
in technology, such as exclusion from design and implementation processes [16].
	 Big tech companies’ hold on smart home markets [18] was identified as a harm. 
This was mainly discussed through the lens of surveillance capitalism [19] regarding how 
large conglomerates normalize surveillance and leverage their monopoly-like positions 
to stifle fair market competition [18]. As a result of their unruly access to personal data, 
harms related to societal and democratic harm are also discussed [18].   
	 Two categories were directly related to domestic surveillance, contributing to 
the platformization of the home [19]. Phenomenologically, this leads to chilling effects; 
as users are tethered to the digitalized environment, they become modulated and dis-
ciplined by the smart home infrastructure [20]. As a result, users may adapt or suppress 
their behavior, which impedes their experience of being at home. Another category was 
function creep: when devices are purchased, for example, to care for one’s pet (pet 
tech) and subsequently used for unintended purposes such as to facilitate unethical forms 
of surveillance [21]. Function creep is poorly understood in the context of smart homes.
  
Limitations

	 The review focused on identifying smart home-facilitated harm, and some limi-
tations are worth noting. As mentioned, these results are preliminary, and in-depth anal-
yses are necessary to comprehensively determine how smart homes facilitate harm. 
The study aimed to provide an overview of the area, contributing to supporting future 
research efforts. This aligns with the aim of systematic mapping studies [6]; the method 
prioritized breadth rather than depth in the present review. Thus, a broad and diverse 
range of articles have been included. In addition, although Figure 1 represents the 
harms as independent categories, they should be understood as layered with intercon-
nected elements. For example, domestic abuse could interrelate to function creep, and 
societal and democratic harms could be sub-categories to big tech’s market dominance. 
These examples are not explicit in the map (Figure 1), and more research is necessary 
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to represent such relationships accurately. A deeper examination of the literature might 
reveal additional insights to support ethically sound smart home living.
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Extended Abstract

Background 

	 Smart doorbell technology has redefined the concept of the front door, trans-
forming it into an intelligent surveillance hub that integrates with security systems and 
smart locks, syncs with voice assistants, and exchanges data with other connected devices 
within the smart home ecosystem [7, 13, 23]. Leading smart doorbell brands include 
Amazon’s Ring and Blink, Google’s Nest Doorbell, and Anker’s Eufy. These devices are 
equipped with motion sensors that, when the doorbell rings or activity is detected at the 
property entrance, trigger high-definition cameras and microphones to begin record-
ing audio and video, which are then stored in the cloud or on local storage. Users can 
remotely monitor their entryways and engage in real-time, audio-visual communication 
with visitors via apps.
	 While smart doorbells are valued for their convenience and perceived security 
benefits, preliminary findings from the present study’s pilot survey indicate that their in-
creasing use raises forth a spectrum of ethical issues related to surveillance, privacy, and 
data governance. One key insight from the pilot is the blurring of boundaries between 
public and private domains, particularly when surveillance practices encroach on shared 
spaces. As a result, smart doorbell users are empowered to surveil individuals without 
their knowledge or consent, thereby institutionalising private surveillance into areas such 
as pavements, driveways, and shared entrances [1, 12].
	 Furthermore, beyond the surface-level advantages of convenience and security, 
the pilot study suggests that smart doorbells introduce deeper questions regarding who 
controls access to the collected data, the extent of “consumer-initiated surveillance” 
[16], and the fine line between security and privacy intrusion. These preliminary insights 
reveal that the ethical dilemmas are not merely theoretical but are experienced by 
stakeholders in real-world settings. Given these complexities, this research is guided by 
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the following question: In what ways do stakeholders perceive and balance the ethical 
concerns and social benefits of smart doorbell technology? 
	 The aim of this study is to explore the perspectives of various stakeholders on 
the ethical and social implications posed by integrating smart doorbells into residential 
security. Drawing from the pilot survey, the research analyses the trade-offs between 
perceived security benefits and potential privacy intrusions. It investigates the key issue 
of the creeping expansion of surveillance through smart doorbells, while also addressing 
topics such as convenience, crime prevention, and public safety. Beyond these trade-offs, 
the study examines broader, unintended consequences of this technology, including its 
impact on social trust, community interactions, and personal autonomy. By addressing 
these themes, this research aims to enrich the dialogue on responsible technology use 
and the evolving landscape of a surveillance-driven society.

Literature Review 

	 This literature review adopts a dual-pronged approach by drawing on both 
peer-reviewed academic sources to ground the discussion in established theoretical and 
empirical research, and non-academic literature, including legal cases, media reports, 
and investigative journalism, to contextualise real-world developments, public discourse, 
and regulatory challenges.  
	 Despite the growing ubiquity of smart doorbells, scholarly attention to their 
ethical and societal implications has remained relatively limited. Additionally, much of 
the existing literature subsumes these devices under broader discussions of smart home 
ecosystems [7, 13], inadvertently overlooking the unique surveillance dynamics they in-
troduce. However, recent academic research has begun to highlight the complex privacy 
challenges posed by smart doorbells [1, 13, 15, 16]. For example, Alshehri et al. [1] and 
Kelly [16] examine these challenges from both homeowners’ and bystanders’ perspec-
tives, revealing tensions around “consumer-initiated surveillance”. Moreover, Selinger 
and Durant [26] contend that smart doorbells represent a form of state surveillance em-
bedded into civilian life through partnerships with law enforcement, thereby raising con-
cerns about due process and regulatory oversight. In addition, Grauer [15] underscores 
the underacknowledged role of audio recordings in exacerbating privacy risks, noting 
that many users remain unaware that these devices capture sound well beyond property 
boundaries, a phenomenon Schleusener [27] terms a “sweeping surveillance nexus” [16, 
27]. Research has further linked smart doorbell use to discriminatory surveillance prac-
tices and the disproportionate targeting of marginalised communities [17, 28].
	 Beyond academic discourse, legal judgements such as Fairhurst v. Woodard [12] 
demonstrate how unchecked residential surveillance can lead to actionable violations 
of privacy law. In a similar vein, Morris [21] critiques the integration of smart doorbells 
with law enforcement by highlighting the lack of legal safeguards and arguing that the 
absence of warrants for accessing footage risks undermining civil liberties. This “tech ex-
ceptionalism,” as Morris [21] describes it, heightens regulatory challenges, and creates 
a slippery slope for pervasive surveillance and potential misuse.
	 This review demonstrates that the ethical challenges posed by smart doorbell 
technology demand deeper academic exploration and more informed regulatory ap
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proaches. Yet several important questions remain unanswered regarding how these de-
vices reshape social interactions, community dynamics, and related ethical concerns, un-
derscoring the need for further interdisciplinary research.

Theoretical Framework 

	 To better understand the ethical and social implications identified in the existing 
literature and supported by early findings form this study, this research applies two es-
tablished theoretical frameworks: Foucault’s concept of Panopticism and Zuboff’s theory 
of Surveillance Capitalism. These frameworks help explain how surveillance restructures 
power, autonomy, and behaviour, and are used here to analyse the role of smart door-
bells within contemporary surveillance society. 
 
Watching Without Watching: The Panoptic Effect at the Doorstep

	 Foucault’s concept of Panopticism [14] describes a surveillance model in which 
individuals alter their behaviour under the mere assumption of being watched, regard-
less of whether surveillance is active [14, 20, 25]. Smart doorbells replicate this dynamic 
at the domestic threshold by creating a panoptic effect – they act as digital overseers 
that monitor and capture any movement, be it gait, facial expressions, conversations, 
tone of voice, and even habitual walking routes. The constant possibility of observation 
can lead both residents and passersby to self-regulate their actions, suppress emotional 
expression, adjust daily routines, and restructure social interactions in response to per-
ceived scrutiny.

Monetising the Front Door: Surveillance Capitalism in Practice

	 In Zuboff’s model of Surveillance Capitalism [31], everyday interactions hap-
pening near one’s home become inputs in a commodified system of surveillance. This 
commodification is not hypothetical – it is contractually embedded in corporate policies. 
Ring’s Terms of Service explicitly state: “You hereby grant Ring and its licensees an unlim-
ited, irrevocable, fee-free and royalty-free right to use, distribute, store, copy, modify, 
and create derivative works for any purpose […]” [32]. Although the policy does not 
explicitly confirm the sale of data, it permits broad usage, including for advertising and 
analytics. This reflects Zuboff’s concern that both users and those being surveilled are 
monetised and disempowered within a corporate ecosystem that commodifies domestic 
space and social behaviour.

Methodology

	 This paper draws on preliminary findings from a pilot survey conducted in a 
residential neighbourhood in Leicester, UK, where 30 out of 48 households had installed 
smart doorbells. The pilot focused on users’ perspectives and early reflections revealed 
that these devices were beginning to influence neighbourhood social dynamics in com
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plex and sometimes troubling ways. Some participants reported a growing sense of 
distrust towards neighbours using smart doorbells, while others described using them 
to gather evidence in disputes or as a deterrent against individuals with whom they 
had strained relationships. Participants further described instances where smart door-
bell surveillance was used as a protective measure in cases of domestic violence. Others 
admitted to reviewing audio and video recordings of street conversations not intended 
for them, raising questions about unintended eavesdropping, ethical boundaries, and 
consent. Several users shared accounts of using the devices to gain the upper hand in 
neighbourhood disagreements, while others noted having shared footage with law en-
forcement upon request. Conversely, some participants expressed discomfort with the 
normalisation of surveillance, questioning whether the benefits outweigh the erosion of 
community trust.
	 Although these findings are based on a small sample of 19 households, prelim-
inary thematic analysis revealed early patterns related to surveillance rivalry, moral 
ambiguity in the use of captured footage, and erosion of informal social norms and 
cohesion. These insights informed the design of the broader research project, which will 
adopt a qualitative methodology involving semi-structured interviews and focus groups 
in the next phase. The study will follow an interpretivist paradigm and an inductive 
approach, using thematic and content analysis to identify patterns, relationships, and 
differences across five stakeholder groups.  The targeted sample will include approxi-
mately 50 to 60 participants selected through snowball and purposive sampling strat-
egies, including primary users (i.e., smart doorbell users), non-primary users (such as 
neighbours, passersby, and incidental subjects), police representatives, privacy special-
ists, and technology experts.

Contribution 

	 This research offers an early contribution to the underexplored area of smart 
doorbell surveillance by highlighting its effects on privacy, trust, and community dy-
namics. It enriches ongoing debates on responsible technology use by examining how 
individuals and communities negotiate the trade-offs between security, autonomy, and 
social cohesion in surveillance-driven environments.
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	 Technological advances in artificial intelligence (AI) are increasingly influencing 
the reality in which we live, and covering more and more areas of it. Whether we like 
it or not, we have to accept that it is becoming an integral part of our lives. Equally, we 
must accept that it is increasingly finding its way into higher education, bringing both 
opportunities and new challenges, including ethical ones. One of the most advanced and 
widely available AI tools is ChatGPT, a language model developed by OpenAI, which is 
widely used in various fields, including academic teaching, thanks to its ability to process 
and generate text. Contemporary higher education is faced with the need to adapt to 
the growing role of AI tools that can support teachers in their teaching, administrative 
and research work. At the same time, a number of ethical dilemmas arise regarding the 
impact of ChatGPT on academic integrity, the quality of education and the changing 
role of academics in the educational process.
	 From the perspective of academics, ChatGPT has the potential to become a 
valuable adjunct to the teaching process, particularly in the context of individualis-
ing teaching, increasing work efficiency and providing access to learning resources. 
However, its widespread use also raises a number of concerns - both in terms of student 
misuse of the technology and the impact on traditional teaching methods and academic 
values, especially in the context of the broad possibilities offered by ChatGPT [1]. As [2] 
point out, artificial intelligence allows for the personalisation of education by tailoring 
materials to the needs of individual students. ChatGPT can act as a teaching assistant, 
providing students with explanations at different levels, giving feedback, helping with 
homework, and supporting their individual development, thus complementing the educa-
tional process initiated by the academic teacher.
	 ChatGPT can also free academic staff from time-consuming administrative and 
teaching tasks. According to a study by [3], AI can assist in assessing student work, for-
mulating tests and analysing student performance, allowing teachers to focus on more 
demanding aspects of teaching, such as mentoring and individual work with students. 
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In addition, the use of AI offers academics the opportunity to use increasingly innova-
tive assessment methods that could not be effectively implemented using a theoretical 
approach alone. Furthermore, the tool can be used to quickly analyse large data sets, 
allowing for improved administrative processes in education [4].
	 The use of ChatGPT may lead to a redefinition of the role of the academic 
teacher in the teaching process. As [3] point out, the increasing capabilities of AI may 
reduce the importance of some of the teacher’s functions, such as the transmission of fac-
tual knowledge, and increase the importance of skills related to mentoring, critical think-
ing and evaluation of sources. However, this change also risks weakening the authority 
of university teachers and reducing their influence on students’ development, requiring 
new teaching strategies and ethical guidelines for the use of AI. 
	 Empirical research on academics’ attitudes towards ChatGPT reveals a mixture 
of favourable and unfavourable responses. On the one hand, many academics see 
the potential for AI to improve teaching and research, including tasks related to idea 
generation, assisting with literature reviews, essay writing, and improving the linguistic 
fluency of academic papers. On the other hand, concerns about academic integrity, the 
quality of AI-generated content, and the disruption of the traditional teaching model 
have led many academics to argue for the need for clear ethical rules governing the use 
of ChatGPT in academics’ teaching and research [5].
	 [6] research suggests that AI-generated content may contain factual errors and 
replicate biases embedded in the training data. [7] note that the lack of transparency 
of AI models makes it difficult for academics to verify the accuracy and neutrality of the 
content provided by ChatGPT. In the context of educational ethics, this presents teachers 
with the challenge of having to constantly question the material generated and teach 
students to be critical of AI-generated content. In the context of scientific work, on the 
other hand, [7] emphasise that while AI will not replace the full work of a scientist, it can 
significantly improve the processing and organisation of large data sets. This is because 
AI does not do the scientific work for the user, but provides some guidance and support. 
	 In the article, we will present the results of a survey conducted among aca-
demic staff at one of the Pedagogical Universities in Poland. The subject of the study 
is academic teachers’ attitudes towards the use of chatbots and tools based on large 
language models (LLMs) in their teaching and research work, their perspectives on the 
future of this technology in teaching and research work. The university with which we are 
affiliated employs 282 people in research and teaching positions. Of these, 181 offi-
cially declare pedagogy as their research discipline. We approached these academics 
with a view to inviting them to take part in the study. We distributed a survey question-
naire to them in March 2025 via an anonymous link or a QR code, to use depending on 
the respondent’s preference. The survey questionnaire was developed and distributed in 
Polish using Qualtrics software. Due to the experience of the low return rate of surveys 
distributed by the traditional method through the university mailing, we decided to send 
individual requests to academics. An unintended consequence of this action was that 
some participants spontaneously shared the link with other staff. As a result, 101 par-
ticipants took part in the survey. We discarded records with less than 50% completion. 
Finally, we included data collected from 92 participants in the analysis, including 63 
(68.5% of all participants) representing the discipline of pedagogy (34.8% of the tar-
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geted group for the study) and 29 participants (31.5%) representing other disciplines 
(psychology - 6 participants, sociology - 11 participants, philosophy - 3 participants, 
other - 9 participants). Specifically, the sample included 65 women (70.7%, Mage = 43.1, 
SD = 9.6, range 26-73), 25 men (27.2%, Mage = 48.0, SD = 12.5, range 31-77) and 
2.2% of those who preferred not to provide gender information. In terms of academic 
degrees, the sample consisted of 26 participants with a Master’s degree (28.3%), 47 
participants with a Doctorate (51.1%), 16 with a Postdoctoral degree (Habilitated doc-
tor, 17.4%) and 3 participants with a Professor’s degree (3.3%). In terms of professional 
experience, the study sample included 21.7% of academics with less than 5 years of 
experience in higher education, 22.8% with 5-10 years of experience, 30.4% with 11-
20 years of experience and 25.0% with more than 20 years of experience.
	 The questionnaire contained five blocks of closed questions and five open-end-
ed questions. Two blocks of closed questions addressed the familiarity and frequency 
of use of selected AI chatbots and the familiarity and frequency of use of tools based 
on large language models [8], with a four-point scale ranging from 1 (unfamiliar) to 
4 (familiar and frequently used). One block of closed-ended questions addressed the 
frequency of use of selected areas of AI chatbot functionality, with the 18 author-devel-
oped items rated on a five-point scale ranging from 1 (never use) to 5 (use regularly). 
Additional two blocks of closed questions addressed the knowledge, attitude, concern, 
use of chatbots/tools based on large language models, perceived ethics [8, 9].  
	 Participants in the study indicated that ChatGPT is the tool they are most famil-
iar with (43.5% of participants know and use it frequently, 38.0% know but use it rarely, 
1.1% do not know it) and therefore use most frequently. Other chatbots were in majority 
unknown or used rarely (see Fig. 1), so we will focus on this aspect of the study.

 
Fig. 1. Familiarity and usage of AI chatbots among academic teachers (in %), N = 92.
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	 We then explored questions about academic teachers’ stated knowledge and 
attitudes towards AI trainings. More than half of teachers declare they know how chat-
bots work. Teachers also confirm that they have read some articles or research papers 
on chatbots. They believe that pupils, students and teachers should participate in training 
on using AI. Teachers who affiliated pedagogy believed to a greater extent that train-
ing was needed (M=4.53, SD=0.73) than academics who affiliated other disciplines of 
social sciences (M=3.86, SD=1.18, U = 557.0, p = .006, r = 0.29).
	 Looking at the ethical issues, almost half of the respondents feel security and 
privacy concerns when using a chatbot. Academics with less than 5 years’ experience 
were more likely to believe that the use of chatbots was widespread among their col-
leagues (M = 3.78, SD = 1.00) than academics with 11-20 years’ experience (M=3.08, 
SD=0.69, U = 136.0, p = .012, r = 0.38) and academics with more than 20 years’ 
experience (M = 3.04, SD = 0.82, U = 119.5, p = .012, r = 0.39). 
	 The uniqueness of the study lies in the selection of the research sample, such as 
the experiences of pedagogical university staff towards ChatGPT, academics who have 
a direct impact on the education of future teachers. It is crucial that the development 
of technology goes hand in hand with ethical reflection in order to make informed and 
responsible use of its potential. In the full article, we will share the results of the entire 
study and present the attitudes of academic teachers towards the use of chatbots and 
tools based on large language models in their research and teaching work.
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	 In recent years, tools based on artificial intelligence (AI) have played an in-
creasingly important role in various areas of life, including higher education. One of the 
most advanced speech models is ChatGPT, which uses natural language processing tech-
nologies to generate text, answer questions and support teaching processes. Although 
its use in education is controversial and raises important ethical questions, an increasing 
number of students are using ChatGPT on a daily basis.
	 On the one hand, ChatGPT can be a valuable tool to support students in their 
studies, helping them to write essays, translate content and analyse complex issues. It 
can also make education more accessible, support those with learning difficulties and 
facilitate the process of acquiring knowledge. On the other hand, there are concerns 
about the reliability of information, academic integrity and the impact of technology 
on students’ independent thinking. The potential for misuse of the tool, for example by 
generating academic content without adequate self-input, is also a major concern.
	 The development of artificial intelligence (AI) technologies has had a significant 
impact on the transformation of higher education, introducing new teaching methods, 
personalizing the learning process and automating teaching processes. [1] highlights 
that the use of AI can bring benefits such as tailoring learning materials to individual 
student needs, facilitating student-teacher interaction, and assisting in the assessment 
process. Their study suggests that the implementation of AI-based solutions not only 
improves teaching effectiveness, but also enables the development of digital literacies, 
which are essential in the modern academic environment.
	 According to [2], ChatGPT can support students by generating texts, answering 
questions and helping them to develop essay concepts and structures. Research suggests 
that the use of this tool helps to reduce the time needed for information retrieval and 
supports the development of writing and analytical skills. As a result, ChatGPT can serve 
as an interactive learning assistant, allowing students to access knowledge faster and 
learn more effectively.
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	 Despite its many benefits, the use of ChatGPT in higher education presents a 
number of ethical challenges. [3] highlights potential risks such as plagiarism, ghost-writ-
ing, and violations of academic integrity. The use of tools such as ChatGPT to generate 
academic content can lead to students using off-the-shelf solutions rather than engaging 
in an independent creative and analytical process. In addition, there is a risk that these 
algorithms may generate biased content, which can influence the formation of biases 
and hinder critical evaluation of the information presented. [4] highlights that over-re-
liance on AI tools can undermine students’ ability to solve problems independently and 
develop their own analytical skills.
	 On the other hand, numerous studies point to the potential of ChatGPT as a 
tool that can contribute to the quality of higher education. [5] shows that ChatGPT, if 
properly implemented and regulated, can provide valuable support in the teaching 
process. Positive aspects include the ability to generate examples quickly, to help devel-
op argumentation skills and to assist with text editing. Furthermore, the authors suggest 
that these technologies can help to reduce educational barriers by enabling students 
from marginalized groups or those with limited access to traditional forms of classroom 
support to access academic resources. 
	 Empirical studies focusing on the student perspective indicate the complexity of 
perceptions of ChatGPT in the academic setting. On the one hand, students appreciate 
the benefits of quick access to information and support in the content creation process, 
which can increase their learning efficiency [6]. On the other hand, there are concerns 
about academic integrity, a decline in the quality of independently produced work and 
the risk of over-reliance on technology, which may undermine critical thinking [7]. Student 
surveys and interviews also show that the decision to use ChatGPT often depends on 
clear guidelines from educational institutions and transparency of policies on the ethical 
use of AI technology.
	 In this article, we present the results of a study conducted among students of 
a Polish pedagogical university regarding their attitudes towards the use of chatbots 
and tools based on large language models (LLMs) in the educational process. There are 
3832 students at the university we affiliate. Among them, we distributed a survey ques-
tionnaire in March 2025, which was made available via an anonymous link or a quick 
response (QR) code to be used according to the respondent’s preference. 445 partic-
ipants took part in the survey. We discarded records with less than 50% completion. 
Finally, we included data collected from 408 participants (Mage = 22.44, SD = 4.63, 
range 18-51), representing 10.6% of those eligible. The sample included 373 women 
(91.4%, Mage = 22.5, SD = 4.7, range 18-51), 28 men (6.9%, Mage = 22.7, SD = 4.1, 
range 19-35) and 7 (1.7%) of those who preferred not to provide gender information. 
The predominance of women is due to the structure of students body that is typical of 
pedagogical studies. Regarding the field of study, the sample consisted of 179 students 
of pedagogy with a teaching qualification (43.9%), 144 students of pedagogy with-
out a teaching qualification (35.3%), 81 students of psychology (19.9%) and 4 other 
students (philosophy, sociology). Regarding the level of study, there were 116 students 
(28.4%) of bachelor’s level (1st cycle), 269 students (65.9%) of master’s level (long cy-
cle) and 23 students (5.6%) of master’s level (2nd cycle). Regarding the study mode, there 
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were 287 full-time students (70.3%, studying during week days) and 121 part-time 
students (29.7%, studying during weekends).
	 The questionnaire contained five blocks of closed questions and five open-end-
ed questions. Two blocks of closed questions addressed the familiarity and frequency 
of use of selected AI chatbots and the familiarity and frequency of use of tools based 
on large language models [8], with a four-point scale ranging from 1 (unfamiliar) to 
4 (familiar and frequently used). One block of closed-ended questions addressed the 
frequency of use of selected areas of AI chatbot functionality, with the 18 author-devel-
oped items rated on a five-point scale ranging from 1 (never use) to 5 (use regularly). 
Additional two blocks of closed questions addressed the knowledge, attitude, concern, 
use of chatbots/tools based on large language models, perceived ethics [8, 9].  
	 Participants in the study indicated that ChatGPT is the tool they are most fa-
miliar with (50.5% of participants know and use it frequently, 38.0% know but use it 
rarely, 1.2% do not know) and therefore use most frequently (other chatbots were in 
majority unknown or used rarely, see Fig. 1), so we will focus on this aspect of the study. 
Students use chatbots mainly in the educational purposes. Among these, the most common 
(64.6%) was clarifying complex topics from classes, lectures, read articles. Almost half 
of the students (48.2%) create summaries of long reading material such as articles, book 
chapters, handbooks. 43.5% of students declare that they generate ready answers 
during classes, homework. Every third student uses chatbots to make proofreading of 
self-written texts, to make language translation and to generate content when writing 
essays. 

 

Fig. 5. Familiarity and usage of AI chatbots among students (in %). Missing answers were 

ignored, N = 408.
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	 More than half of students have a positive attitude towards the use of chatbots 
in education (55.2%). Only one in five respondents believes that the use of chatbots 
should be banned in educational establishments, however they are concerned about how 
chatbots will impact education in the future (77.4%). Respondents have the impression 
that the use of chatbots is widespread among their colleagues (85.1%). Looking at the 
ethical issues, more than 60% of those surveyed believe that using chatbots to complete 
assignments and exams is cheating. Almost half of the respondents feel privacy and 
security concerns when using a chatbot. More than 70% of those surveyed believe that 
chatbots can be used to manipulate information or mislead students. Students also be-
lieve that chatbots could increase inequalities in education.
	 The uniqueness of the study lies in the selection of the research sample, such as 
the experiences, perceptions and attitudes towards ChatGPT of pedagogical students, 
those who will educate the next generation in the near future. The students’ perspective, 
as direct users of the technology, provides a valuable reference point for shaping future 
strategies for the implementation of AI in higher education. This article is an excerpt from 
a study that also aims to juxtapose the perspectives of students and academics from the 
same university on AI-based technology.

Disclosure of Interests: The authors have no competing interests to declare that are relevant to 
the content of this article. 
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Introduction

Care in our Daily Lives

	 Care surrounds us constantly in our daily lives. Although it is imported from 
English language, the term care (ケア, kea) has become deeply ingrained in Japanese 
society. It is a word used so often that people understand the different aspects of the 
act without needing a specific explanation. For example, the following terms are com-
monly used in Japan: elder care, child care, self-care, care management, care plans 
and terminal care. As these examples illustrate, care is very closely tied to our lives and 
it is something essential to human existence, regardless of age, disability or residential 
place. To take an extreme example, from the moment a fertilised egg is implanted in its 
mother’s womb, it is cared for by that mother. And when people reach old age, they re-
ceive terminal care as they approach the end of their lives. From birth to death, humans 
exist in a mutual exchange of care — being cared for and giving care [1].
In general, care, which is indispensable to our lives, has three main meanings [2][3]. 	
	 The first is care centred on the mental or emotional act of caring for others, 
which can also be expressed by words such as ‘consideration’, ‘concern’ and ‘thoughtful-
ness’. The second is care centred on actions actually performed for the sake of others, 
which can be expressed by phrases such as ‘doing for someone’ and ‘looking after 
someone’. The third is even more specific than the second and refers to care that requires 
specialised and practical knowledge and skills. This third meaning of care brings to mind 
professional care provided by medical professionals and care workers. In any case, care 
can encompass not only physical care, but also emotional support, attention and concern. 
And we live our lives caring and being cared for, combining these three types of care in 
complex ways.
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The Care Crisis and the Promise of Digital Solutions

	 While care is essential for our lives, the way care is provided, especially care 
that requires action, is greatly affected by an increasing number of nuclear families and 
dual-income households, as well as the declining birthrate and escalating aging popula-
tion. In other words, modern lifestyles are shifting care from an unpaid act of love within 
the family to an act performed by professionals in the field of care.
	 According to discussions on the ethics of care by Gilligan and subsequent 
researchers, care is essential for human beings and indispensable for their survival. 
However, it has traditionally been socially positioned as a role exclusively for women, 
and issues have been pointed out regarding the value and morality of the act of caring 
[4-7]. In other words, the perspective of caring for care has been socially neglected.
	 However, the rapid ageing of the population, combined with a declining birth 
rate, has highlighted the importance of care, which has traditionally been seen as a 
predominantly female task. In other words, there is an overwhelming shortage of human 
resources to care for the ever-growing elderly population. Currently, Japan is facing a 
serious shortage of nurses and caregivers, and is therefore accepting caregivers from 
abroad. However, despite its social demand and importance, care work is demanding 
and the salary is not high, so there is a constant need to secure personnel and human re-
sources for care work. In particular, there is a shortage of caregivers, and the Ministry of 
Health, Labour and Welfare estimates that about 2.8 million caregivers will be needed 
by 2040, an increase of about 690,000 from 2019 [8].
	 Therefore, there has recently been a search for the provision of efficient and 
effective care services through introducing and utilising digital technology in the care 
sector, as seen in the development of care robots. This is the promotion of the so-called 
digitalisation of care. In Japan, where there are strict restrictions on accepting foreign 
workers, even as care workers, the introduction of digital technology in the care sector 
is expected to become even more active in the future. Although the Japanese govern-
ment has been using the slogan “No One Left Behind” to promote user-centred digital 
transformation [9] and the importance of including older adults in aging and technology 
research and development has been increasingly emphasized in recent years [10, 11], 
older adults’ perspectives on a digitized society have not been explored in depth to 
date.  Therefore, this study aims to explore how community-dwelling Japanese older 
adults perceive the use of digital technologies in daily life, with a particular focus on 
utilizing digital care. Based on the findings, we discuss the ethical issues involved in it.

Methods

	 This is a qualitative study guided by interpretive phenomenological inquiry [12]. 
Ethics approval was obtained from Ethical Committee for Epidemiology of Hiroshima 
University.

Participants
	 Eligible participants were community-dwelling older adults who were 65 years 
old or above and residents in Hiroshima City, Japan. To recruit participants, recruitment 
flyers summarizing study outlines including study objectives, eligibility criteria, data 



13922ND INTERNATIONAL CONFERENCE ON THE ETHICAL AND SOCIAL IMPACTS OF ICT LISBON

collection protocol were circulated to Regional Community Support Centers for older 
adults, Older Adults’ Association, and older caregivers’ peer support groups. The study 
outlines were also announced at community-based exercise programs and salons for 
older adults. 
	 Eighteen community-dwelling Japanese older adults participated in the study. 
Thirteen older adults were women and five were men.

Data Collection

	 Between August 2023 and May 2024, 10 semi-structured, in-depth interviews 
and two focus groups were conducted. While semi-structured, in-depth interviews were 
chosen as the primary method as this method enables for eliciting detailed descriptions 
of human experiences and perspectives [13], eight participants preferred focus groups 
to provide their perspectives. All interviews and focus groups were conducted in person. 
Both interview questions and focus group discussion questions were designed to elicit 
participants’ experiences of adapting to digitalization in their daily lives and their re-
lated perceptions of this shift (i.e., challenges, benefits, and concerns). All the interviews 
and focus group discussions were digitally recorded.

Data Analysis

	 The digitally recorded interviews and focus group discussions were transcribed 
verbatim and analyzed thematically using thematic analysis techniques [14, 15]. 
Transcripts were descriptively coded, and initial codes were collated into broader cate-
gories, which were then amalgamated into themes.

Findings

	 Our analysis yielded four themes that illustrate older adults’ perspectives on 
the use of digital technologies: 1) disapproval of dehumanization, 2) concerns about 
privacy and security, 3) low digital literacy, and 4) lack of access to immediate support 
for issues relating to digital adaptation.

Disapproval of Dehumanization

	 Older adults participants expressed concerns about the dehumanization asso-
ciated with the current shift towards increasingly digitalized society and the negative 
consequences of that dehumanization. Some participants pointed out that digital tech-
nologies cannot replace human warmth that is essential to care. For example, one male 
older adult stated, “I think robots can never replicate human warmth” (P15M). Similarly, 
one female participant identified the inability of digital devices to alleviate depressed 
feelings:     
	 Digital devices can’t soothe a baby. Likewise, digital devices can’t uplift older 
adults’ depressed feelings, but human can, when they ask, “How are you? How are you 
feeling?”, you know. (P14F) 
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	 Another female participant emphasized the importance of human interactions in 
her daily life even if they are short greetings with a casher. 
I don’t like using self-checkout at supermarkets and convenient stores. People just check 
out items by themselves and go. … I enjoy short talk with a casher, even if it’s just saying 
”Good morning,” it’s great. I want that. (P2F) 

Concerns about Privacy and Security

	 Many participants explained that they were against or hesitant of digital trans-
formation  because they were concerned about privacy and security. One participant 
expressed her concerns about being monitored and controlled through the digitizing of 
personal information. She stated, “We now have My Number (the Individual Number). I 
don’t like it because I feel the Japanese Government monitors and tracks our personal 
data with it” (P8F). Another participant’s account below highlighted the risks of scams 
and fraud associated with the use of digital technologies and her fear: 
	 I’m worried about phone scam. I got a phone call around 8 pm the other day. A 
caller said, ‘You’ll be charged extra for your landline,’ and I immediately hang up on it 
because I thought it must be a phone scam. (P9F) 
Several participants were particularly concerned about the security of digital money 
transfer (e.g., online banking, credit cards, mobile payments). P16M noted:
	 I’m older generation…. I don’t like paying by credit card especialy through the 
Internet. I’m okay with using a creditcard with a password in front of a casher. But I feel 
my credit card information can be stollen easily when I shop online and a password is 
not required. (P16M) 
	 Like P16M, older adults who perceive themselves as digitally naïve may be 
more worried about the privacy and security issues associated with digital technologies. 

Low Digital Literacy

	 Understanding technical terms and jargon around digital technologies was a 
challenge to many participants. One male participant noted, “I don’t understand the 
meaning of the words that pop up for instruction in my computer and cell-phone. … 
Probably, my brain—especially on a digital part—refuses to learn and remember be-
cause it is too old” (P16M). As he associated his low digital literacy with his age, anoth-
er participant below referred to her age when explaining difficulty remembering the 
knowledge she has gained in terms of how to use a social media and instant messaging 
application LINE:
	 The residents’ association I belong to is using LINE for communication among the 
members. It is convenient, but I don’t know how to send messages. I learned it but I forgot 
it. It is just my age that I easily forget how to do it when I stop using it. (P2F)

Lack of Access to Immediate Support for Issues Relating to Digital Adaptation
	
	 It was another challenge for many participants to access immediate support 
when they faced difficulties dealing with technological issues. One female participant 
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explained that she had to address her concerns about digital safety herself because she 
did not have resources she could rely on at hand in her family:    
	 I installed an antivirus software in my computer because I can’t ask my kids 
every time I wonder if it’s safe to click links in emails or messages. I don’t live with my 
kids, and my husband used to be good at computers but lately he’s been saying “I for-
got” when I ask him. (P6F) 
	 When participants tried to access professional services to address technological 
concerns and issues, it was not easy to access them. One male participant explained:
	 Computer companies provide a support number, you have to wait for a long 
time when you call them for assistance. You’d get a message “We are experiencing a 
high volume of calls at this time. Please hold,” and it takes at least 30 minutes until you 
get to talk to a support person. (P7M) 
	 Considering that adaptation to digital society was critical for older adults, he 
continued to suggest that support system for them might be put in place:
	 Older adults who are 75 years old or above had little experience of using 
digital technologies at work. So if we want them to use technologies for, for example, 
preparing for disaster, we have to make sure that someone who knows technology very 
well will explain them carefully and thoroughly. (P7M)

Discussion

Perceptions and Concerns: Older Adults’ Voices on Digital Technologies

	 According to a study by Wada et al. [9] based on interviews with Japanese 
community-dwelling older adults about their perceptions of the use of digital technolo-
gies in daily life, Japanese older adults have the following four concerns about care in 
their increasingly digitalized daily lives.
	 The first is a concern that care will be hampered by mechanisation or roboti-
zation, leading to dehumanisation. Dehumanization of care raises concerns about the 
potential loss of meaningful human interaction and also the risk of over-reliance on tech-
nology. This concern can be explained by the ongoing debate about the replacement of 
jobs by AI. According to Frey and Osborn [10], it is considered difficult to immediately 
replace humans and professions that provide care with technology or AI. Care needs to 
be provided in accordance with the individual circumstances of those who need it, and 
because care requires the consideration of life safety and security, it places not only 
a physical but also a psychological burden (emotional labour) on those who provide it 
[11].
	 Furthermore, it is currently difficult to replace the presence of care, where the 
experience of sharing a place and being with the caregiver is itself care for the cared 
for, with healthcare technology [12]. Kleinman further defines care as ‘a personal and 
collective human practical experience that includes protection, practical assistance, and 
a sense of solidarity that is physical, emotional, interpersonal, moral, and human sup-
port’ [12: p. 122]. The continued use of technology for care, which is inherently a human 
act, needs to be designed to play a role in human relationships through care, rather than 
replacing the human caregiver themselves with machines.
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	 The second concern relates to privacy and security risks that may emerge with 
the adoption of digital technology. As data has become a valuable asset, it’s increas-
ingly difficult for individuals to grasp the social and economic risks associated with data 
breaches or misuse of personal information. These concerns of older adults are not 
limited to Japanese older adults, but have also been identified in research studies in 
Europe [13]. Furthermore, without a clear understanding of how to ensure privacy and 
security, these concerns make older adults reluctant to use digital technology for care. 
This, combined with the third concern of low digital literacy, leads to anxiety about how 
to use digital tools. Under the lack of digital literacy, older people easily face difficul-
ties navigating interfaces or understanding online safety. Consequently, even in a society 
where digital devices are widely used, gaps in digital literacy can lead to a digital 
divide between people. Low digital literacy of older people can cause unexpected 
socio-economic losses. The problem of the digital divide in modern society needs to be 
understood not only as a problem of economic inequality due to digitalisation as in the 
past, but also as a problem that can lead to isolation of older adults and mental health 
problems (loneliness) in society.
	 This can also be caused by the fourth concern, which is the lack of access to 
immediate support for issues relating to digital adaptation, which makes it difficult to 
accept digitalisation. How should IT companies that develop and disseminate digital 
tools respond to the situation of older adults who are isolated in a digitalised society? 
These issues can be considered from the perspective of the social responsibility of digital 
companies and the IT industry, as well as from the perspective of the professionalism of 
IT professionals who design and develop digital tools.
	 On the other hand, these concerns can also be seen as the flip side of older 
adults’ motivation to use digital tools and their expectations of their benefits (potential 
for expanding social connection, sustaining health, and avoiding using coins). It is pos-
sible to raise expectations of wanting to connect with friends, communities or society 
through digital tools, the desire to improve the convenience of life through digital tools, 
or the motivation to use them to maintain health. Introducing digitalised care into actual 
care practice for the sake of efficiency and convenience alone can lead to the dehuman-
isation of care and create an unequal power relationship between caregiver and care 
recipient. Mitigating these ethical and social risks requires a holistic approach to digital 
care that considers the interconnectedness of mind/emotion, body, skills/knowledge and 
connectedness, and ensures that technology serves to enhance, not diminish, the human 
experience of care.
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Abstract

	 In the evolving mobile app landscape, Quizly emerges as a multimodal Android 
quiz application designed to enhance educational accessibility and interactivity, particu-
larly for differently abled users. By integrating Convolutional Neural Networks (CNNs), 
Quizly supports hand gesture recognition, voice navigation, and gaze tracking, offering 
an intuitive and inclusive quiz-taking experience. Built with a robust tech stack Python for 
machine learning, React Native for UI, and a Node.js, MongoDB backend. The app was 
developed using an iterative methodology that incorporated continuous user feedback. 
A user study with 30 participants validated its usability and adaptability, reflecting 
high user satisfaction. Quizly stands out as both a technological innovation and a step 
forward in inclusive educational tools, delivering real-time multimodal interaction and 
setting the stage for future research in accessible learning platforms.

Introduction

	 In an era defined by rapid advancements in educational technology, ensuring 
accessibility and inclusivity remains a critical challenge. Despite a proliferation of dig-
ital learning tools, individuals with disabilities often encounter barriers that hinder full 
participation. Quizly a multimodal Android-based quiz application aims to redefine 
this landscape by introducing innovative interaction mechanisms tailored for differently 
abled users. By incorporating gaze tracking, hand gesture recognition, and voice-based 
navigation, Quizly empowers users with visual and motor impairments to engage with 
educational content on their terms. The goal is not merely technological enhancement but 
fostering equitable access to learning experiences. In alignment with Universal Design 
for Learning (UDL) principles, Quizly represents a shift towards user-centered, adapt-
able education platforms that serve all learners, regardless of physical ability or senso
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ry limitations. This approach aligns with recommendations by Prensky [1] and Burbules et 
al. [2], who emphasize the need for 21st-century educational tools to support inclusivity 
and digital literacy. Existing quiz technologies, while often innovative in their pedagog-
ical delivery, frequently fall short in supporting users with disabilities. Most platforms 
rely heavily on visual cues and touch input, excluding learners who are blind, visually 
impaired, or have motor impairments. Limited support for screen readers, lack of haptic 
feedback, and absence of alternative input modalities like voice or gaze control high-
light these shortcomings [3][8][17] [24-28].

Multimodal Interaction & Technology

	 Quizly’s primary innovation lies in its multimodal input system. The application 
allows users to select quiz answers through eye gaze direction, hand gestures, and voice 
commands. For gaze tracking, the model was trained using the ARGaze dataset—com-
prising over 80,000 labeled eye images at a 32x32 resolution. Facial landmark detec-
tion and pupil tracking techniques, integrated into a CNN architecture, allow the model 
to determine gaze direction with 83% accuracy. This enables users with limited motor 
function to interact simply by looking at their intended choice. For hand gestures, a deep 
CNN model was trained on a vast dataset of 25,000 videos and 100,000 static imag-
es at 144x144 resolution. The system supports a range of intuitive gestures like swipe 
left/right, tap, or hold, mapped to quiz selection actions. Additionally, Quizly includes 
an audio interface powered by built-in speech-to-text tools, allowing voice navigation 
and quiz participation for users with visual impairments. All three input modes operate 
in harmony, enabling redundancy and user choice key pillars in inclusive design. Previous 
studies have successfully implemented similar interaction models for education and as-
sistive tech [6][12][26].

User Interface Design

	 The design process was rooted in empathy and inclusiveness. Leveraging Figma 
for UI prototyping, the team followed an iterative approach involving feedback from 
users with visual and motor impairments. Interface elements were carefully designed 
to minimize cognitive load screens were divided into six symmetrical zones to aid mus-
cle memory, especially for blind users. Font sizes were increased for readability, and 
high-contrast themes were applied for low-vision users. Key navigational tools like back, 
menu, and search were mapped to gestures and voice commands. Haptic feedback 
mechanisms provide tactile cues that reinforce successful actions. Moreover, the app in-
cludes a customization menu where users can adjust the voice speed and volume of text-
to-speech, change gesture sensitivity, and select input preferences. These adjustments 
aim to provide autonomy and foster a sense of control among users with varying needs. 
This aligns with Universal Design for Learning (UDL) principles advocated by Fovet [3] 
and Jenkins [4-5].
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User Study & Evaluation

	 To validate the usability and accessibility of Quizly, a user study was conducted 
with 30 participants: 10 visually impaired, 10 with motor impairments, and 10 non-disa-
bled control participants. Participants engaged in training sessions followed by real-time 
quiz interactions using their preferred input method. Performance metrics such as input 
accuracy, time taken, and error rate were logged. The average accuracy of interpret-
ing gaze and gesture inputs was 89%, reflecting robust performance across modalities. 
Participants with disabilities reported higher engagement compared to traditional apps, 
attributing this to the responsive interface and non-reliance on touch input. An ANOVA 
test was conducted to determine if there were significant differences in usability ratings 
between the three groups. The test yielded an F-value of 4.500 and a P-value of 0.041, 
allowing us to reject the null hypothesis. This indicates that the enhanced accessibility 
features in Quizly significantly improved the user experience for differently abled par-
ticipants. Our evaluation strategy is informed by frameworks from Bai et al. [17] and 
Appleton et al. [18], who explore engagement and accessibility testing methods.

Statistical Table – Usability Scores

	 The usability data, shown in Table 1, reveals consistently high scores across all 
participant groups. The control group averaged slightly higher scores, as expected due 
to the absence of accessibility challenges. However, the visually and motor-impaired 
users rated the application highly as well a strong indication that Quizly successfully 
mitigates typical barriers. These results support our hypothesis that multimodal input 
systems can level the playing field in digital education. The quantitative results support 
gamification theories reviewed by Alsawaier [9] and Manzano-León et al. [10].

Training Graphs

	 Figures 1 and 2 illustrate the model training performance for gaze tracking and 
hand gesture recognition, respectively. Both graphs show a significant decline in training 
and validation loss over epochs, confirming model convergence and learning stability. 
The CNN used for gaze tracking shows a smooth learning curve with minimal overfitting, 
while the hand gesture model displays slightly higher initial variance due to gesture 
complexity. Continued dataset augmentation and fine-tuning are expected to further im-
prove accuracy. These graphs visually reinforce the reliability of Quizly’s core machine 
learning components. These findings are consistent with learning analytics approaches 
discussed by Duggal et al. [26].

Conclusion & Future Work

	 Inclusive educational technologies are essential to ensure fairness, justice, and 
equal opportunity for all learners. Many existing quiz platforms exclude differently 
abled users by relying solely on visual and touch inputs. Quizly addresses these gaps 
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through multi-modal interaction, setting a new benchmark for accessibility in digital 
learning. The application not only proves the feasibility of CNN-driven gesture and 
gaze input in mobile apps but also showcases how user-centered design can deliver 
high usability for a diverse population. AI tools like those in Quizly must be developed 
with diverse, bias-free datasets to avoid disadvantaging users. Looking ahead, future 
versions of Quizly will incorporate real-time adaptive learning paths, voice recogni-
tion enhancements, and augmented reality features. There is also potential to integrate 
Quizly into larger e-learning platforms and learning management systems. As educa-
tional institutions increasingly embrace digital learning tools, solutions like Quizly will be 
essential in ensuring equitable access and fostering lifelong learning for all individuals. 
Future plans include integration of AI tutors and adaptive content, in line with emerging 
educational tech trends. 

Table 1: Usability Scores (on a scale of 1-10)
Participant Visual Impairments Motor Impairments Control Group
1 8 7 9
2 7 8 9
3 8 7 8
4 9 8 10
5 7 10 8
6 8 7 9
7 7 6 8
8 8 7 9
9 10 8 9
10 8 7 10

Figure 1: Gaze Tracking Model Training Curve
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Figure 2: Hand Gesture Recognition Model Training Curve
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Introduction
	 Borders are increasingly understood not only as geographical demarcations 
but as objects of national and international surveillance efforts, supported by advanced 
technological infrastructures and shaped by evolving demands for enhanced national 
security. The 1985 Schengen Agreement was originally introduced with the ambition 
of building a Europe without borders (Guild et al, 2016). However, events such as the 
2015 refugee crisis, the COVID-19 pandemic, and risk/fear of terrorism and crime have 
redefined the function of borders within the Schengen area under political pressure to 
increase security. Simultaneously, the intensified surveillance has been criticised for risks 
for fundamental democratic values, particularly privacy and freedom of movement (Ball 
& Webster, 2020). In recent years, Sweden has been preparing to implement the Entry/
Exit System (EES), a new border control system intended to control third-country nationals 
entering or exiting the Schengen Area. We argue that the EES should be understood as 
a supra-institutional infrastructure, that will be implemented simultaneously across all 29 
Schengen states. There have been repeated delays due to the system’s scale and techni-
cal and legal complexity, now planned to be implemented in October 2025. The system 
is intended to facilitate the identification of individuals travelling with false documents, 
overstaying permitted durations, or who are otherwise inadmissible to the EU. It is also 
expected to support the prevention, detection, and investigation of terrorism and other 
serious crimes. 
	 Against this background, the aim of this paper was to explore ethical dilemmas 
associated with the introduction of biometric technologies, such as facial recognition and 
digital fingerprints, at airport border control, which is also part of an emerging supra-in-
stitutional infrastructure.

Supra-institutional infrastructure for border control 
	 The concept of the border has been redefined and further developed in recent 
decades, from a fixed territorial demarcation to a dynamic, socio-technical system of 
inclusion, exclusion, and control (Mau, 2023; Trauttmansdorff, 2024). Scholars (Amoore, 
2021, 2024a, 2024b; Amon, 2022; Mau, 2023) have questioned the traditional view 
of borders as static geopolitical lines, instead conceptualising them as relational and 
processual entities embedded within infrastructures of governance and algorithmic gov-
ernance. Mau (2023) describes contemporary borders as filtering mechanisms, i.e struc-
tures that sort individuals based on security policy risks rather than simply marking the 
limits of national sovereignty.  
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Simmel (1997) argues that borders should not be understood primarily as a spatial 
construction with social consequences, but rather as a social distinction expressed spa-
tially. This perspective corresponds well with Haggerty and Ericson’s (2000) view of the 
surveillant assemblage (Haggerty & Ericson, 2000). EES is an illustrative example how 
surveillance operates through a surveillant assemblage and here operational images 
(Farocki, 2004) play a central role. In this infrastructure, border control is no longer 
purely the domain of officials exercising discretionary judgement but rather becomes a 
distributed process. Although the biometric deep border (Amoore, 2021) has become 
an almost ubiquitous feature in the fight against terrorism and crime, it also encompasses 
ambiguous and conflictual elements which makes it questionable. 

Research Design 
 
	 The empirical material for this study was generated through field visits, 
interviews, and document analysis (Alvesson & Deetz, 2021). We have conducted four 
airport visits, 20 interviews and document analysis. The following section presents the 
identified themes.
 
Ethical Dilemmas in Airport Biometric Border Control

	 The airport border as a material and institutional assemblage Airports are 
shaped by interwoven physical, digital, and institutional structures. In Sweden, the sta-
te-owned company Swedavia manages airport operations, infrastructure, and securi-
ty procurement, while parts of airport security are delegated to Securitas. The police 
oversee border control and immigration, including the content of passport kiosks owned 
by Swedavia. Both Swedavia and the police operate separate surveillance systems. 
Customs handle goods control. Collaboration between these actors is shaped by legal 
frameworks, digital system complexity, and institutional boundaries.
	 Efficiency in passenger flows versus security Automated border control aims 
to manage rising numbers of non-Schengen travellers without expanding staffing. In 
Sweden, full automation is not planned; instead, biometric systems will assist border 
guards in identity verification. This enhances detection of identity fraud, such as look-
alike cases, but increases workload, as suspected cases require further processing. 
Although facial images can be manipulated, such attempts remain rare. Security im-
proves, but not flow efficiency, as the system depends on both technology and human 
judgement.

Increased Documentation
 
	 The adoption of biometric technologies is expected to result in more extensive 
documentation at border controls, particularly as the use of so-called enhanced controls 
becomes more frequent. Enhanced control involves escorting the individual to a separate 
area where two border officers conduct detailed questioning regarding identity and the 
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purpose of entry into Sweden. Travel documents are also subjected to close inspection, 
including microscopic examination.

Technical and Infrastructure Challenges

	 These challenges concern both the establishment of a robust infrastructure and 
the integration of new biometric systems with existing frameworks to achieve intero-
perability. They are also context-specific, depending on how particular technologies 
function in operational settings. For instance, the physical placement of facial recogni-
tion cameras during testing has posed difficulties, requiring manual adjustment to align 
with passengers’ varying heights. 

Infrastructural Asymmetries and Organisational Frictions

	 Readiness and willingness to implement the EES vary considerably across 
Schengen member states. High-traffic airports often face greater logistical complexity 
in upgrading systems without causing significant delays. In the Swedish context, post-
ponements have also been attributed to the expectation that more advanced technology 
will become available, leading to a preference for deferral. 

Legal and Regulatory Barriers

	 Swedish legislation required revision to permit the collection and processing 
of biometric data such as fingerprints and facial images. Under the amended legal 
framework, the Swedish Police Authority is responsible for facilitating access to the EES 
for other relevant authorities and managing personal data processing within the sys-
tem. Further clarification has been provided regarding the relationship between EES 
regulations and broader data protection law, including the conditions under which for-
eign nationals are obliged to provide biometric identifiers for verification. 		
	
Detection and Prevention of Serious Crime and Terrorism 

	 Law enforcement authorities and Europol may access EES data for the inves-
tigation and prevention of terrorism and other serious crimes, provided the request is 
proportionate and justified by overriding public security concerns. When biometric data 
collected through the EES is processed for law enforcement purposes, it falls under the 
scope of Directive (EU) 2016/680, which permits certain exceptions from individual 
rights, including access, rectification, and erasure. This legal framework creates a sig-
nificant ethical tension between public security and individual data rights especially the 
right to erasure, or the Right to be Forgotten (GDPR). 

Privacy, Sorting and Profiling 

	 Border control practices involve the profiling of travellers, including the obser-
vation of behavioural cues while queuing or during interactions with border officials. 
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Such profiling is closely tied to broader processes of risk assessment, wherein border 
authorities evaluate potential risks related to irregular migration, threats to public order 
or security, human trafficking, and the unauthorised movement of minors e.g. cases of 
suspected child abduction. Importantly, the selection of individuals for additional control 
must adhere to non-discrimination principles. orientation.

Travellers’ Right to Privacy
 
	 Travellers occasionally express reluctance to have their biometric data collected, 
often in relation to being photographed, at border control points. This often prompts 
explanatory dialogue in which officers are required to clarify the legal basis for 
biometric registration. Border crossings can be experienced as high-pressure situations, 
which may affect individuals’ capacity to fully comprehend the implications of biometric 
data collection. findings also underscore the importance of upholding human dignity 
during the biometric enrolment process and ensuring that it is carried out in a non-
discriminatory manner.

Conclusions

	 While biometric technologies hold the potential to increase efficiency and se-
curity, they simultaneously give rise to significant ethical and legal dilemmas especially 
concerning democratic values and rights such as freedom of movement and the right 
to privacy. In this context, the right to erasure under the GDPR emerges as particularly 
prominent in relation to biometrics. As biometric borders continue to evolve, there is a 
need for an ongoing critical and ethical discussion, not only in relation to the technology 
but also in relation to the power dynamics and normative assumptions they create and 
reinforce.  
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Extended Abstract

Demographic Change and Independent Living

	 Nowadays, we globally face demographic change caused by aging popula-
tions. Japan and Sweden, the two countries examined in this study, are no exception. Life 
expectancy in both is among the highest in the world: Approximately 83 years old in 
Sweden and 84 years old in Japan [1]. Demographic aging and other structural chang-
es will increase social expenditures, such as medical costs and public pension spending 
[2].
	 By 2040, around 25 percent of the Swedish population will be 65 or older, 
and many in this age group will be active and healthy for a considerable period of 
their older years [3] Japan faces a similar demographic trend; it is estimated that by 
2040, the population aged 65 and over will constitute approximately 35 percent of 
the total population [4]. As the population ages and social security costs rise, supporting 
independent living becomes a pressing issue in the care sector. For older people, being 
healthy and living independently is essential for maintaining a sufficient quality of life 
and establishing a sustainable and participatory relationship with communities and so-
ciety. However, physical weakness and declining cognitive abilities can make it difficult 
to live a completely independent life. Therefore, support for independent living enables 
older people to maximise their independence.
	 Support for independent living among older adults encompasses a range of 
services and assistance, extending beyond formal care services provided by public in-
stitutions to include informal support from family members, irrespective of co-residence. 
Publicly available formal services encompass home care services and home medical 
care. Home care services, designed to enable older adults to maximise independent 
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living within their homes, involve visits from home care workers (referred to as “home 
helpers” in Japan and “Hemtjänst” in Sweden). These professionals provide a range of 
support, including assistance with activities of daily living (ADL) such as eating, excretion, 
and bathing (physical care), as well as instrumental activities of daily living (IADL) such 
as cleaning, laundry, shopping, and cooking (lifestyle assistance). Furthermore, special-
ised care businesses offer services such as transportation assistance to medical appoint-
ments, including support with boarding, transferring, and alighting from vehicles. Home 
care services are tailored to individual needs, with the content and scope of services 
varying based on the degree of required assistance. A collaborative process involving 
the care recipient, their family, and a care manager determines the specific care needs, 
culminating in the development of a personalised care plan. The governments of both 
countries are prioritising policies that promote independent living among older adults to 
reduce social welfare costs and address the shortage of elderly care services.

The Role of Technology in Independent Living for Older Adults

	 Digital technology and artificial intelligence (AI) are revolutionising elderly 
home care, empowering aging individuals to maintain independence while enhancing 
safety and well-being. Wearable devices and health-monitoring tools track vital signs in 
real-time, enabling early detection of health issues and reducing the need for frequent 
doctor visits. AI-powered virtual assistants and chatbots provide personalised care, from 
medication reminders and exercise encouragement to combating loneliness through com-
panionship. Robots and AI-driven devices assist with daily tasks, including mobility sup-
port, meal preparation, and home safety monitoring.
	 Smart home technology, exemplified by companies like Careium in Sweden, 
uses internet-connected devices to monitor seniors’ environments and alert caregivers 
to potential problems, such as falls or prolonged inactivity [5]. Telemedicine is another 
significant advancement, allowing seniors to have video consultations with healthcare 
professionals, reducing the need for in-person visits [6][7]. Telemedicine platforms, like 
Min Doktor and Livi, allow seniors to consult remotely with healthcare professionals, 
making care access easier [8][9]. AI-powered fall detection devices (e.g., Safe Hub, 
Doro) automatically alert caregivers or emergency services, while robotic assistants like 
ElliQ offer companionship, medication reminders, and encourage physical activity [10]. 
AI-driven predictive health monitoring tools (e.g., Pilloxa) help ensure medication ad-
herence and predict potential health risks by analysing individual data patterns [11]. 
Cognitive health apps (e.g., MindMate) support individuals with dementia through mem-
ory exercises and daily reminders [12]. Virtual reality platforms are also utilised to 
combat social isolation, offering engaging experiences like virtual travel and social 
interaction.
	 While Sweden’s approach focuses on direct benefits for seniors, Japan empha-
sises supporting caregivers. For example, Panasonic’s digital care management service 
uses IoT monitoring to provide valuable data insights for care plan development, while 
NEC offers remote training for care professionals to address staffing shortages and 
improve care quality. These digital tools and AI technologies hold immense potential to 
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transform elderly home care, promoting independence, enhancing safety and well-be-
ing, and supporting family caregivers, leading to more sustainable and compassionate 
care solutions for aging populations.

The Ethical and Practical Considerations of Digital Technology and AI in Aged Care 
at Home

	 While IT tools and AI offer significant benefits for elderly care at home, there 
are several risks, medical as well as ethical, that need to be considered. One major con-
cern is privacy and data security. As wearable devices, sensors, and AI-driven solutions 
collect sensitive health data, there is the potential for data breaches or unauthorised 
access, putting personal information at risk. Ensuring robust encryption and secure stor-
age of this data is critical. Another risk involves the reliability and accuracy of the tech-
nology. AI systems and monitoring devices may malfunction or provide incorrect data, 
leading to false alarms or missed health issues. This could result in unnecessary stress for 
caregivers or, conversely, delay timely intervention for the elderly.
	 Additionally, technology may not be fully accessible to all seniors, especially 
those with limited digital literacy or cognitive impairments, potentially exacerbating ex-
isting inequalities in access to care. Over-reliance on technology could reduce the human 
element of caregiving. While AI can offer assistance, it cannot replace the emotional 
connection and personalised care that human caregivers provide. Balancing technology 
with human involvement is essential to ensure that elderly individuals receive comprehen-
sive, compassionate care.
	 It is therefore important to consider how technology can be leveraged to pro-
vide family members with the skills and support they need as caregivers. Many dedicat-
ed family caregivers lack formal training in medical or caregiving tasks. The integration 
of IT and AI tools can offer substantial support. These tools provide both training re-
sources and real-time assistance to enhance caregiving.
	 Digital platforms and mobile applications offer self-paced training modules 
that teach family caregivers how to handle basic medical tasks like administering medi-
cation, checking vital signs, or using medical devices. These tools provide step-by-step in-
structions and videos to improve caregiver competence. Additionally, AI-powered virtual 
assistants and chatbots can guide family members in daily caregiving routines, providing 
reminders for medications, doctor’s appointments, or physical exercises, ensuring that 
important tasks are not forgotten. Remote monitoring systems, such as wearable devices 
or in-home sensors, help caregivers keep track of the elderly person’s health metrics in 
real time, such as heart rate, activity levels, or sleep patterns. AI can analyse this data 
to detect potential health risks, like falls or abnormal vital signs, and alert caregivers 
immediately. This proactive approach enables early intervention and reduces the stress 
of constant surveillance. Telemedicine and virtual consultations provide caregivers with 
direct access to healthcare professionals for advice and guidance without needing to 
leave home. Family members can discuss concerns, clarify medical instructions, or receive 
expert opinions, ensuring proper care.
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	 Emotional support is also vital, and AI tools can assist here by offering stress-re-
lief strategies, such as guided meditation programs, or even companionship through 
virtual pets or social interaction platforms for both caregivers and the elderly. By com-
bining training, monitoring, and support, IT and AI tools may empower family members 
to deliver safe, effective care, reducing the burden and enhancing the quality of life for 
everyone involved.
	 Digital technology and AI hold immense potential to transform elderly care, 
promoting independent living, improving safety and well-being, and supporting family 
caregivers. However, realising this potential requires careful attention to the ethical and 
practical considerations discussed, including privacy concerns, data security, technolog-
ical reliability, and equitable access. A balanced approach that integrates technology 
with human-centred care, prioritising the emotional and social needs of older adults, is 
essential for creating sustainable and compassionate solutions. Future research can work 
on developing best practices for ethical implementation and ensuring that technology 
empowers both older adults and their caregivers.
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Extended Abstract

	 Among all the resources available in modern society, personal data are among 
the most precious. Organisations that collect and process it in an unprecedented way 
risk exploiting it. Some events are unauthorised access, data breaches, or data exploita-
tion for business purposes against user consent. At the same time, users are becoming 
increasingly aware of the importance of protecting privacy, which forces organisations 
to implement adequate protection mechanisms [5].
	 The key threats to personal data include cyberattacks, the problem of improp-
er data management, and Big Data practices and profiling. One of the most serious 
threats to the personal data of network users is cyberattacks. Cybercriminals use ad-
vanced techniques, including social engineering, to gain access to personal data. Hence, 
the most dangerous data attacks include phishing [16], ransomware [7], and DDoS [6] 
attacks. Phishing is a social engineering technique to obtain confidential information 
by impersonating trusted institutions, such as passwords, bank details, or credit card 
numbers. These attacks are often carried out using fake emails or websites that look 
almost identical to the original. Ransomware is malware that encrypts the victim’s data 
and demands a ransom to unlock it. In the latest attack, the so-called double extortion, 
attackers first steal data and then threaten to reveal it if payment is not made. DDoS 
(Distributed Denial of Service) attacks overload server or network resources by sending 
many requests from infected devices simultaneously. Their goal is to prevent legitimate 
users from accessing online services, which can lead to serious financial and reputational 
losses [12]. Figure 1 shows the key threats to personal data.
	 An improperly conducted data management process is equally dangerous for 
personal data. Organisations often store data inconsistent with best practices, such as 
without encryption or in outdated systems. Such negligence leads to inadvertent leaks 
that can have serious legal and reputational consequences. Furthermore, collecting large 
amounts of data for analytical purposes creates a risk of privacy breaches. Profiling 
algorithms used in marketing and politics can lead to discrimination or manipulation [2].
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Fig.1. Key threats to personal data.

	 An essential element aimed at improving the security of personal data is the 
implementation of appropriate mechanisms for protecting personal data. Here, we can 
point out the General Data Protection Regulation (GDPR) [3]. The GDPR introduced uni-
form data protection principles in the European Union. In addition, it imposed obligations 
on data controllers, such as reporting breaches within 72 hours, ensuring the right to be 
forgotten, and data protection impact assessments. The NIS2 directive [13] (Network 
and Information Security Directive 2) is also worth mentioning. NIS2 is the updated NIS 
Directive (2016/1148) adopted by the European Union to improve cybersecurity within 
the Member States. Thus, the organisation has to adapt all security procedures, identify 
critical IT resources, implement protective mechanisms, and notify all incidents to the ap-
propriate authorities [15].
	 Equally important are technologies that support data protection. Encryption is 
the basic mechanism for protecting against unauthorized access. Data anonymization 
eliminates the possibility of linking data to a specific person, while pseudonymization 
reduces the risk of identification and enables its processing for analytical purposes. From 
a network perspective, threat detection and prevention systems are essential. These 
systems monitor network traffic, identify potential threats, and automatically respond to 
incidents. They use machine learning algorithms to analyse attack patterns. Encryption 
algorithms AES-256 [8] and RSA [11] protect data in rest and transit. Measures such as 
k-anonymity or differential privacy make anonymization feasible, reducing the possibil-
ity of users’ identification. IDS/IPS tools such as Snort [1] or Suricata [9]detect threats. 
Together, these technologies provide end-to-end protection from data leakage and cy-
berattacks. Nevertheless, user awareness should always be addressed. It is a key ele-
ment of data protection. Educational campaigns, training, and certificates in information 
security helps minimize the risk resulting from human errors [4].
	 Personal data protection is not merely a matter of legislation but, above all, 
responsibility for users’ privacy on the part of companies. Businesses have to be honest, 
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considering the users’ will and not playing tricks on customers with tricks such as mass 
profiling. Ethics regarding new technology is also essential business objectives only with 
artificial intelligence or Big Data can’t be solved at the expense of privacy. In reality, it’s 
not simply compliance with legal rules but thoughtful decision-making: is the information 
indeed required? Is using it harmful to users? Such a framework instils confidence and 
facilitates building technologies that add to privacy rather than diminish it [10].
	 As new technology emerges, so do new ways of compromising privacy. 
Augmented reality, quantum computers, and better artificial intelligence models can 
change data collection, processing, and protection. Perhaps the most immediate issue 
could be AI’s growing capability to predict and profile people using increasingly gran-
ular behavioural information. In the future, new legal laws and more efficient protection 
means will have to be created and enforced to maintain the speed of technological 
development.
	 This article will focus on the future of personal data protection. Here, we can 
point out two leading technologies that will significantly influence changes in this context. 
First, there will be issues related to artificial intelligence. Artificial intelligence protects 
personal data, for example, by automatically detecting anomalies. However, its devel-
opment also creates new challenges, such as the possibility of creating advanced meth-
ods of breaking security. Blockchain technologies can provide greater transparency 
and data processing security thanks to ledgers’ immutability and distributed nature. In 
addition, we should also expect that in the future, legal regulations will have to consider 
new technologies, such as the Internet of Things (IoT) and quantum computing [14].
	 Personal data protection requires an integrated approach that combines legal 
regulations, modern technologies and user education. Despite the growing challenges, 
the development of protection mechanisms and increased social awareness allow for 
adequate privacy protection. Adapting protection strategies to new threats and oppor-
tunities will be crucial in an era of dynamic technological changes.
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Extended Abstract

	 Developing deepfake technology, i.e., generating realistic images, video, and 
text using artificial intelligence (AI) [14], has opened up new entertainment, education, 
and business possibilities. However, this technology carries serious ethical and social 
threats. Analysing the threats resulting from deepfake technology, several important 
domains of the modern world can be identified that can be affected by image and 
text manipulation. Also, many other methods for collecting and performing data support 
deepfake technology [12,13]. Figure 1 summarises domains where deepfake technolo-
gy can be used.
	 The first domain worth mentioning is disinformation and social destabilisation. 
Deepfake technology can create video or audio materials that seem authentic but mis-
lead recipients. An example would be a politician’s fake speech, which aims to cause 
social chaos, manipulate information, and strengthen propaganda
[11].
	 The second domain of the modern world, where deepfakes can play a key role, 
is cyberbullying and privacy violations. An example here is deepfake pornography 
or blackmail combined with so-called doxing. Using people’s images to create false, 
pornographic materials without their consent is one of the most common applications 
of deepfakes in the context of this type of abuse. On the other hand, doxing involves 
collecting and using data collected online about other people to embarrass, intimidate, 
defame, or make the victim feel threatened. This means fake content can be used for 
blackmailing or publicly shaming victims. Another domain can be indicated in the con-
text of legal and financial threats. Deepfakes can be used to create evidence that can 
influence court decisions. In addition, generating fake voice or video recordings to im-
personate sensitive individuals, such as CEOs (Chief Executive Officers), as part of BEC 
(Business Email Compromise) attacks can result in financial fraud [7,15,16].
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	 The last important domain that deepfake technology may affect is public trust. 
Deepfake technology carries the possibility of creating realistic forgeries. This may un-
dermine the credibility of the media, and as a result, their recipients will begin to ques-
tion the authenticity of real materials, ultimately leading to a crisis of trust. Considering 
the ethical aspects of deepfake technology, it should be noted that its development 
and implementation should consider the protection of individual privacy. Technological 
safeguards should be introduced to prevent abuse, such as marking deepfake content 
(watermarking) [9]. This entails the responsibility of creators and users operating in 
this area. Creators of deepfake tools should be responsible for their potential use, for 
example, by limiting the accessibility of the technology to people without appropriate 
permissions. In turn, users should be aware of the moral and legal consequences resulting 
from the use of deepfakes. Moreover, it is worth considering the introduction of identi-
fication systems that indicate that a given material is generated using AI and educating 
the public, which will aim to increase awareness of the threats and possibilities of iden-
tifying deepfake materials. There is also a need to create international legal standards 
for the use of deepfake technology. Current regulations, such as GDPR [5] or NIS2 [10], 
do not cover the specific image and text manipulation challenges [2].

Fig.1. Summary of deepfake technology domains where deepfake technology can be used [1]

	 Mechanisms to protect against deepfake abuse will play an essential role in the 
coming years. One example is the need to develop deepfake detection technology. We 
need AI-based tools to analyse multimedia materials anomalies, such as unrealistic eye 
movements, audio synchronisation errors, or unnatural lighting. Due to the global nature 
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of the Internet, combating deepfake abuse requires coordination between governments, 
technology organisations, and international institutions. These, in turn, should be sup-
ported by strengthening legal systemsand introducing penalties for using deepfakes for 
criminal purposes, as well as mechanisms to protect victims [17,3].
	 Deepfake technology will continue to develop, making detection more difficult 
and increasing potential threats. In the metaverse era, where digital content will become 
a key element of interaction, image and text manipulation can greatly impact society. 
The key challenge will be to find a balance between innovation and responsibility [8].
	 Deepfake has huge potential, but its irresponsible use poses serious ethical, le-
gal, and social threats. Protection against abuse requires a multidimensional approach, 
including legal regulations, the development of detection tools, and education of society 
[4]. Only a responsible approach to this technology will avoid a crisis of trust in the dig-
ital era [6].
	 This article aims to analyse the threats of using deepfake technology and define 
an ethical framework for its responsible use. We will discuss the current threats resulting 
from deepfake technology and indicate possible directions for its development in the 
context of increasing digitisation. We will also propose recommendations for interna-
tional cooperation and practical technological solutions that can increase security using 
deepfakes.
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Extended Abstract

Introduction

	 The proliferation of digital systems in the 4th Industrial Revolution has intro-
duced unprecedented cybersecurity challenges. This paper explores the implementation 
of Generative AI (GEN AI) in the context of cybersecurity, highlighting their applica-
tions in data analysis procedures and automatic control systems. By integrating Machine 
Learning (ML) for real-time detection and GEN AI for simulating advanced attack sce-
narios, we can detect cyberattacks at an early stage and minimize the impact on the 
systems functioning.
	 With the advent of interconnected devices and the Internet of Things (IoT), cy-
ber-attacks have become more sophisticated, necessitating advanced defence mecha-
nisms. Artificial Intelligence (AI) has emerged as a cornerstone in this domain, offering 
tools for automation, real-time threat detection, and strategic simulation (Samuel, 1959). 
This paper examines the use of supervised learning methodologies, which rely on la-
belled datasets (Hinton et al., 2006), and GEN AI, which leverages unstructured data 
to simulate and preempt cyber threats (OpenAI, 2024). We conclude by discussing the 
implications for the future of cybersecurity and the anticipated dominance of AI-driven 
solutions by 2030.
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	 According to Capodieci et al. (Capodieci et al., 2024), there are different 
types of GEN AI, such as Machine Learning (ML) and Deep Learning (DL), which are 
a sub-field of AI. While ML depends on the human factor to classify and contextualize 
data, DL is a system with greater autonomy in processing unstructured data. Moreover, 
Large Language Models (LLM) represent another type of AI technology, capable of 
understanding and generating written language (Lee, 2023). In cybersecurity, given the 
volume of data that needs to be analysed to identify possible threats, the human factor 
can be a limiting factor. However, ML has been a fundamental technique in cybersecuri-
ty, excelling in detecting known attack patterns and automating routine tasks such as log 
analysis (Abadi et al., 2016), and to do that, human interaction is required.
	 DL, an advanced subset of ML, enhances these capabilities through multi-layer 
neural networks (Goodfellow et al., 2016). DL is part of unsupervised learning, which 
is effective in anomaly detection and clustering, identifying previously unseen threats 
without the need for labelled data. GEN AI, powered by large language and multi-
media models, extends these capabilities by creating synthetic data, simulating attack 
scenarios, and even mimicking social engineering tactics (OpenAI, 2024). However, its 
potential misuse, such as generating deepfakes or creating malware variants, highlights 
the dual-edged nature of this technology (Brynjolfsson, 2014). According to the 2024 
report by Capgemini (Capgemini, 2024), in the universe of 1000 organizations ana-
lysed, around 45% have encountered deep-fake attacks in the last 2 years, and in 43% 
there have been financial losses due to the exploitation of deepfake technology.
	 GEN AI operates along two main vectors: one focused on attacks and the other 
on testing and strengthening defences. In the attack vector, as mentioned earlier, GEN 
AI is used to create new forms of attacks on systems by exploiting possible unknown vul-
nerabilities. On the other hand, the same vector can be proactively applied to generate 
simulated attack scenarios, which enables the training and continuous improvement of 
detection systems. This duality not only expands the understanding of emerging threats 
but also strengthens cyber defences by anticipating and mitigating potential future at-
tacks. In this way, it is possible to leverage the capabilities of SL in combination with GEN 
AI. While ML can learn to detect known attacks, GEN AI uses this acquired knowledge 
to infer patterns and generate simulated attack scenarios. This combined approach con-
tributes to minimizing the impact of AI-driven cyberattacks (Siam et al., 2025).

Methodology

	 To explore the integration of ML and GEN AI in cybersecurity, we analyse: 
•	 Applications of ML, including classification, regression, and anomaly detection. 

While Supervised Learning (SL) clearly identifies an attack type, Unsupervised 
Learning (UL) can be used to detect an event that is outside of the normal activity.

•	 GEN AI can be applied in cybersecurity to simulate phishing attacks, malware 
behaviours, and potential intrusion scenarios, enhancing the ability to predict and 
mitigate cyber threats. 

•	 A hybrid defence strategy combining the strengths of both paradigms. 
•	 SL can be used as a classier, where labels are assigned to data to identify the 

categories to which that data belongs. For example, the classification of animal 
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images by identifying which animal each image belongs to. It can also be used 
in regression when it involves the continuous prediction of numerical values based 
on the input data. Finally, object detection which focuses on identifying and lo-
cating multiple objects in images or video. Examples of SL can be found at car 
park license plate identification processes for automatic payment systems, weath-
er forecasting, credit card fraud detection, among others. On the other hand, UL 
can be employed to identify anomalous patterns in real-time events. This normally 
requires the analysis of an operator, to identify or not as a threat.

	 ML makes it possible to collect data and produce data resulting from previous 
experiences, improving information quality. In other words, with increased knowledge, 
performance criteria can be optimized. SL makes it easier to solve various computational 
problems involving classification and regression procedures. Generically, ML allows for 
better control over data classes in AI training. 
	 Currently, TBytes of data are produced, so classifying them using human su-
pervision is challenging. Training an ML model requires a lot of computing time and su-
per-vision time. ML cannot perform all the complex tasks in the field of Machine Learning, 
which can be a disadvantage in the case of applying this model. The employment of ML 
and GEN AI must be weighed up and applied according to the volume of data to be 
processed and the results to be obtained. 
	 Thus, a hybrid security system can be established, integrating not only classifica-
tion, regression, and anomaly detection processes but also proactive mechanisms. These 
mechanisms enable the simulation of attack scenarios generated by GEN AI, which can 
be used to retrain and enhance the ML detection system, improving its ability to identify 
and respond to emerging threats.
	 Our study involved simulated environments using real-world datasets and gen-
erative models trained to mimic cyberattack scenarios. Metrics for evaluation included 
detection accuracy, response time, and the ability to pre-emptively counter novel threats.

Conclusions

	 The integration of ML and GEN AI offers a robust defense strategy against 
modern cyber threats. Institutions must invest in both technologies to stay ahead in the 
cybersecurity arms race. By 2030, it is anticipated that AI will play a critical role in 
resolving up to 95% of cybersecurity incidents. As the digital landscape continues to 
evolve, the necessity for adaptive, AI-driven solutions becomes increasingly apparent.
	 Organizations are increasing their use of AI in various cybersecurity areas. 
Given the growth in areas related to data analysis, application development or cloud 
operations, the use of a hybrid defense strategy is essential for the continuity of opera-
tions. 
		  Finally, the paradigm shifts in the use of AI, through the increased use 
of GEN AI combined with ML, is a reality. However, the human component must always 
be present in the equation to supervise systems’ operation and guarantee the presence 
of ethics in the loop.
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Extended Abstract

Introduction

	 Food security underpins global sustainability and social welfare, comprising 
both the availability of food and its nutritional quality and stability across time. The 
Food and Agriculture Organisation of the United Nations (FAO) characterises food se-
curity as a condition in which:
	 All people, at all times, have physical, social, and economic access to sufficient, 
safe, and nutritious food that meets their dietary needs and food preferences for an active 
and healthy life. FAO, 1996, World Food Summit [1]
	 Agriculture 4.0 and 5.0 integrate advanced digital technologies with societies’ 
existing knowledge of crops. Thanks to this, agriculture evolves to the next level of crop 
methods and agricultural production management. Agriculture 4.0 uses large data sets 
obtained from numerous devices, sensors, satellite data, and Internet of Things infra-
structure in its solutions. This data is often processed using artificial intelligence, giving 
farmers great opportunities for automation and precise selection of seeds, fertilizers, 
plant protection products, and irrigation. Agriculture 5.0 goes further by developing 
IT systems, emphasizing device autonomy, sustainable development, and environmental 
challenges. Both approaches are intended to increase efficiency, precision, and ensure 
food security for societies.
	 In contemporary, digitised agriculture, food security must also consider the 
stability of the digital systems that support modern food production and delivery. 
Cyberattacks on agricultural infrastructure threaten both the operational facets of food 
production, including planting, irrigation, and harvesting, as well as the resilience of 
global food supply networks. Disruptions to data integrity, communication networks, 
or essential technology can result in cascading impacts, impacting both the immediate 
availability and long-term stability of food resources.
	 In September 2021, NEW Cooperative Inc., an agricultural cooperative in Iowa, 
was attacked by the Russian-linked group BlackMatter. The attack locked down its com-
puters used to manage food supply chains and animal feeding schedules. BlackMatter 
threatened to release a terabyte of data it had stolen from thecooperative if it did not 
receive a $5.9 million ransom. The attack forced the organization to shut down its sys-
tems. The incident threatened to disrupt supplies of grain, pork, and poultry [14].
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This study analyses the intersection of food security and cybersecurity, highlighting the 
novel problems it presents and the necessity for innovative solutions to safeguard agri-
cultural systems from increasing technology threats. This work emphasises the significance 
of safeguarding agricultural systems within the overarching food security framework, 
underscoring their role as a vital element of global stability through the integration of 
cybersecurity.

Types of Possible Cyberattacks

	 In agriculture 4.0 and 5.0, all IoT devices (Edge Devices) are widely used. 
Attacks on such systems are known in other areas of the economy. Seeing the growing 
popularity of information technology in agriculture, this area should also be carefully 
secured. Let’s consider possible scenarios.
	 Intruders can take advantage of the weak security of IoT devices because many 
of them are poorly secured in agriculture. Users leave default passwords, no encryption, 
and simple communication protocols are used [7,13]. For example, a hacker can access 
soil sensors, temperature monitoring, and irrigation control systems and manipulate data, 
causing improper actions (e.g., excessive irrigation or fertilization).
	 A botnet attack can turn IoT devices into tools for carrying out DDoS (Distributed 
Denial of Service) attacks on other systems [2,11].
	 Using a Man-in-the-Middle (MitM) attack [4], hackers can intercept and modify 
data transmitted between IoT devices and central management systems, thus disrupting 
communication in IoT networks [3]. Such attacks can introduce false data during the ex-
change of information, disrupting farm management systems’ operation and leading to 
incorrect decisions (e.g., incorrect dosage of fertilizers or pesticides).
IoT systems often use wireless networks such as Zigbee, LoRa or Wi-Fi. Radio signal dis-
ruption (jamming) [6] can cut off communication between devices, disabling automatic 
processes on the farm.
	 Agricultural machinery management systems are often not regularly updated, 
which leads to attacks using vulnerabilities. One can consider the possibility of injecting 
malicious code into agricultural machinery control systems (e.g. autonomous tractors), 
which can lead to their improper operation, crop destruction or even damage to ma-
chines [5].
	 Since data is becoming the most valuable currency in every area of modern 
life, the possibility of an attack on data should always be considered. Agricultural data 
is often stored in the cloud and analyzed using platforms such as Climate FieldView or 
John Deere Operations Center. Attacks on these and similar platforms can result in the 
theft of agricultural data, such as yield forecasts, soil conditions or field maps, which 
have high commercial value. Cybercriminals can block access to cloud data through a 
ransomware attack, encrypting the data and demanding a ransom [10,12]. The farmer 
then loses the ability to use key information. Hackers can also change soil, weather, or 
resource consumption data, misleading farmers and causing losses. Agricultural data, 
such as crop yield, market forecasts or pesticide use data, can be sold to competitors or 
used for blackmail.
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	 Autonomous agricultural machines (tractors, combines, robots) can also be tar-
geted, for example, by taking control over them, causing them to operate incorrectly or 
potentially threatening human safety [8].
	 Central and Eastern Europe is constantly experiencing disruptions to the GPS 
signal used by agricultural machines for precise navigation. GPS signal disruption 
(spoofing) can lead to machines’ incorrect operation [8].
	 Social engineering, such as phishing, can also be used to attack modern agri-
cultural systems. Farmers or administrators can be targeted by phishing emails to obtain 
login details for platforms managing farms, machinery, or IoT systems. Hackers can also 
impersonate technology/software/machine providers to introduce malware [8].

Defence Techniques
	
	 Individual types of attacks can cause direct or further effects on agriculture and 
supply chains and, consequently, on the food security of societies. Modern agriculture 
should be appropriately prepared for each type of attack. Unfortunately, it is impos-
sible to predict one universal approach, and in principle, a whole range of security 
techniques and policies should be created.
	 Let’s consider the weak security of IoT devices; in addition to the requirement 
of two-factor authentication, it is worth isolating the sensor network from the external 
network and using end-to-end encryption for communication between devices and the 
cloud. This isolation can be implemented through network segmentation using VLANs, 
firewalls, or dedicated gateways that restrict communication to authenticated and au-
thorized endpoints. Some sensors can be integrated using preconfigured frameworks [9], 
provided that a thorough analysis is conducted to ensure data ownership remains with 
the farmer and is not shared with third parties.
	 In the event of jamming threats, distributed communication systems may be em-
ployed, and devices can be temporarily put into a low-power sleep mode, periodically 
checking whether communication has been restored [9].
	 To counter man-in-the-middle attacks, dynamic sensor configurations can be in-
troduced, dividing devices into clusters that periodically update their membership and 
communication or authentication methods. Generally, dynamic changes offer a robust 
defense mechanism for many attack types, particularly considering the limitations inher-
ent in simple sensors.
	 In the case of GPS signal disruptions, systems incorporating field recognition 
algorithms and physical markers should be implemented.
Complex and advanced devices should be secured by the standards used in IT.

Conclusions

	 Agriculture 4.0 and the emerging Agriculture 5.0 are bringing huge benefits in 
terms of productivity and ecological solutions. However, rapid digital transformation has 
not been accompanied by an increased awareness of the importance of cybersecurity 
among those who rely on these technologies. Farmers and agribusinesses often lack the 
knowledge to recognize, counter, and mitigate cyberattacks.
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	 This study highlights the increasing risks tied to the use of IoT, AI, and cloud 
platforms in agriculture, particularly due to weak security and the absence of legal 
protections for farmers. Large corporations often take control of agricultural data, while 
ownership remains unclear. To address this, tailored regulations inspired by GDPR could 
help ensure farmers retain data rights and consent to its use. Unregulated data flows, 
combined with IoT vulnerabilities, pose a serious threat to global food security.
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Extended Abstract

	 This study aims to explore the symbolic nature of behaviours exhibited by social 
media users to protect their own and others’ privacy. Previous research has positioned 
privacy protection behaviour (PPB) as a rational action, determined by the perceived 
magnitude of threats and the effectiveness of countermeasures in mitigating privacy 
risks [1]. However, studies on the privacy paradox suggest that actual protective ac-
tions frequently exhibit systematic deviations from what would be considered rational 

Extended Abstract

	 Artificial intelligence (AI) development opens up new possibilities in many areas, 
such as medicine, transport, education and cybersecurity. At the same time, the dynamic 
development of this technology raises several ethical challenges, especially in the con-
text of responsibility for decisions made by algorithms. Using AI in critical systems, such 
as energy infrastructure, finance or personal data protection, requires considering the 
potential consequences of incorrect algorithm decisions [1,9]. 
	 There is a growing use of AI to keep IT systems safe from cyber threats. Some 
advanced features include machine learning (ML) algorithms and neural networks used 
to identify unusual network activities and analyze user behaviour and potential threats. 
Some examples include intrusion detection systems (IDS) and intrusion prevention systems 
(IPS) that use artificial intelligence to monitor and inspect large volumes of data in real 
time and identify any potential threat from network traffic [3].
	 However, certain risks can be associated with the use of AI in cybersecurity. For 
example, if a wrong threat is identified, it can lead to the stoppage of legal operations, 
which, on the other hand, can have disastrous security consequences. This is a critical is-
sue in ensuring transparency and auditability of the AI algorithms used in cybersecurity 
solutions [4].
	 The major ethical issue in AI is the so-called ‘black box’ issue. The most complex 
machine learning algorithms, such as deep neural networks, are often opaque even to 
their creators. This lack of transparency makes it difficult to determine the cause of ac-
tions, thus creating a lack of user trust and hampering the auditing process [6].
	 In cybersecurity, the lack of transparency can have serious consequences. For 
example, if an intrusion detection system flags legitimate traffic as a threat, administra-
tors may have difficulty determining why the decision was made. Attackers, in turn, can 
exploit the lack of auditability to manipulate AI systems to avoid detection. Developing 
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behaviour [2]. Drawing on the well-established interactionist perspective, which pos-
its that human behaviour functions as a form of communication, conveying messages 
to others in social contexts [3][4], this study investigates the symbolic aspects of PPBs 
through semi-structured interviews and a large-scale questionnaire survey. These sym-
bolic aspects may help explain the systematic deviations from rational action observed 
in social media-based PPBs, thereby offering valuable insights into the privacy para-
dox. Furthermore, they may provide valuable implications for the development of legal 
frameworks, technologies, and services related to privacy protection.
	 A substantial body of research has examined PPBs and related strategies. For 
example, Young and Quan-Haase [5] investigated privacy protection strategies em-
ployed by university students on Facebook, such as excluding contact information, us-
ing limited profiles, untagging or deleting photos, and restricting friend requests from 
strangers. Their findings highlighted how these measures were employed to address 
threats to social privacy. Similarly, Baruh et al. [6] identified measures including man-
aging privacy settings, using anti-spyware tools, and employing anonymity software or 
encryption. Their meta-analysis of 44 prior studies demonstrated a significant positive 
correlation between PPBs and privacy concerns.
	 A commonly employed theoretical framework for explaining PPB is Protection 
Motivation Theory (PMT) [1][7]. Originally proposed by Rogers [8] and subsequently 
expanded, PMT conceptualises decision-making in PPB as a function of threat appraisal 
(e.g., severity and likelihood) and coping appraisal (e.g., efficacy of coping strategies 
and self-efficacy). In this view, PPB is understood as rational action taken to mitigate 
privacy risks, based on the perceived magnitude of the threat and the effectiveness of 
protective measures.
	 However, PPBs enacted by social media users can be seen as embedded within 
the context of social interaction, akin to the communicative practices that are typical of 
these platforms. Drawing on Herbert Blumer’s theory of symbolic interactionism [3] and 
Erving Goffman’s dramaturgical approach [4][9], such behaviours can be understood 
as part of interactions that occur in settings where individuals are aware of their social 
roles and perform expected behaviours and attitudes in the presence of others. In such 
situations, even when individuals perceive privacy risks, they may refrain from engaging 
in protective behaviours due to concerns about the impressions these actions might gen-
erate. Social media users making privacy-related decisions are often strongly motivated 
to construct online identities, manage their reputations, and project a desired self-image 
through the information they share [7][9][10]. Accordingly, it is crucial to consider PPB as 
embedded in the dynamics of social communication.
	 In this study, we defined explicit PPBs as those recognisable as protective actions 
by communication counterparts (e.g., editing faces or backgrounds in images before 
posting) and analysed how such behaviours were recognised within actual social media 
communication, based on findings from a semi-structured interview study and a question-
naire survey.
	 Semi-structured interviews were conducted via Zoom with nine university stu-
dents in Japan between October and December 2024. Respondents were first asked 
about their use of social media, followed by questions concerning their perceptions and 
feelings when posting or sharing photos that have been edited to obscure or alter facial 

interpretable AI methods, which allow for a better understanding of how algorithms 
work, may solve this problem. AI algorithms are only as good as the data they are 
trained on. The problem of bias in input data can lead to unfair or discriminatory de-
cisions. 
	 In cybersecurity, biases can lead to unequal treatment of different user groups, 
for example, through a higher number of false positives for specific geographic locations 
or device types [7]. 
	 The consequences of biases can include:

• Reducing the effectiveness of cybersecurity systems.
• Undermining user trust in data protection systems. 
• Risk of legal liability in the event of discrimination resulting from algorithmic decisions.  

	
	 Data auditing methods and algorithms trained on diversified and representa-
tive data sets are necessary to minimise the risk of bias. In addition, systems that monitor 
the results of decisions made in real-time must be developed [8].
	 The issue of legal liability for algorithmic decisions is one of the most complex 
ethical challenges. In the case of AI system errors, it is difficult to determine who should 
be held responsible—the algorithm’s creators, the data providers, or the system’s users. 
In cybersecurity, incorrect AI decisions can have serious consequences, such as personal 
data breaches, financial losses, or the destabilisation of critical infrastructure [10].
	 A legal framework that considers the specificity of AI and its applications must 
be developed. An example is a regulation on liability for damage caused by autono-
mous AI systems, such as the EU Digital Responsibility Act. A key challenge is balancing 
innovation and protecting societal interests [5]. 
	 To ensure responsible use of AI, it is necessary to implement a multi-dimensional 
approach, including:

1. Transparency: development of Explainable AI technology.
2. Education: raising users’ awareness about AI’s possibilities and limitations.
3. Legal regulations: introducing clear rules of responsibility for algorithm decisions.
4. Auditing and monitoring: regular checking of the effectiveness of AI systems and 

their potential biases.

	 In cybersecurity, it is also essential to develop tools for detecting algorithm 
abuse and manipulation and supporting cooperation between governments, technology 
companies, and international organisations [2,5].
	 AI has enormous potential for developing cybersecurity, but its irresponsible use 
can lead to serious ethical and legal threats. Transparency, responsibility, and education 
are key elements that will minimise the risks associated with AI. Only a comprehensive 
approach, combining technological, ethical, and legal aspects, will allow for the safe 
and responsible use of artificial intelligence in critical systems such as cybersecurity [11].
	  The full paper will investigate the multifold ethical, legal, and technological 
problems of applying artificial intelligence in cybersecurity. It will discuss the possible 
dangers of using AI-based solutions, which include bias in data, lack of transparency in 
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features or backgrounds, or when encountering such photos shared by others.
	 The interviews revealed several key insights. First, social media users appear 
highly aware of the communicative implications of their PPB. For instance, Participant 
A (male, 20s, student) explained that he used to edit photos (e.g., by adding stickers 
or mosaics to faces) on a private account during high school, but has since stopped. He 
noted, “Since people around me stopped editing photos, it feels awkward to edit them 
now. … Everyone else stopped, so I thought I shouldn’t do it either.” This suggests that 
the practice of editing photos for privacy protection is influenced by how such actions 
align with social norms and how they are perceived by others. Participant B (male, 
20s, student), who primarily uses his social media account for interactions with friends, 
responded as follows when asked about his reaction to receiving photos with privacy 
edits: “I can’t help but wonder why they edited it. It feels like they’re overly concerned, 
and I don’t want to be seen that way.” While his awareness of privacy issues may be 
limited, it is significant that he interprets such edits as communicative signals—in this case, 
suggesting “excessive concern”.
	 Second, the symbolic aspects of PPBs appear more pronounced in limited-ac-
cess spaces, such as private SNS accounts. Participant C (female, 20s, student) noted, 
“If I received a photo with edits on my private account, I’d feel like they don’t trust me. 
… I wouldn’t like it. I share my photos because I trust them.” Participant D (male, 20s, 
student) also emphasised trust in closed communication spaces, stating, “When choosing 
a photo to send, I consider whether it’s one I wouldn’t need to edit. I think the same goes 
for others. It’s about mutual trust.”
	 Finally, the symbolic dimension of explicit PPBs was frequently associated with 
negative connotations, such as appearing “overly concerned with privacy” or implying 
“a lack of trust in others”. From the perspective of impression management, individuals 
may avoid engaging in explicit PPBs to prevent being perceived negatively. In this sense, 
symbolic considerations may consciously or unconsciously discourage social media users 
from adopting explicit PPBs, potentially leading to inadequate privacy protection.
	 To examine whether these findings were observed among a broader population 
and to assess their generalisability, a questionnaire survey was conducted. This survey 
was administered between 12 and 20 April and targeted university students at Meiji 
University, Ehime University, and Toyama University in Japan. Out of a total of 748 
responses, 508 were included in the analysis after excluding those that did not meet 
the criteria for social media usage or were deemed inappropriate upon screening. 
Respondents were asked questions regarding, among other topics, their perceptions 
of explicit PPBs, such as posting privacy-edited images with blurred or sticker-covered 
faces or backgrounds on a private Instagram account.
	 While the full details of the survey findings are presented in the full paper, it 
is worth noting that the key insights derived from the semi-structured interviews were 
largely corroborated by the results of the large-scale questionnaire. More than 75% 
of respondents acknowledged the necessity and effectiveness of such explicit PPBs as 
privacy-protective measures. At the same time, 43.90% expressed concern that engag-
ing in these behaviours might make them appear overly concerned about privacy, and 
40.94% felt that such practices might discourage others from posting or sharing unedit-
ed photos.

decision-making (the black box problem) and consequences of incorrect threat identifi-
cation in vital systems. The paper will also review the impacts of these challenges, which 
can be damaging and include decreased system effectiveness, lost user trust, and pos-
sible legal consequences. The paper will suggest a multi-dimensional approach to these 
issues, including transparency through explainable AI, legal frameworks for accountabil-
ity, AI  literacy and education on its limitations, and real-time auditing. Hence, this paper 
seeks to plot a course between technological innovation and ethical responsibility to 
deploy safe, trustworthy AI in cybersecurity systems. 
	 A conceptual perspective informs this paper, and an analysis of the surrounding 
literature is based upon a review of scientific research and current legal regulations, 
including the EU Digital Responsibility Act. It also examines two key case studies involv-
ing AI in cybersecurity to identify significant challenges and possible solutions. This study 
analyses the ethical challenges associated with using AI in cybersecurity. A particular 
emphasis is placed on challenges associated with the lack of transparency to algorithms 
(the so-called “black box” problem), and bias in training data, its impact on AI deci-
sion-making, and legal liability regarding AI decisions related to data breaches and 
cyber threats.
	 Additionally, this study will suggest a technological, legal, and ethical framework 
that will promote better practices in utilising AI in this capacity. Unlike previous studies 
that primarily approach the issue through a technical lens, this analysis is interdiscipli-
nary and collaboratively incorporates ethical, legal, and technological considerations. 
The paper also provides concrete suggestions regarding the use of Explanation AI (XAI) 
and mechanisms for real-time auditing of AI decision-making to assign and enhance 
transparency and accountability of algorithms. Responsible AI use in cybersecurity is 
central to creating appropriate legal regulations. An example of this action is the EU 
Digital Responsibility Act, which assigns responsibilities to creators of AI and users of AI 
surrounding transparency and accountability regarding algorithm-based decisions. The 
paper will analyse its key provisions and potential implications for cybersecurity.
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	 These findings suggest that, although the utility of PPBs for privacy protection is 
clearly recognised, their symbolic dimension—namely, the impact such behaviours may 
have on how others perceive or respond to them—is also evident. Notably, only 21.06% 
of respondents agreed that these PPBs improve self-presentation, while 43.90% agreed 
with the view that such actions might give the impression of being excessively priva-
cy-conscious. This points to a potential concern that the adoption of explicit PPBs could 
negatively affect how one is perceived by others.
	 On the other hand, only around 20% of respondents agreed with the statements 
that such behaviours might cause discomfort to others or imply a lack of trust. Based on 
these findings, it may be concluded that, while these PPBs are not viewed as fundamen-
tally damaging to one’s image, they are perceived as somewhat awkward or socially 
difficult to perform, indicating a subtle yet meaningful barrier to implementation.
	 In conclusion, while prior research on privacy self-management has emphasised 
rational decision-making based on threat and coping evaluations, the results of this 
semi-structured interview study and the questionnaire survey suggest that social media 
users’ recognition of PPB is deeply embedded in social communication. PPBs can function 
as a form of communicative expression. Although the primary function of such behaviours 
is to mitigate privacy risks, their symbolic aspects also play a significant role, offering a 
multifaceted perspective on PPB. Additionally, the observed concerns that such explicit 
PPBs might negatively affect self-presentation suggest that these symbolic aspects may 
consciously or unconsciously inhibit SNS users’ engagement in PPBs, potentially resulting 
in insufficient privacy protection. Developing a multifaceted understanding of PPB is 
expected to offer both theoretical insights for privacy paradox research and practical 
implications for fields such as SNS management, privacy policy development, and the 
development of privacy-enhancing technologies.
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Extended Abstract

	 This paper is part of on-going research on how to include ethics and privacy in 
curriculum designed for cybersecurity students [2]. It discusses and addresses how the 
author modified the existing established framework designed for proofing students with 
experiential learning. The author uses a framework specially designed for educational 
experiential learning for online students, the right ethical practices of National Society 
for Experiential Education [3] This paper also highlights the motivation and the previous 
work of the author with the same framework in a different discipline [1]. It sheds light on 
how the author designed the classes and how it has been beneficial in creating an inter-
active online presence for students. The approach used in this paper can be beneficial 
to other educators who can use this approach in the classroom to build on the examples 
that can provide learning with real-world experiences and active participation among 
students. It also promotes experiential learning, which involves engaging students in 
hands-on activities and projects, encouraging them to apply knowledge and skills in re-
al-world contexts. Educators can create curriculum that emphasizes experiential learning 
as a core element of education, advocating for hands-on experiences and reflection to 
foster deeper understanding and engagement in students.
	 Founded in 1971, the Society for Experiential Education (SEE) is the premier, 
nonprofit membership organization composed of a global community of researchers, 
practitioners, and thought leaders who are committed to the establishment of effec-
tive methods of experiential education as fundamental to the development of knowl-
edge, skills and attitudes that empower learners and promote the common good [3]. 
The framework consists of eight principles linked with good practices. In this paper, the 
instructor (author) as part of an experiential learning activity discusses the modification 
implemented when designing the curriculum. The goal was that this experience and the 
learning will add value to the fundamentals of creating online cybersecurity training 
as part of a group project. Consequently, ensuring both the quality of the learning 
experience and of the work produced by the students, and in building an assignment 
that underlies the pedagogy of experiential education. Although the NSEE framework 
was used as the main thought process was very different when designing the project. It 
considered the framework as well as the research regarding team projects and the im
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portance of training in cybersecurity. This is because this style of pedagogy will provide 
an experiential learning education environment, which will better prepare the student to 
face challenges in the ever-evolving cybersecurity field. 
	 This paper is part of ongoing research and not meant to be a short-term pro-
ject, rather the intention to continue the research as a long-term collaborative that will 
continue to refine and revise its suggestions in cybersecurity pedagogy to prepare stu-
dents to meet the high demand of the workforce in cybersecurity. When designing the 
assignments and the course, the author met with industry members to outline a few key 
points to consider in the design. For example: 

• What will the students in teams do?
• How will industry members contribute as guests?
• Will ethics and privacy aspects be incorporated in the assignment or a separate 

assignment? 
• What are specific issues in experiential education assignments should be addressed?

	 While developing the curriculum, various studies were considered, including au-
thor’s previous published research. The best standards and Guiding Principles of Ethical 
Practice by the National Society for Experiential Education (NSEE) was used as a frame-
work with the NSEE Guiding Principles of Ethical Practices to develop the pedagogy to 
teach ethics and professional as part of an experiential education. This paper describes 
how the instructor included ethics and professionalism in this team project. The eight prin-
ciples are exampled below.
 	 Intention: In this principle, all parties must outline a clear vision on the reason 
which this experience  was chosen and why experience is the chosen approach to learn-
ing. This principle was used to develop assignments that included induvial reports and 
teamwork with an ethical and private aspect of cybersecurity, that is often overlooked. 
Furthermore, it focuses on the purposefulness that enables experience to become knowl-
edge and, as such, is deeper than the goals, objectives, and activities that define the 
experience. When designing the course, the author’s intention was to introduce students 
to organizations/Associations who are committed to educating both private users and 
large businesses on cybersecurity safety measures. For example, SANs Institute, ISACA, 
Information Systems Security Association. 
	 Preparedness and Planning: The main objective of this principle was to ensure the 
students, both traditional and non-traditional from different educational backgrounds 
have a experiential learning that encapsulates the new emerging trends in the cyberse-
curity field. The topics in this course were planned and research to ensure they aligned 
with the identified intentions, adhering to them as goals and objectives of the overall 
degree. The hands-on activities included research and critical thinking as a key com-
ponent while problem solving. Some of the reading material from associations such as 
Information Systems Association (CISSA), who focus on ethics and privacy were used 
as resources. This is because The ISSA Code of Ethics is a prerequisite for membership, 
reinforcing their commitment to ethical principles. The ISSA is a global organization ded-
icated to advancing information security and has a strong focus on ethical conduct. They 
also offer student memberships at a reduced rate, allowing students to access the same 
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resources and benefits as full members, including access to the members’ area, event 
discounts, and the ISSA Journal.
	 Authenticity: It is important for the students to have an experience that is in a 
real-world context. For this class, an assignment on cyber law and ethics was developed, 
as a scenario-based case. Such topics help students to be better equipped with the nec-
essary ethical framework to navigate complex situations in the digital world. 
	 Reflection: NSEE refers to Reflection as an element that transforms simple experi-
ence to a learning experience. With this principle in mind, the assignment was designed 
so that knowledge can be discovered and internalized as the student’s research, test as-
sumptions and hypotheses about the outcomes of decisions and actions taken in context 
of cybersecurity training. It also gave them an opportunity to reflect and understand 
the societal implications of their actions and make responsible decisions when handling 
sensitive data, balancing security needs with individual privacy rights, and upholding 
ethical standards within their professional roles. This process in the assignment comprises 
of a report writing and presentations at conference and as a final exam. This, according 
to NSEE, is integral to all phases of experiential learning, from identifying intention and 
choosing the experience, to considering preconceptions and observing how they change 
as the experience unfolds. As part of reflection, students were encouraged to present 
their findings at conferences within the university and beyond. Some of the students 
were invited to be part of the panel session conducted by the author during the Cyber 
Awareness Month and attend the national conference Women in Cybersecurity.
	 Orientation and Training: The students were required to discuss their learnings as 
a part of an interactive assignment on Canvas. It allowed students to experience and 
learn about each other and about the context and environment in every changing field. 
Monitoring and Continuous Improvement: In this principle, it is important to note that any 
learning activity designed should be dynamic and changing. The various assignments 
with different topics provided the richest learning possible to the students. Students also 
had to write a self-reflection on their own progress as well as their team members. This 
feedback process relates to learning intentions and quality objectives. Consequently, this 
allows the structure of the experience to be sufficiently flexible that permitted changes 
in response to what that feedback suggests. Subsequently, monitoring and continuous 
improvement represent formative evaluation tools.
	 Assessment and Evaluation: Assessment is a means to develop and refine the spe-
cific learning goals and quality objectives identified during the planning stages of the 
experience. Whereas evaluation provides comprehensive data about the experiential 
process as a whole and whether it has met the intentions which suggested it. Based on 
the NSEE definitions, the outcomes and processes of assignments of the project included 
systematically reports, presentations, and self- reflection that were linked with the initial 
intentions.

	 Acknowledgment: At the end of the project, the assignment also included that students 
recognize the lessons learned, recognition of learning and impact occur throughout the experi-
ence by way of the reflective and monitoring processes and through reporting, documentation 
and sharing of accomplishments. All the students’ and instructor’s experience were noted and 
included in the lessons learned and reflected in the recognition of progress and accomplishment. 
Given that this was part of on-going research where other projects used NSEE’s framework, the 
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lessons learned from culminating documentation and the impact of these projects were part of 
designing as well as helped to provide closure and sustainability to the experience.
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Extended Abstract

	 In an age where digital infrastructures support nearly every sector of modern 
society, the need for robust and adaptable cybersecurity frameworks has become 
indisputable. Pedro Brandao’s Cybersecurity Best Practices: A Comprehensive Guide 
offers a criti- cal, detailed, and application-oriented examination of how organizations, 
including small and medium-sized enterprises (SMEs), can bolster their defenses against 
the ex- panding and evolving range of cyber threats. Drawing from both academic 
theory and professional practice, the guide integrates strategic planning, technological 
implemen- tation, policy development, and human factor management into a cohesive 
cybersecu- rity blueprint.
	 The abstract introduces the work’s central premise: cybersecurity must be viewed 
not as a static compliance checklist, but as a dynamic and continuous process that is 
deeply integrated into the fabric of every organization. As cybercrime becomes increas- 
ingly automated, politically motivated, and financially lucrative, threats like ransom- 
ware, phishing, and insider attacks have evolved in both scale and sophistication. This 
paper presents a scalable and adaptable response framework designed to meet the 
needs of organizations with varying resources and maturity levels.
	 At the foundation lies risk assessment and management, which the author identifies 
as the cornerstone of effective cybersecurity. Brandão proposes that risk identification 
should start with a comprehensive audit of digital assets, including intellectual property, 
financial data, operational systems, and sensitive personal records. Afterwards, risks 
are prioritized based on likelihood and potential impact, leading to the distribution of 
mitigation responsibilities among specialized staff. The importance of shared responsi- 
bility and decentralized ownership of risk treatments is highlighted as a strategy for 
resilience and sustainability.
	 The author also advocates for designing and enforcing information security 
policies that are continually updated to reflect new threats, organizational changes, 
and evolving regulatory requirements. The guide offers a modular methodology for 
developing such policies, including drafting, stakeholder engagement, internal audits, 
and staff training.
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	 A particular strength of the guide is its integration of international standards 
such as ISO/IEC 27001 and NIST SP 800-53, which serve as both benchmarks and 
strategic tools for governance.
	 The chapter on the cyber threat landscape offers a typology of modern threats, 
rang- ing from advanced persistent threats (APTs) to industrial espionage and zero-day 
ex- ploits. It details how attackers leverage automation, AI, and social engineering to 
breach even well-protected systems. Importantly, the guide underscores the risks con- 
nected to “gray zone” threats—acts that fall short of conventional warfare but are aimed 
at undermining digital sovereignty and economic stability.
	 In practical terms, network security involves recommendations for layered 
defense models, firewall configuration, intrusion detection systems (IDS), and endpoint 
seg- mentation. The guide provides empirical evidence showing that optimal configuration 
and integration, rather than the latest technology, can significantly enhance threat de- 
tection and containment. This understanding is especially important for SMEs operat- ing 
with limited cybersecurity budgets.
	 Data protection mechanisms, such as encryption and data masking, are examined 
with technical clarity. The paper details how data should be secured both at rest and 
in transit and explains how cryptographic methods should be integrated into broader 
data lifecycle management systems. It emphasizes data minimization, access control, and 
auditability, all of which are vital components of GDPR compliance and wider privacy 
legislation.
	 The section on incident response outlines a comprehensive protocol adapted 
from the Incident Command System (ICS) that details roles, actions, and communication 
flows during a security breach. From initial detection and containment to post-incident 
analysis, the guide ensures that readers understand both the strategic and tactical di- 
mensions of an effective response.
	 The human aspect of cybersecurity is a recurring theme, culminating in the section 
on cybersecurity awareness training. The author convincingly argues that technical in- 
frastructure is only as secure as its weakest human operator. Therefore, it is essential to 
train staff to recognize phishing attempts, social engineering tactics, and data handling 
protocols. The guide includes models for ongoing training, gamified learning, and sim- 
ulated attack scenarios.
	 Legal compliance is examined through the lens of the GDPR and similar frame- 
works. The paper discusses how regulatory requirements have transformed corporate 
approaches to data governance, privacy, and breach notification. Key GDPR princi- 
ples—such as privacy by design, data subject rights, and extraterritorial enforcement— 
are explored, along with practical guidance on implementation.

Cybersecurity Best Practices

	 The paper concludes with an exploration of emerging technologies in 
cybersecurity, specifically artificial intelligence (AI) and machine learning. These 
technologies are presented not only as defense enhancers—utilized in anomaly detection 
and threat pre- diction—but also as offensive tools used by adversaries. This dual-use 
nature under- scores the significance of ethics and accountability in AI deployment.
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		  Furthermore, real-world case studies involving critical infrastructure, 
such as SCADA systems and healthcare networks, offer tangible examples of how best 
practices are implemented under pressure. These scenarios emphasize the significance 
of cross- functional coordination, real-time monitoring, and forensic readiness.
Ultimately, this guide emphasizes that cybersecurity is not merely a technical issue but a 
multifaceted challenge requiring leadership, policy, training, and continuous improvement. 
By clarifying complex concepts and offering actionable recommendations, it empowers 
readers with both the mindset and the tools to cultivate a culture of cyber resilience.
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Extended Abstract
Introduction 

	 By 2025, cybercrime is expected to cost the global economy $10.5 trillion annually. 
As organizations and governments increasingly rely on AI-powered cybersecurity tools 
to detect, analyze, and prevent cyberattacks, ethical concerns about privacy, bias, and 
accountability are coming to the forefront. These tools enhance security by identifying 
suspicious activity, automating responses, and adapting to new threats. However, the 
integration of AI into cybersecurity raises ethical questions that must be addressed. This 
essay explores the ethical challenges of AI-powered cybersecurity, focusing on four key 
areas: mass surveillance and privacy violations, bias and discrimination in AI systems, the 
lack of transparency and accountability in AI decision-making, and the ethical dilemmas 
of AI-powered cyberattacks.

	 A striking example of these challenges happened in 2024, when scammers used 
deepfake video and voice to impersonate top executives at Arup, a British engineering 
company. During a fake video call, they convinced an employee in the Hong Kong office 
to transfer over $25 million to fraudulent accounts. The attackers used AI to mimic the 
appearance and voice of Arup’s CFO and other staff, making the call look and sound 
real. The scam wasn’t just a technical breach , it exploited trust and blurred the line be-
tween genuine human communication and AI deception. This case shows how AI tools can 
be used not only to protect systems but also to undermine them in deeply personal and 
costly ways.

Ethical Perspectives

•	 Deontology: Do AI systems uphold moral obligations and protect fundamental 
rights, such as privacy?

•	 Utilitarianism: Do these tools maximize overall security benefits while minimizing 
harm to individuals?
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•	 Virtue Ethics: Are AI cybersecurity initiatives guided by principles of responsibility, 
transparency, and fairness?

Understanding How AI Security Models Work 

	 AI-powered cybersecurity systems detect and respond to cyber threats in real 
time using various machine learning approaches. These models can be categorized as 
follows:

•	 Supervised Learning: Trained on labeled cyber threat data to recognize known 
attack types.

•	 Unsupervised Learning: Detects patterns or anomalies without predefined labels.
•	 Reinforcement Learning: Learns from real-world outcomes to adaptively improve.
Despite these benefits, AI security models have limitations:
•	 Bias in data training can lead to unfair targeting.
•	 Lack of transparency makes it difficult to explain or challenge decisions.
•	 False positives/negatives can result in misclassifying threats or flagging legitimate 

behavior.
Mitigation strategies:
•	 Conduct regular bias audits to identify and address biased behaviors in AI mod-

els.  
•	 Develop AI models with interpretable decision-making processes to improve 

transparency.  
•	 Ensure human oversight in cybersecurity decision-making to maintain accountabil-

ity through human-AI collaboration.

Case Studies
NSA PRISM-Privacy vs. Protection
	 The NSA’s PRISM program collected vast user data without consent under the 
banner of national security. From a deontological perspective, it violated privacy rights. 
From a utilitarian one, it questioned whether collective safety justified such intrusions. 
The case clearly illustrates the ethical trade-off between national security and personal 
privacy, especially when oversight is lacking. Over time, unchecked data collection can 
normalize surveillance and erode public trust.

Facial Recognition Bias 
	 Studies show facial recognition systems misidentify people of color at much 
higher rates. This stems from unbalanced training data and a lack of transparency. 
Without proper oversight, these systems can reinforce discrimination in security 
contexts. Regular audits, diverse datasets, and human intervention are essential.

Solutions for Ethical AI Cybersecurity 
Regulatory Strategies:

•	 Transparency Mandates: AI systems must explain their decisions clearly.
•	 Data Protection Laws: Extend rules like GDPR to AI security systems.
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•	 Oversight Mechanisms: Regulators must monitor AI use to ensure accountability.

Technical Solutions:
•	 Bias Detection: Use tools to detect and reduce bias in models.
•	 Interpretable Outputs: Build explainable systems to avoid black-box risks.
•	 Human-AI Collaboration: Combine automation with human review to improve eth-

ical oversight.

Industry Best Practices:
•	 Ethical AI Certification: Require external validation of responsible AI practices.
•	 Diverse Development Teams: Involve people from varied backgrounds in AI de-

sign.
•	 User Control: Give users more say over how security AI affects them.

Implementation Challenges
 
	 Even though these solutions make sense on paper, actually applying them at 
scale is a different story. Things like bias audits, human oversight, and clear rules take 
time, money, and the right people , and not every organization has that. Smaller organi-
zations, in particular, may struggle to keep pace with evolving standards or invest in the 
resources needed to implement these safeguards properly. Even bigger companies can 
face challenges staying consistent.Without shared standards across countries or sectors,  

these efforts can easily fall apart or end up being more symbolic than effective. So 
while the ideas are strong, turning them into real-world practice is still a big challenge.

Conclusion 

	 AI-powered cybersecurity offers immense potential but also possesses significant 
ethical challenges. While AI enhances security efficiency, responsible implementation is 
necessary to prevent privacy violations, bias, and a lack of accountability. Ethical theories 
such as deontology, utilitarianism, and virtue ethics provide structured frameworks for 
addressing these challenges. Governments, businesses, and researchers must collaborate 
to establish transparent regulations, develop advanced bias-reduction techniques, 
and promote responsible AI development. By embedding justice, accountability, and 
oversight into AI-driven cybersecurity, we can protect digital assets without compromising 
fundamental human rights.
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Extended abstract 

	 This paper deals with the application of artificial intelligence, especial-
ly ChatGPT, in the medical sector through the web application e-Doctor. The pa-
per of two parts: theoretical and practical. The theoretical part provides an in-
sight into the basic concepts of artificial intelligence, its history, types, and ap-
plications, with an emphasis on the medical sector. Modern technology is still 
some way from achieving “third wave AI” capabilities, also known as “artificial general 
intelligence” or “strong AI” [1, 2]. 
	 These terms refer to the AI systems that approach super-intelligence, going beyond 
narrow tasks to approach other challenges in a way that approaches human or super-in-
telligence [2, 3]. This notion of AI transforming the medical profession is also echoed in 
literature, such as Robin Cook’s novel Cell (2014), where a smartphone-based system 
called iDoc acts as a fully capable personal physician, outperforming human doctors. 
This fictional scenario reflects real-world discussions about the evolving role of AI in 
healthcare, as explored through the e-Doctor application in this paper.
	 The paper includes various diagrams to illustrate the system structure, including 
business processes, data models, and user activities. The practical part of the paper 
focuses on the development of a prototype web application, e-Doctor, which utilizes 
ChatGPT. ChatGPT acts as a virtual assistant for users, answering any medical-related 
questions they may have. The web application offers functionalities such as viewing med-
ical data, sending questions to the virtual assistant, and generating personalized meal 
plans. The main goal of the web application is to reduce the administrative workload 
on medical workers and improve the quality of medical services [4, 5, 6]. With the de-
velopment of technology and digital systems, the daily lifestyle is undergoing significant 
changes. As one of the most significant technological advances of today, dating back to 
the mid-20th century, artificial intelligence today has applications in various indus
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tries, especially in healthcare. Digitalization enables faster and more efficient access 
to information, and the advancement of artificial intelligence brings new opportunities 
to improve health services [7]. The motivation for creating this paper stems from the in-
credible possibilities that artificial intelligence brings, enabling complex problems to be 
solved and new pathways to be discovered in the fight against disease. Previously, we 
were not aware that this technology would become a key tool in improving diagnostics, 
treatment and access to health information [8]. In this paper, the goal is to show the inte-
gration of ChatGPT with the e-Citizens portal through the development of a prototype 
of the e-Doctor web application. The e-Doctor web application provides insight into 
how artificial intelligence can improve access to health information, enabling faster and 
more accurate responses to patients [9, 10]. The main goal of the web application is to 
make it easier for patients to access health information, and to reduce the administrative 
burden on healthcare professionals [11]. During the preparation of the paper, various 
websites, books, professional and scientific articles with appropriate topics were used 
for the purpose of writing the paper. The paper consists of a theoretical and a prac-
tical part. At the very beginning of the paper, the definition of artificial intelligence is 
explained, as well as its history, types, branches and applications. After that, the basic 
characteristics of ChatGPT and e-Citizens are presented. After applying the knowledge 
about the characteristics of e-Citizens, a visual representation of the diagram is dis-
played, which will be crucial when creating the e-Doctor web application. The diagrams 
that will be shown are the use case diagram, activity diagram, work diagram, business 
process model, sequence diagram, data model diagrams [12, 13]. During the practical 
implementation, the technologies that were used in the work are listed. Finally, the func-
tionality of the prototype of the e-Doctor web application for improving access to health 
information is presented. 
	 When creating application system, several programming languages and tech-
nologies were used to ensure the functionality, interactivity, and adaptability of the 
application. For the basic structure and organization of the content on the website, 
HTML was used. HyperText Markup Language). CSS Cascading Style Sheets are used 
to style elements, i.e. to customize the color, font, and appearance of a page. Bootstrap 
is a front-end framework that offers predefined components and styles, which made 
it possible to quickly create a user interface. A MySQL database was used to store 
and manage data. In the background part of the application, PHP is used. Hypertext 
Preprocessor) Symfony 6 framework that enabled the overall functionality of the appli-
cation such as database work, authentication, server-side logic, etc. Also, when imple-
menting chat functionality for VirtualDoc and DocAssist, JavaScript AJAX was used to 
enable asynchronous sending and receiving of data from the server without the need to 
reload the page after each question asked. This way leads to a better and faster user 
experience. Cybersecurity is an arms race and the fight against cybercrime has moved 
inside the network. Data can be stolen, services interrupted, and systems destroyed 
once a network perimeter security is breached. Technological solutions to cyber threats 
dominate the landscape (e.g. security architecture, artificial intelligence – AI, machine 
learning). In order to develop dynamic, adaptive systems, researchers are using arti-
ficial intelligence models to simulate cyber wargame scenarios. Drawing upon Game 
Theory and machine learning to balance defenders’ advantage, work on modeling and 
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lation for artificial intelligence in adaptive defense systems is showing promise. Along 
with this research, in order to adequately develop AI capable of deceiving a human at-
tacker, it is critical to evaluate these models with human subjects research. It is one thing 
to model a logical, binary situation according to a small set of rules. However, humans 
do not always operate in a rational manner. In order to understand how to model com-
monly displayed irrational decision-making, human subjects research is key. Investigating 
cognitive bias as a deceptive practice in defensive operations stands to inform future AI 
development. 
	 The main goal was to show the application of artificial intelligence in today’s 
time. The application of artificial intelligence has become indispensable in many are-
as, but its impact in healthcare is particularly highlighted, which forms the basis of this 
paper. In the practical part, the focus is on ChatGPT, an advanced language model de-
veloped by OpenAI [14, 15, 16]. In the paper, ChatGPT was used as a virtual assistant 
in the e-Doctor app as a virtual assistant to provide health information and advice that 
facilitates communication between patient and doctor. Through diagrams of use cases, 
activities and business processes, key processes within the application are visually shown. 
The development of a prototype of the e-Doctor web application is an important step 
in the modernization of health services, providing patients and healthcare professionals 
with faster and easier access to information. The prototype thus shows the potential for 
improving the quality of health care, reducing waiting for information and better man-
aging patient data. In order to further improve the functionality and efficiency of the 
e-Doctor application, it is necessary to include the following activities in the next stages 
of development. The first activity involves integration with real health data by establish-
ing an Application Programming Interface (API) connection to connect the application to 
the health system database. As far as security upgrades are concerned, it is necessary 
to further ensure data privacy, which is achieved by replacing the current authentication 
system, with the system of the National Identification and Authentication System NIAS 
and e-Authorization. According to the General Data Protection Regulation (GDPR), a 
regular revision of safety requirements is required. Users with certain disabilities such as 
blindness and visual impairment will try to improve accessibility by enlarging fonts, using 
screen readers, high contrast, etc. For patients, it is planned to introduce the possibility 
of direct video consultations with doctors via the application, which will enable the in-
tegration of the video call system. The final activity involves conducting user experience 
testing to identify potential issues or improvements. Analyzing the data [9] also revealed 
a series of challenges facing governments. These include the need for governments to 
modernize procurement mechanisms for emerging technologies and adapt to the in-
creasingly critical role of the private sector, how AI [17, 18, 19, 20, 21, 22] may threat-
en aspects of strategic stability, and the need for innovators and militaries to enhance 
testing, evaluation, verification and validation (TEVV) processes for AI-enabled systems.
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Extended Abstract

	 The intersection of artificial intelligence (AI) and cybersecurity presents a com-
plex philosophical and practical landscape, characterized by both opportunities and 
challenges. This research is an exploration of this topic from a cybersecurity philosophi-
cal approach. Cybersecurity systems are interconnected socio-technical ecosystems influ-
enced by external forces like regulatory frameworks and societal norms. Machine learn-
ing algorithms improve threat detection by identifying unusual patterns that could indi-
cate breaches which no person can do in a timely manner. Meanwhile, involving diverse 
stakeholders in designing AI-driven cybersecurity systems can help align technology with 
societal values and ethical principles. Human sense and sensitivity to cybersecurity is 
under a revolutionary transformation at the hands of AI. For example, when AI autono-
mously makes decisions - such as blocking IPs or quarantining files - questions arise about 
accountability. Determining responsibility for errors or unintended consequences remains 
a challenge. Anyway, organizations need tools that can help them outsmart attackers. 
Indeed, several questions arise:

•	 How do cybersecurity and AI interact?
•	 Could we put our digital life in the hands of AI? 
•	 Have we enough digital literacy for our own cyber safeguard? 
•	 How does moral uncertainty and disagreement impact the AI risk assessment? 

	 According to (McCarthy, 2006), AI shares many concepts with philosophy, e.g. 
action, consciousness, epistemology and even free will. A key problem is understanding 
common sense knowledge and abilities. Aligning the philosophy of AI and cybersecurity 
involves integrating ethical principles of safety and privacy (Abbas, 2023; Badi, 2024). 
Under the perspective of system, while on the one hand artificial intelligence has great 
potential for cybersecurity compared to human capabilities, on the other hand human 
intervention is essential for control and regulation (Grigoryan, 2023), so that we don’t 
end up ethically out of control in the hands of artificial intelligence. In fact, the ever-in
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creasing number and complexity of cybersecurity regulatory frameworks demands the 
principle of reciprocity and international cooperation (Okwori, 2023). Moreover, if the 
philosophy of cybersecurity is also about the user’s perspective (Olejnik, 2023) is a col-
lective responsibility, but there is no requirement for common certification. The commotion 
is the result of a lack of digital literacy and governments are failing to invest in this. This 
is the reality, not any other, and there’s no point in pretending that the problem doesn’t 
exist. Even so, the hope remains that AI can replace man in protecting himself in terms 
of cybersecurity (Naayini et al., 2025). The principle must always be one of balance, to 
reach the well-being of digital environment (Büchi, 2021).
	 Knowledge, or even digital literacy, can be leveraged to promote transparency 
in diverse manners and ways. It enables users to access and comprehend AI systems, 
transparency. If AI systems are designed in a more transparent way, it opens how it 
makes decisions and thus are more explainable from the user’s point of view.
	 Brandao (2021) exemplified real-world situations and problems regarding 
Advanced Persistent Threat (APT). APT attackers are generally well-funded with access 
to the advanced tools and methods that include the use of various attack vectors to 
initiate and maintain the attack in progress. APT attackers are highly determined and 
persistent and don’t give up. Once, they have entered a system, they try to stay there 
for as long as they can. They plan to use various evasive techniques to avoid detection 
by conventional intrusion detection systems. They follow a ‘low and slow’ approach to 
increase their success rate. To achieve the assigned goal, attackers need to go through 
several stages of attacks in different ways, without being detected. These multiple stag-
es involve establishing footholds, scanning the internal network and moving laterally 
from one system to another in the network to reach the target system and carrying out 
their criminal activity. APTs are often misunderstood and misinterpreted, and the term is 
increasingly being used in the industry as an excuse for organizations’ failure to protect 
themselves from very specialized attacks. On the other hand, recently, attacks have 
been recorded with objectives that are not actually specified by NIST Cybersecurity 
Framework for APT, because the methods used, and the deterministic characteristics 
of these attacks have caused the security industry to point out the need to revise the 
definition of APT to include other domains with new attack objectives. The threat in APT 
attacks is usually the loss of confidential data or the impediment to the functioning of 
critical or mission components. These are growing threats for many national entities and 
organizations that have advanced protection systems in place to protect their missions 
and/or data.
	 Furthermore, achieving human-level intelligence and capabilities not explic-
itly anticipated by the developer, it is determined that controlling Artificial General 
Intelligence (AGI) is an important and pressing area of research (Arshad, 2025). 
Meanwhile developing highly autonomous systems, AGI can surpass the human brain in 
complexity and speed (Gubrud, 1997), displace humans from key roles, and/or recur-
sively self-improve (Morris, 2023), levering yet more risks for international security. 
	 Current levels of digital literacy are insufficient for ensuring robust cyber safe-
guards, and significant gaps persist globally. AGI tools can amplify human effectiveness 
in very complex areas of cybersecurity awareness. Many individuals lack adequate 
knowledge of online safety practices, such as recognizing phishing scams or using strong 
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passwords. Nowadays, many AI-powered apps used in social networks function as black 
boxes, while AI have capabilities to predict risks continuously monitor signals across at-
tack surfaces to enhance defense capabilities.
	 Furthermore, cybersecurity could not lie in the hands of AI alone but may dimin-
ish human agency and critical thinking skills. Moral uncertainty significantly influences AI 
risk assessment, if AI’s effects on moral development itself, controlling counseling practice 
for learning and enhance to higher levels of ethical reasoning. Disagreement about mor-
al theories makes difficult decision-making between options, as different cultures may 
prioritize distinct values. AI’s goals often align with the interests of those who control it 
rather than its users. The dual-use nature of AI benefiting both defenders and attackers 
will continue to evolve, requiring innovative strategies to mitigate risks without stifling 
progress. 
	 The balance between cybersecurity considerations and human rights could be 
also an attempt to exploit international law, such as for example AI regulation, the 
proportionality principle and the demanding velocity of AI innovation, digital skills and 
competences in the European context [Pais D’Aguiar]. We must emphasize the distinction 
between territorial jurisdiction and extraterritorial jurisdiction, minimizing the risks and 
taking fair principles for AI alignment and aligning with human values from a tool for 
private interests into a technology that benefits humanity (WEF, 2024). The EU legislator 
prescribes risk mitigation and predetermine the proportionality judgment (Novelli et al., 
2023), but to what extent the proportionality assessment it is not clear in many aspects 
a qualitative exercise and interference between values. The proportionality principle 
practical meaning range in the scope of the art. 5.º of the EU AI Act combined with the 
art. 9.º of the EU GDPR (regulations 2024/1689 and 2016/679, respectively).
	 The integration of AI into cybersecurity demands rigorous oversight to address 
regulatory requirements and ensure ethical use while avoiding misuse or unintended con-
sequences (WEF, 2025). A balanced approach that integrates technical innovation with 
robust ethical frameworks is essential to ensure the safe and responsible deployment of 
AI in cybersecurity contexts. 
	 The future of cybersecurity lies not in the hands of AI alone but in the synergy 
between human sensitivity and digital alienation. That way, a cybersecurity philosoph-
ical approach should involve reasoning and thinking critically about threats in today’s 
and tomorrow’s digital world. This combines technical analysis with philosophical re-
flection to make cybersecurity accessible to a wide audience - from IT professionals to 
policymakers and general readers.
	 Cybersecurity is mandatory for the man that wants to be in a modern world, 
meanwhile it depends on the AI-driven tools that the mortal humans cannot control! 
Instead, anyone can still live in the Cavern and face the deterioration!
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Introduction

	 The rapid emergence and adoption of generative artificial intelligence (GenAI), 
particularly large language models (LLMs) have reshaped the educational landscape. 
These tools have introduced new paradigms in content creation, personalized learning, 
and academic productivity. In response, educators are actively exploring ways to inte-
grate GenAI into curricula while addressing ethical, methodological, and pedagogical 
concerns.
	 While much of the existing literature highlights the affordances and risks of 
GenAI in general educational contexts emphasizing academic integrity, critical thinking, 
and privacy, there is a lack of focused research on how students perceive its structured 
integration into academic assignments, especially in higher education. As many institu-
tions move toward embracing AI-assisted learning, it becomes crucial to understand the 
student perspective to design effective, ethical, and pedagogically sound implementa-
tion strategies.
	 This study was motivated by our direct involvement in integrating GenAI into a 
university course, where we noticed both enthusiasm and confusion among students. We 
aimed to assess how students experience and interpret this integration, identify potential 
barriers, and refine our educational approach accordingly.
	 After examining the impressions our students have regarding the use of GenAI 
in education [8], we felt prepared to undertake an extensive case study related to the 
integration of GenAI in the preparation and delivery of paper assignments. This case 
study involved 150 students. Aware of the challenges our students faced with their first 
structured integration of large language models (LLMs) for paper assignment prepara-
tion, we conducted a new survey to examine student viewpoints on the role of GenAI in 
shaping the overall integration process.
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	 Our research was guided by the following research questions:

1.	 How do university students perceive the structured integration of generative AI 
tools in the preparation of academic paper assignments?

2.	 What recommendations can be derived to support ethically sound and pedagog-
ically effective implementation of GenAI tools in higher education?

Related Work 

	 The role of generative artificial intelligence in education is increasingly placed 
within a wider ethical and socio-technical discourse [1–4]. Early adoption studies indi-
cate that GenAI offers the potential to facilitate creativity, efficiency and personaliza-
tion in learning. This applies to the creation of texts as well as to the preparation of 
code. For writing academic texts, LLMs help from conceptualizing the content of the text, 
through finding relevant information to polishing the already written text.
	 While much of the existing literature on GenAI’s educational applications con-
centrates on its potential for assisting in research, content generation, or enhancing cre-
ative tasks, our research explores the operationalization of GenAI tools within the for-
mal academic structure, examining how students engage with GenAI as a part of their 
assignment process and its implications on their learning experience. This original angle 
allows a deeper understanding of the practical challenges students face and provides a 
nuanced perspective on how such tools can be better integrated into academic curricula.
	 Despite the great possibilities, scientists have expressed concerns about aca-
demic integrity, cognitive addiction, misinformation through hallucinations, and privacy 
risks [6–9]. Previous research has primarily focused on educators’ perspectives, institu-
tional strategies, or student acceptance of AI tools in general [10–12]. However, there 
remains a significant gap in the literature regarding student experiences of operation-
alizing GenAI within formal academic workflows, such as written assignments, especially 
when such use is institutionally supported. This study seeks to fill this gap by offering 
empirical insights into students’ lived experiences with AI-supported writing processes. 

Methodology

	 The study was situated within an undergraduate-level Computer Ethics course 
at Faculty of Computer Science and Engineering (FCSE) during the winter semester of 
academic 2024/25. After the course, we designed a survey to get detailed feedback 
on their experiences with GenAI and how we integrated GenAI into the course itself. 
Participation in the survey was voluntary, and data collection was conducted in accor-
dance with institutional ethical research guidelines.
	 Data was collected through a structured, self-administered survey, implemented 
via the Moodle platform. The survey comprised 25 items, grouped into six themat-
ic clusters: Time and productivity; Use of GenAI in the workflow; Moodle-integrated 
quizzes; Essay Submission procedures; Challenges and suggestions and Perceptions 
of GenAI in education. The instrument included both closed-form Likert-scale ques-
tions and open-ended items, allowing for triangulation of perspectives. Instructor 
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field notes served as a secondary data source, offering contextual interpretation of 
student behavior and engagement.
	 The survey remained open for a period of three weeks, during which we re-
ceived 43 responses. This number of responses is considered sufficient to conduct a reli-
able, meaningful, and comprehensive analysis, including sentiment analysis, of the data 
collected.

Results and Discussions

	 Quantitative data were analyzed descriptively, highlighting patterns in usage, 
satisfaction, and perceived challenges. Qualitative responses were thematically coded 
to extract core concerns, expectations, and recommendations. Triangulation with instruc-
tor reflections enhanced the reliability and contextual depth of the findings. The survey 
results reveal a multifaceted and often ambivalent student response to the integration 
of GenAI into academic writing tasks.
	 Over 50% of the respondents reported using GenAI as a collaborative partner 
during the drafting process. Approximately 40% employed GenAI tools at the ideation 
stage to generate prompts and structure arguments. Around 20% used GenAI for per-
sonalized learning or content refinement.
	 62.8% of students expressed overall satisfaction with the structured approach 
implemented in the course. However, a small minority (9.3%) questioned the emphasis 
on process demonstration (e.g., interacting with GenAI via Moodle), expressing a pref-
erence for outcome-focused evaluation.
	 A significant majority (72.1%) identified ghostwriting and plagiarism as key 
concerns when relying heavily on GenAI. 28.6% highlighted hallucination—a well-doc-
umented limitation of LLMs—as a primary risk. Notably, only one respondent admitted 
to using GenAI outputs without any form of verification.
	 Some students reported confusion regarding the AI-integrated quizzes and sub-
mission procedures, which may be attributed to inconsistent attendance or insufficient 
guidance during implementation.
	 The findings indicate a generally positive disposition toward GenAI among stu-
dents, tempered by a keen awareness of its ethical and technical limitations. Students 
appear open to AI-supported learning but demand clearer guidance, transparent ex-
pectations, and safeguards to preserve academic integrity.

Conclusions and Future Directions

	 This study examined student perceptions of the structured integration of gen-
erative AI into the preparation and delivery of term papers in a university setting. The 
results suggest that while students are generally open to AI tools, they are also critically 
aware of the ethical and pedagogical complexities associated with them.
Additionally, it offers several implications for the design and management of GenAI in-
tegration in higher education, including enhanced AI instruction; innovation in assessment; 
articulating clear policies defining permissible uses of GenAI; and continuous improve-
ment of AI-integrated courses to ensure clarity, fairness, and educational value.
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Further research is planned to assess the longitudinal impact of these changes and ex-
plore disciplinary differences in student engagement with GenAI. Ultimately, fostering a 
pedagogically responsible and ethically informed approach to GenAI in education will 
require collaboration among educators, institutions, and students themselves.
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Abstract

	 This study aims to analyse the relation between sustainable fashion trends and 
second-hand shopping while keeping in mind the importance and role of social media. 
A qualitative methodology approach was adopted to analyse the research proposi-
tions and form a better understanding of the research gaps and further investigations. 
The main results highlight the influence of social media engagement, endorsement by 
influencers, transparent sustainability communication, and circular business models on 
second-hand shopping behaviours. The conclusion drawn underscore the significance of 
considering these factors in shaping consumer attitudes and behaviours towards sustain-
able fashion and second-hand shopping, while also acknowledging the limitations of 

Extended Abstract

	 “Education is a social process; education is growth; education is not preparation 
for life but is life itself.” This quote by John Dewey appears in his book The Social and 
the Society. Or, at least, that is what the AI overview provided by Google declared in 
response to a query about the origin of this quote. One problem with this summary is that 
there is no record of this book’s existence5. This exchange illustrates the truth of Dewey’s 
claim. Education is inherently a social process built on relationships, communication, em-
pathy, and many other social skills. In particular, when confronted with a claim that the 
AI-generated overview is incorrect, the learner will need to trust that the instructor is 
acting in good faith and has the necessary expertise.
	 Research within the education community has long advocated for a transition to 
active learning. Active learning has been shown to increase learning outcomes signifi-
cantly in a variety of settings when compared to traditional lecture-based instruction 
(Freeman et al., 2014). One common way to summarize the resulting recommendations 
for learner-centered teaching (Weimer, 2013) is to describe a shift from instructors as a 
“sage on the stage” to a “guide on the side” (King, 1993). As a part of this shift, instruc-
tors must explicitly teach and model many necessary skills, such as collaboration (Oakley 
et al., 2004), that are not specific to their domain of expertise. AI is rapidly becoming 
another such skill. More specifically, challenging AI-generated output has become an 
essential part of critical thinking learning outcomes that lie at the heart of education.
	 Large-language models (LLMs) are a category of AI models that use deep learn-
ing on a large set of input data to process and respond to natural language requests. 
LLMs can be built on a variety of architectures, including recurrent neural networks 
(RNN), convolutional neural networks (CNN), or transformers. Generative pretrained 
transformers (GPT), such as the widely popular ChatGPT, is one type of LLM that is par-
ticularly effective for processing users’ requests and generating new text as a response 
(Hughes, 2023). The new text has a high probability of responding correctly to queries 
due to the statistical correlations the GPT derived from the training data.
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qualitative research and offering suggestions for future research directions. Overall, this 
study contributes to a deeper understanding of the evolving landscape of sustainable 
fashion consumption and its implications for the fashion industry and society.

Introduction

	 The growing awareness of environmental degradation and social injustices with-
in the fashion industry has sparked a paradigm shift in consumer attitudes towards cloth-
ing consumption. Traditional notions of trend-driven fast fashion are increasingly being 
challenged by a burgeoning interest in sustainable alternatives, including second-hand 
shopping. This shift reflects a broader cultural movement towards conscious consumption 
and ethical living, where individuals are increasingly mindful of the environmental and 
social implications of their purchasing decisions [1].
	 Moreover, the pervasive influence of social media platforms has revolutionized 
the way in which fashion trends are disseminated and adopted [2]. With platforms 
such as Instagram, TikTok, and Pinterest shaping consumer aspirations and preferences, 
understanding the role of social media in driving sustainable fashion practices becomes 
imperative. By leveraging the power of digital networks, individuals can not only access 
a vast array of second-hand offerings but also participate in online communities that 
promote sustainable lifestyles and values [3].

Literature Review

	 [4] highlight the evolving landscape of digital and social media marketing, 
a realm integral to conveying sustainable fashion trends and promoting second-hand 
shopping. The emergence of influencers play a pivotal role in disseminating sustainable 
fashion information and shaping consumer perceptions, potentially driving engagement 
with second-hand shopping [5].
	 Customer perceptions of sustainable practices in fashion stores contribute to un-
derstanding the factors influencing consumers in the context of sustainable fashion trends 
[6]. Transparent communication, a key aspect identified in the study, aligns with the goals 
of promoting second-hand shopping, where clarity about sustainability practices is es-
sential in attracting consumers to pre-loved fashion items.
	 Second-hand clothing markets, including diverse business forms, profit motives, 
equity, and justice, provides critical insights into the societal and economic dimensions of 
sustainable fashion [7]. This aligns with the broader goals of sustainable fashion trends, 
emphasizing ethical considerations and social impact, which can contribute to the accep-
tance and promotion of second-hand shopping.
	 Social influence within social networks provides a lens through which to under-
stand how sustainable fashion trends and second-hand shopping choices propagate 
through communities [7]. The role of opinion leaders and the dynamics of influence within 
social networks align with the influential nature of social media platforms, where trends 
are often set, and second-hand shopping can gain momentum.
	 Thus, emerging form the theoretical background, the student intends to test the 
following research questions (RQ):

	 In many circumstances, LLMs are very powerful and effective. Within the medical 
community, doctors have explored the use of ChatGPT to improve their communication 
with patients (Kolata, 2023). As the practice of medicine relies on expertise and spe-
cialized language that are not available to patients, these tools have helped to provide 
more accessible summaries. LLMs have also been used to help non-English speakers 
engage with communities where English is the dominant language (Piatek, 2023). In ed-
ucation, this is particularly important, as reducing language barriers for students makes 
learning more accessible (Sakai, 2023); students have successfully used these tools to 
improve necessary skills, such as essay writing and note taking.
	 At the same time, the widespread adoption of such tools has raised a number of 
concerns and questions. For instance, De Angelis et al. (2022) highlighted concerns that 
LLMs can threaten public health by spreading misinformation. Since LLMs are based on 
statistical correlations between words and they do not build on principles of reasoning, 
experimentation, or domain expertise, they have been characterized as stochastic par-
rots (Bender et al., 2021) rather than intelligent agents. The debate over the nature of 
such systems has a long history (Searle, 1980). In more modern terms, LLMs are subject 
to the problem of hallucination (Sajid, 2023; Smith, 2023). LLMs may generate text 
responses that appear plausible but actually produce empirically false claims, as the 
Dewey example above illustrates. While hallucinations are one concern of the wide-
spread adoption of AI tools, it is not the only concern.
	 More recent critiques of generative AI technologies suggest that framing these 
shortcomings as “hallucinations” or inaccuracy is insufficient. In particular, some are now 
arguing that it is best to view their results as “bullshit” in the sense defined by Frankfurt 
(Hicks, 2024; Frankfurt, 2005). In this sense, the result of generative AI tools should be 
treated as being made with “indifference towards the truth of the utterance.” As such, 
AI literacy depends on the ability and willingness to evaluate the veracity of all claims 
made by the system. More to the point, the output from AI systems and knowledge 
shared by experts and instructors should be approached differently, as the former is 
produced with an indifference and lack of moral agency not representative of the latter.
	 The field of radiology provides an interesting case study regarding the impli-
cations of widespread use of AI tools. In comments to a machine learning conference 
in 2016, Geoff Hinton famously predicted that radiologists would become obsolete 
given advances in generative adversarial networks (GANs) (Hinton, 2016). As of 2024, 
though, the field faced a labor shortage (Byju, 2024). Rather than replacing radiologists 
with AI systems, there has been a shift to exploring the use of AI predictions to support 
radiologists in their work. Unfortunately, there is growing evidence that this approach 
may lead to worse outcomes. In one recent study, the performance of radiologists de-
creased when they were provided with predictions generated by AI (Agarwal et al., 
2023). In that study, the largest performance drops occurred in cases where radiologists 
were less certain of their initial determination; rather than relying on their own expertise 
and judgment, they were then more likely to defer to the AI predictions, which were 
more commonly wrong. Furthermore, many of these approaches fail to account for the 
threats created by intentional manipulations of data sets to create malicious models (Chu 
et al., 2020).
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RQ1 – Does social media engagement relates positively on Second-Hand 
Shopping?
RQ2 - Does consumer interest relies on the endorsement of Influencer’s on Second-
Hand Fashion?
RQ3 - Transparent Sustainability Communication brings a positive and significant 
effect on Second-Hand Fashion?
RQ4 – Composing a Circular Business Model creates a positive and significant 
effect on Second-Hand Fashion?

Methodology

	 Data collection was conducted through interviews. The interview script was cre-
ated with the intention of gathering in depth perception on the influences of sustain-
able fashion trends on today’s second-hand consumption and to better understand the 
role that social media plays in making decisions related to it. The selection of Gen Z 
consumers as the target demographic for this qualitative study is underpinned by their 
increasing influence in shaping consumer trends, particularly in the realm of sustainable 
fashion practices. As the first generation to come of age in a predominantly digital era, 
Gen Z individuals are known for their strong digital literacy, social media engagement, 
and awareness of global issues, including environmental sustainability [8]. By including 
participants with similar educational backgrounds (students of the bachelor in Creativity 
and Innovation Business), the study aims to capture a range of perspectives and experi-
ences and enhance the depth and comprehensiveness of the qualitative data collected. 
The sample has in total 5 participants that with different experiences created a nuanced 
standard that illustrated the results to the propositions.
	 The data was collected from April, 29th to May, 20th 2024, a thematic analysis 
approach was employed. Moreover, interpretive analysis was conducted to delve deep-
er into the underlying meanings and nuances inherent in the qualitative data. This qual-
itative analysis method facilitated a rich exploration of the research propositions, al-
lowing for a nuanced understanding of the phenomena under investigation. Categories’ 
background can be seen on the table below.

Table 1. Categories’ background.

Results

	 The results provide valuable insights into the interconnected dynamics between 
sustainable fashion trends, second-hand shopping, and social media influence.

RQ1 – Does social media engagement relate positively on Second-Hand Shopping?
	 The findings from the interviews support RQ1, indicating a positive relation-

	 This concern that people, including those with subject matter expertise, may be-
come too deferential to AI systems echoes concerns that have long been raised in a va-
riety of fields. Gendron et al. (2023) expressed concern that widespread use of AI tools 
could deskill and degrade core activities in academic publishing. Johnson (2006) has 
previously argued similarly, arguing that computer systems such as generative AI are 
not moral agents that can accept responsibility for claims of truth and trustworthiness. 
Adding another layer of indirection to move from experts to novices with insufficient 
experience exacerbates this concern.
	 The moral concerns regarding AI tools go beyond simply determining the accura-
cy of the claims produced as output. Yang et al. (2024) have demonstrated that AI tools 
for medical imaging can infer demographic characteristics and produce biased results in 
cases where there is no basis for using this information in medical diagnoses. The concern 
that users become overly reliant on AI judgments adds to these fairness problems, as 
there is growing evidence that police departments unquestioningly use facial recognition 
systems when making arrests (MacMillan et al., 2025).
	 Taking a balanced view of AI in the context of education requires considering 
both the potential merits and the flaws of such systems. Additionally, their popularity 
and widespread adoption makes it unlikely that these systems can be made to simply 
disappear if their flaws cannot be addressed. Instead, these tools necessitate anoth-
er shift for instructors toward explicit instruction and modeling. As with critical thinking 
(Murawski, 2014), using AI appropriately is rapidly becoming a necessary learning 
outcome for students. There must be greater recognition and emphasis on the notion that 
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Extended abstract

Introduction

	 The integration of artificial intelligence (AI) in higher education, encompassing 
both traditional AI systems (automatic or semi-automatic learning processes) and gen-
erative AI (such as large language models like ChatGPT), has transformed teaching, 
learning, and administration. While adaptive learning systems and generative AI tools 
enable personalized education and improved efficiency, they also raise ethical concerns, 
including privacy, bias, and over-reliance. However, there is a lack of guidelines to en-
sure transparency and equity in automated evaluation processes. Current studies focus 
on the pedagogical benefits of AI, but end up leaving aside important issues, such as 
algorithmic bias and the impact on academic integrity. The central contribution of this 
manuscript is to articulate a comprehensive ethical and security-oriented perspective 
on the integration of computing technologies and the Internet, offering evidence-based 
practices and policy suggestions to guide institutions toward more accountable and hu-
man-centered digital strategies.
	 Artificial intelligence (AI) has become a transformative force in education, re-
shaping traditional paradigms and offering innovative solutions for teaching, learning, 
and administration [Woerner et al., 2024; Ruíz et al., 2023]. Tools like ChatGPT ex-
emplify how AI can provide adaptive tutoring, streamline assessment, and enhance stu-
dent engagement [Patel et al., 2023; Emdad et al., 2024]. AI’s integration in education 
extends beyond operational benefits; it prompts a rethinking of pedagogical practices 
and the role of human educators [Alomran and Alhazmi, 2023; Indrayani et al., 2024]. 
The opportunities provided by AI, such as personalized learning experiences and da-
ta-driven insights, are juxtaposed with risks like diminished critical thinking, data privacy 
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concerns, and biases embedded in AI systems [Pan et al., 2023; Al Maqbalia et al., 
2024]. These concerns are amplified in higher education, where critical reasoning and 
ethical decision-making are paramount [Ruíz et al., 2023].

Advantages of AI in Higher Education

	 Generative AI offers numerous benefits, including advanced research capabil-
ities and adaptive teaching platforms, that can tailor educational content to individual 
needs, improving engagement and outcomes. In research, AI facilitates complex data 
analysis, hypothesis generation, and even co-authoring scientific work, accelerating the 
pace of discovery and fostering interdisciplinary collaboration [Jacques et al., 2024; 
Maya and Valdes, 2024]. From a pedagogical perspective, frameworks like the PAIR 
model (Problem, AI, Interaction, Reflection) have demonstrated the potential of AI to en-
hance critical thinking and active learning, also cultivating skills vital for the evolving job 
market [Maya and Valdes, 2024]. However, over-reliance on AI tools is found to diminish 
critical thinking skills and reduce students’ ability to analyze and synthesize information 
independently, and the unequal access to AI technologies exacerbates educational in-
equities [Halvorson, 2024; Moreira et al., 2024].

Ethical Considerations and Challenges

	 Key ethical concerns of AI integration include data privacy, algorithmic bias, 
and academic integrity. The use of sensitive data raises security issues, while biases 
in AI models may perpetuate inequalities. Additionally, AI in grading risks undermin-
ing qualitative assessments of creativity and critical thinking without proper oversight. 
Responsible monitoring is essential to address these challenges. [Jacques et al., 2024; 
Halvorson, 2024].
	 The work from [Slimi and Carballido, 2023] examines the ethical challenges of 
Artificial Intelligence (AI) in higher education, focusing on biased algorithms, AI-driven 
decision-making, and human displacement. Through an analysis of seven global AI eth-
ics policies, it emphasizes the need for fairness, transparency, and accountability in AI 
deployment to mitigate risks while maximizing its potential benefits. The study highlights 
the importance of collaboration among stakeholders to ensure equitable and ethical use 
of AI in academic settings.
	 Furthermore, high computational demands of AI systems raise concerns about 
energy consumption and environmental impact. Institutions must adopt energy-efficient 
models and promote responsible technology usage to align with global sustainability 
goals [Moreira et al., 2024].

concerns, and biases embedded in AI systems [Pan et al., 2023; Al Maqbalia et al., 
2024]. These concerns are amplified in higher education, where critical reasoning and 
ethical decision-making are paramount [Ruíz et al., 2023].

Advantages of AI in Higher Education

	 Generative AI offers numerous benefits, including advanced research capabil-
ities and adaptive teaching platforms, that can tailor educational content to individual 
needs, improving engagement and outcomes. In research, AI facilitates complex data 
analysis, hypothesis generation, and even co-authoring scientific work, accelerating the 
pace of discovery and fostering interdisciplinary collaboration [Jacques et al., 2024; 
Maya and Valdes, 2024]. From a pedagogical perspective, frameworks like the PAIR 
model (Problem, AI, Interaction, Reflection) have demonstrated the potential of AI to en-
hance critical thinking and active learning, also cultivating skills vital for the evolving job 
market [Maya and Valdes, 2024]. However, over-reliance on AI tools is found to diminish 
critical thinking skills and reduce students’ ability to analyze and synthesize information 
independently, and the unequal access to AI technologies exacerbates educational in-
equities [Halvorson, 2024; Moreira et al., 2024].

Ethical Considerations and Challenges

	 Key ethical concerns of AI integration include data privacy, algorithmic bias, 
and academic integrity. The use of sensitive data raises security issues, while biases 
in AI models may perpetuate inequalities. Additionally, AI in grading risks undermin-
ing qualitative assessments of creativity and critical thinking without proper oversight. 
Responsible monitoring is essential to address these challenges. [Jacques et al., 2024; 
Halvorson, 2024].
	 The work from [Slimi and Carballido, 2023] examines the ethical challenges of 
Artificial Intelligence (AI) in higher education, focusing on biased algorithms, AI-driven 
decision-making, and human displacement. Through an analysis of seven global AI eth-
ics policies, it emphasizes the need for fairness, transparency, and accountability in AI 
deployment to mitigate risks while maximizing its potential benefits. The study highlights 
the importance of collaboration among stakeholders to ensure equitable and ethical use 
of AI in academic settings.
	 Furthermore, high computational demands of AI systems raise concerns about 
energy consumption and environmental impact. Institutions must adopt energy-efficient 
models and promote responsible technology usage to align with global sustainability 
goals [Moreira et al., 2024].



208 ETHICOMP2025 | EXTENDED ABSTRACTS

Suggested Practices for Using AI in Higher Education

	 To integrate AI in higher education effectively and ethically, we devise that 
institutions should adopt the following practices:

1.	 Ethical Implementation: Ensure transparency, fairness, and accountability in AI 
systems by mitigating algorithmic biases and prioritizing data privacy. Always 
disclose the AI tools used in content creation to maintain academic integrity.

2.	 AI Literacy: Equip educators and students with knowledge of AI’s capabilities and 
limitations through interdisciplinary courses and training on ethical implications to 
foster informed decision-making.

3.	 Personalized Learning: Use AI tools to support, not replace, traditional teaching. 
Adaptive platforms can enhance engagement by tailoring content to individual 
needs, while clear communication on AI’s role builds trust.

4.	 Assessment Practices: Balance AI automation with human oversight in grading to 
ensure fairness. Integrate AI with interactive assessments to better evaluate criti-
cal thinking and creativity.

5.	 Human-AI Collaboration: Leverage AI to assist, not replace, educators. Virtual 
assistants can handle routine tasks, freeing faculty for more complex academic 
responsibilities, while supporting research through data analysis.

6.	 Accessibility and Equity: Design inclusive AI tools to reduce disparities and bridge 
the digital divide. Provide access to devices and training, ensuring underrepre-
sented groups benefit equally.

7.	 Policy Evaluation: Regularly review AI policies to address emerging challenges. 
Involve diverse stakeholders to keep practices ethical and relevant.

8.	 Responsible Innovation: Avoid over-reliance on AI by emphasizing critical thinking 
and experiential learning, ensuring AI complements human judgment in nuanced 
decision-making.

	 These practices balance AI’s transformative potential with ethical responsibility, 
empowering institutions to foster innovation while promoting equitable and inclusive ed-
ucation.

Conclusion
	
	 AI’s role in higher education is both promising and fraught with challenges. While 
it can revolutionize learning and operational efficiency, ethical issues and risks must be 
addressed to ensure equitable and sustainable integration. Stakeholders, including ed-
ucators, policymakers, and students, must work collaboratively to establish frameworks 
that maximize AI’s potential while upholding human values. Responsible, transparent 
use, combined with continuous dialogue and adaptive policies, can pave the way for an 
inclusive and innovative future in education.
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Abstract

	 Work has long been a defining factor in shaping human development and iden-
tity [6,1,21,22,10]. This is especially true in knowledge based professions, where work 
is not just a matter of productivity but also an expression of expertise, creativity, and 
intellectual autonomy [17,18]. Nowhere is this more evident than in academia, where 
intellectual labor is central to both professional identity and the pursuit of knowledge 
[16,9]. However, as AI is increasingly employed for literature reviews, data analysis, 
and academic writing [8,13,12,7], the boundaries between human and machine-gener-
ated contributions are becoming increasingly blurred. This extended abstract presents 
a small-scale qualitative study exploring how these shifts in academic work shape aca-
demics’ professional self-concept and intellectual virtues, such as curiosity, creativity, and 
critical thinking. Through in-depth interviews with junior academics across disciplines, the 
study reveals a growing tension between traditional academic values and AI’s expand-
ing role in research and teaching. While AI can enhance efficiency and support per-
sonalized learning, uncritical use risks homogenizing intellectual output, reinforcing the 
’publish or perish’ culture, and stifling creativity and critical thinking. To help institutions 
navigate these challenges, we propose strategies—including AI literacy training, clear 
ethical guidelines, and structured governance frameworks—to ensure that AI strengthens 
rather than erodes the core values of academia.

Introduction

	 Much of how we define ourselves is tied to our work. Our professional roles 
offer not only financial stability but also a lens through which we assess ourselves and 
our societal contributions. Work has consistently proven to be one of the defining factors 
shaping our development and identity throughout our lives [6,1,21,22,10], and this re-
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lationship is even more pronounced in jobs reliant on one’s intellectual capital [17]. For 
those in knowledge-based professions, work is not merely about productivity; it is an 
expression of expertise, creativity, and intellectual autonomy [17,18]. Nowhere is this 
more evident than in academia, which fundamentally depends on the cultivation and 
application of one’s intellectual abilities
[16,9].
	 Yet, just as industrial automation reshaped physical labor, advances in AI are 
beginning to transform cognitive work. AI is now employed in numerous academic prac-
tices—from idea generation and literature reviews to coding and complex data analy-
ses. For example, Nature recently included ChatGPT in its 2023 list of the most influential 
scientists [14], prompting questions about the evolving definition of scientific contribution. 
If AI can be placed alongside human researchers, what does this mean for the role of 
human intellect in academic work?
	 This blurring of boundaries between human and AI knowledge production 
points to a gap in current research. While prior studies have focused on AI’s function-
al contributions—such as writing feedback, literature synthesis, and teaching resources 
[8,13,12,7]—the deeper implications for academic identity and intellectual virtues re-
main underexplored. As Nazareno and Schiff [15] note, ”technological complementar-
ity is not a uniform good,” suggesting that automation may reflect a delicate balance 
between augmentation and replacement. This study addresses that gap by investigating 
how AI-driven automation influences academics’ professional self-concept—i.e., their 
identity and perception within their careers [19]—and the cultivation of intellectual vir-
tues such as creativity, curiosity, and critical thinking.

Methods

	 While the psychological study of self-concept in academia has a well-estab-
lished history [3,2,11], we approach the topic from a philosophical perspective, center-
ing intellectual virtues as defining features of academic identity [18]. Recognizing that 
AI is transforming not only what academics do, but also how they create, interpret, and 
disseminate knowledge, we employ a qualitative approach.
	 Our study draws on six in-depth, semi-structured interviews with junior academ-
ics from social sciences, humanities, and natural sciences who engage with AI in design-
ing, implementing, or critically evaluating these systems. Each interview (34–79 minutes) 
was recorded and analyzed using thematic analysis supported by CAQDAS (Atlas.ti). 
We combined deductive codes from our interview guide with emergent inductive themes. 
Although the sample size is modest, theoretical saturation was achieved, and bias was 
mitigated via open-ended questioning and peer review of the interview protocol.

Results
	 Our thematic analysis revealed four key themes that capture how AI-driven 
automation shapes academics’ professional self-concept and intellectual virtues:
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Who Am I as an Academic?
	 Participants underscored the centrality of creativity, intellectual freedom, and a 
commitment to lifelong learning in defining their academic identity. They distinguished 
between romanticized notions of inspiration and the sustained diligence required for 
meaningful scholarly work. Many emphasized that academia addresses broader so-
cietal issues, warning that AI’s standardizing tendencies could homogenize intellectual 
output and dilute the unique scholarly voice that underpins academic self-concept.

AI—Friend or Foe or ...?
	 This theme examines the ambivalent role of AI. On one hand, AI is viewed as a tool 
that assists with coding, literature reviews, and other routine tasks [12], enabling more 
creative problem solving. On the other hand, interviewees cautioned that overreliance 
on AI could exacerbate a ”publish or perish” culture, reinforce biases, and compromise 
academic integrity. AI’s use in peer review was flagged as particularly problematic, 
raising questions about the quality and reliability of published research.

Automating Intellectual Virtues
	 Here, participants explored the interplay between AI and key intellectual virtues 
such as creativity, curiosity, and critical thinking. While AI can help overcome mental 
blocks, some feared that it might erode the depth of human creativity, shaped by per-
sonal experience and perseverance. Critical thinking was also highlighted as vulnerable, 
given the risk of passively accepting AI outputs without scrutiny. Transparency in AI usage 
was deemed crucial for maintaining trust and scholarly integrity.

Institutional Strategies and Support Mechanisms

	 Finally, participants stressed the importance of structured institutional responses 
to AI integration. They recommended mandatory AI literacy training, ethical guidelines, 
and governance frameworks to ensure that AI complements, rather than replaces, human 
intellectual contributions. Concerns about fair compensation for AI-related service work, 
sustainability, and ethical deployment were also raised. Collectively, these strategies 
aim to preserve the intellectual virtues essential to academic excellence in the AI era.

Discussion
	 While AI holds the potential to serve as a beneficial generative tool — one 
that challenges us, sparks new perspectives, and expands our research horizons — 
overreliance on such systems risks reducing creativity to mere content production and 
detaching academia from the reflective, ethical labor it demands [7,13,16]. Crucially, 
the study emphasizes that virtues — such as a love for knowledge, commitment to intel-
lectual growth, and the cultivation of originality — cannot be replicated or replaced 
by AI. Intellectual virtues are not merely aspirational; they constitute the foundation of 
academic identity and imbue academic work with meaning and purpose [11,17,22]. Yet 
as AI increasingly mediates research and learning processes, the depth of engagement 
necessary for cultivating wisdom, prudence, creativity, and integrity may be jeopar 
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-dized — especially for those who have not had the opportunity to develop these virtues 
in pre-AI academic environments.
	 To address these tensions, the paper concludes with targeted recommendations 
for academic institutions, including the establishment of clear guidelines for transparent, 
creative, and responsible AI use; the rewarding of sustainable AI practices; mandatory 
AI literacy training; and the appointment of dedicated AI oversight roles. These and 
other recommendations presented in the paper are accompanied by actionable steps 
designed to support and facilitate the responsible integration of AI in academia.

Concluding Remarks
	 This study calls for a renewed recognition of the human qualities that underpin 
academic work in an age of increasing automation. Institutions must remain attentive to 
the intellectual virtues that define academic identity and purpose. Rather than treating 
automation as inevitable, we argue for a deliberate, inclusive, and human-centered 
approach that centers the voices of those most affected. By foregrounding both the 
opportunities and the ethical tensions AI presents, this research contributes to broader 
conversations about how technological progress can align with the values of academic 
work and human flourishing. Future research should expand these findings by incorpo-
rating a broader range of academic perspectives and exploring the long-term impact 
of AI integration in academic settings.
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Extended abstract

	 Extended Reality (XR) refers to technologies that create, enhance, or blend 
digital and physical environments to shape human perception and interaction. It includes 
Virtual Reality, which immerses users in entirely digital spaces, Augmented Reality, which 
overlays digital elements onto the real world, Mixed Reality, where digital and physical 
objects can interact, and to some extent Metaverses, which is more complex and not 
unilaterally agreed term. XR systems rely on sensors, computing power, and networked 
infrastructure to function, making them dependent on both technological capabilities 
and human factors [1-5]. Distributed XR enables users in different physical locations 
to engage in shared extended reality experiences through networked XR devices. By 
connecting these devices across distances, it supports remote collaboration, training, and 
interaction within immersive digital environments.
	 As digitalization and the green transition reshape working life, companies face 
significant challenges in workforce training. Beyond investments in equipment and soft-
ware, continuous skill development is essential. For manual workers, hands-on training 
has traditionally required physical presence, as practical skills have been difficult to 
develop remotely. Distributed XR offers an alternative by enabling location-independ-
ent, immersive training environments with scalable access. The increasing availability 
of high-quality, portable XR devices lowers the technological and financial barriers to 
adoption. By integrating Distributed XR into training programs, companies may achieve 
reduce costs and environmental impact, for example, by minimizing long-distance travel. 
However, the effectiveness of these solutions depends on their ability to align with human 
factors, such as pedagogical principles and the real-world demands of work.
	 Traditional classroom training, led by instructors and relying on physical equip-
ment, remains a widely used approach. The pandemic, however, accelerated the adop-
tion of remote training and spurred investments in online learning materials. While vir-
tual collaboration tools like Microsoft Teams enable remote interaction, they are not 
designed for developing hands-on skills. Some organizations have already integrated 
XR into their training programs, offering immersive and multi-sensory learning experi-
ences [1, 14]. These implementations, however, have been largely local, with scalability 
limited by the high costs and one-off nature of current XR training solutions. 

mailto:olli.heimo@utu.fi
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	 The potential of Distributed XR, illustrated in Figure 1., lies in its ability to merge 
the immersiveness of local XR with the accessibility of e-learning. By leveraging porta-
ble equipment, platform-based content creation, and AI-assisted tools, Distributed XR 
enables more scalable and efficient training solutions. 

	 Recent advancements in XR technology, particularly in VR headsets, have accel-
erated the industry’s transition from experimental applications to enterprise adoption 
[8]. Companies such as NVIDIA and Microsoft have introduced enterprise-focused plat-
forms that enable businesses to establish a presence in virtual environments, facilitat-
ing new forms of communication, training, and operational efficiency. Alongside these 
developments, hardware improvements have significantly enhanced the usability of XR 
devices. Market leaders like Meta, with the Quest 3 [9], and Apple, with the Vision Pro 
[10], now offer full-colour passthrough capabilities, allowing users to perceive and inter-
act with their physical surroundings with high-definition wide-field-of-view superimposed 
elements while wearing a headset. This combination of hands-free operation, spatial 
awareness, and real-time digital overlays has broadened the potential of XR beyond 
simulation-based use cases, supporting applications in remote collaboration, industrial 
training, and complex workflow integration.
	 Distributed XR training leverages networked XR systems to enable learning ex-
periences that are not confined to a single physical location. This approach allows indi-
viduals and groups to engage in immersive, interactive training sessions while situated in 
different places, using interconnected XR devices. The term training is used to encompass 
a wide range of learning activities, including independent study, assessments, practical 
exercises, collaborative group training, and instructor-led sessions—whether the instruc-
tor is continuously present or available on demand. By integrating real-time communi-
cation, shared virtual environments, localisations, and AI-assisted guidance, Distributed 
XR training offers scalable and flexible solutions for skill development across various 
industries. To emphasise: as modern satellite networks provide sufficient connectivity and 
XR hardware has become portable and more affordable, Distributed XR training can 
now be deployed even in the most remote regions, situations and use-cases. 



21722ND INTERNATIONAL CONFERENCE ON THE ETHICAL AND SOCIAL IMPACTS OF ICT LISBON

	 As XR technology continues to develop, the integration of AI introduces new di-
mensions that must be carefully considered. AI enhances XR by enabling adaptive and 
personalized experiences, facilitating real-time decision-making, and supporting intelli-
gent virtual agents that can respond dynamically to user interactions. These capabilities 
have the potential to make XR environments more intuitive, accessible, and responsive to 
individual needs while also improving efficiency and reducing costs. AI-driven automa-
tion can streamline content creation, optimise resource allocation, and minimise the need 
for human-led instruction, making XR-based training and collaboration more scalable. 
However, both XR and AI present significant ethical challenges that must be carefully 
examined.
	 Ethical considerations surrounding XR have been studied for over a decade, 
yet the rapid evolution of the field necessitates continuous reassessment. In 2014, cat-
egorized XR-related ethical challenges into direct and collateral consequences. Direct 
issues arise predictably from the adoption of the technology, whereas collateral issues 
stem from the limitations and weaknesses of existing systems, as well as the developers’ 
inability to anticipate certain consequences. Privacy, surveillance, and data ownership 
serve as clear examples of direct ethical concerns, while collateral issues include the 
tendency of XR technologies to be designed primarily with their developers in mind—a 
phenomenon often referred to as the pale male problem. Yet the consequences can only 
be one perspective of a larger analysis of the technology.
	 Given that XR is inherently a domain of action and interaction, the application 
of virtue ethics in its analysis is both relevant and well-founded. Virtue ethics emphasizes 
character formation and habitual action rather than rigid normative rules, making it par-
ticularly suited for evaluating technologies that shape user behaviour and engagement 
over time. Unlike other forms of normative ethics, virtue ethics does not prescribe a fixed 
set of rules but rather provides guidelines that encourage individuals to cultivate virtues 
and avoid vices. Its normativity operates at the level of ideals rather than strict regula-
tions governing daily actions. According to Aristotle, true value arises only through the 
practice of virtues, just as vices produce the opposite effect. In the Aristotelian sense, a 
person does not become virtuous merely by adhering to virtuous actions, as one might do 
so reluctantly or in the face of temptation. Rather, true virtue is achieved when an indi-
vidual consistently and naturally strives toward all virtues according to Aristotle (Book I 
9–10 = 1098a15–1101a21; Book II 1 = 1103a31–1105a16) [11], and see also [12]. 
According to Vallor, moral development of individuals cannot be assessed or predicted 
solely based on their thoughts, emotions, or beliefs. It is also necessary to examine the 
actions they habitually engage in and determine whether those actions ultimately culti-
vate virtues or reinforce vices [13]. 
	 While the reluctance of virtue ethics to impose rigid normative rules can be seen 
as an advantage, it also presents a challenge. Unlike deontological and consequentialist 
approaches, virtue ethics does not provide explicitly defined criteria for ethical deci-
sion-making, making it more difficult to apply in contexts that require clear guidelines. 
Consequently, a thorough ethical analysis of XR is best supported by an integrated 
approach that combines virtue ethics with other normative frameworks, ensuring both a 
robust theoretical foundation and practical applicability.
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	 James Moor [6], in his idea of just consequentialism in computing, explicitly incor-
porates both deontological and consequentialist perspectives. By drawing on a Rawlsian 
conception of justice alongside consequentialist reasoning, he develops a framework 
that enables developers to evaluate the ethical dimensions of their applications. Within 
this model, an action is considered ethically sound if it is both justified and produces 
positive consequences. Heimo and Kimppa [7] argue that Moor’s framework can be 
further strengthened through the integration of virtue ethics. Specifically, they propose 
that the concept of virtual virtue friendship allows for the incorporation of virtues within 
Moor’s just consequentialism, thereby fostering the promotion of virtuous character within 
a structured normative framework.
	 The full paper contains an in-depth analysis of modern Distributed XR training 
technology in virtuous just consequentialism framework.
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Introduction

	 Teaching financial statements analysis is essential to training professionals who 
are capable of interpreting the economic situation of companies and making strategic 
decisions. In a competitive and digitized business environment, this training not only pro-
vides technical knowledge but also develops analytical and critical skills essential for 
business sustainability (Monterrey & Sánchez, 2009).
	 The use of artificial intelligence (AI) tools has transformed financial analysis, 
enabling the processing of large volumes of data quickly and accurately. These technol-
ogies facilitate the identification of patterns and the forecasting of trends, optimizing 
strategic decision-making (Kim, Muhn, & Nikolaev, 2024). However, their effectiveness 
depends on proper usage and integration with traditional analysis methodologies. In 
this context, the combination of traditional teaching and AI allows students to strengthen 
their digital and analytical skills, aligning with the principles of Education 4.0 (Armada 
Pacheco, 2023). This study compares the results of traditional financial analysis with 
those obtained through AI, using ChatGPT as a tool.
	 The study is structured into four sections: first, the tools for financial analysis are 
presented; then, the methodology and sample of the study are described; subsequently, 
the comparative results between traditional analysis and AI-based analysis are present-
ed; and finally, the conclusions and future research directions are discussed.

Tools for Financial Statement Analysis

	 Financial analysis is essential for evaluating a company’s economic health. To do 
this, it is necessary to examine both its internal aspects and the external factors that may 
influence its performance (Altman, 1968).
Internally, financial statements provide detailed information about the company’s struc-
ture and profitability. Externally, factors such as the economic environment and compe
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tition are considered, which allows for an evaluation of the company’s position in the 
market (DeFond & Zhang, 2014). The combination of both approaches facilitates more 
informed decision-making.
	 Artificial intelligence can optimize financial analysis by streamlining data pro-
cessing and reducing evaluation time (Kim, Muhn & Nikolaev, 2024). However, it is cru-
cial to interpret the results with a critical approach, as automation does not replace 
human judgment in complex contexts (Cuervo, 2023).
	 To analyze financial stability, indicators such as liquidity ratios, debt levels, and 
profitability are used. Strategic tools like SWOT analysis and the PESTEL model help to 
better understand the economic environment and competition, facilitating business deci-
sion-making.

Methodology and Sample

	 With the goal of integrating financial analysis with artificial intelligence tools in 
the educational field, a comparative study is conducted on eight publicly listed companies 
in Spain’s construction sector in 2023: ACS S.A., Duro Felguera S.A., Obrascon Huarte 
Lain S.A., Sacyr Construcción S.A.U., Acciona Construcción S.A., Ferrovial Construcción 
S.A., FCC Construcción S.A., and Grupo Empresarial San José S.A. This study aims to 
evaluate the applicability of AI in teaching, providing an innovative methodology for 
financial analysis.
	 The analysis is carried out in two phases. In the first phase, the financial state-
ments of the companies are examined using traditional methods to assess their structure 
and performance during 2023. In the second phase, the same data is processed by 
ChatGPT, replicating the analyses from the first phase. Both approaches are then com-
pared to identify the advantages and limitations of AI as a tool for analysis and teach-
ing.

Results
First phase
	 The first phase of the study financially analyzes eight publicly listed Spanish 
companies in the construction sector: ACS, Ferrovial, Acciona, Sacyr, FCC, OHLA, Grupo 
San José, and Duro Felguera. A spreadsheet is used without automated tools or artifi-
cial intelligence, performing manual calculations on the 2023 financial statements. Key 
indicators such as liquidity, debt levels, debt quality, ROA, and ROE are calculated to 
understand the financial structure and evolution of each company.
	 The objective is twofold: to reinforce the fundamentals of accounting analysis 
and to create a comparison base for evaluating AI tools in subsequent phases. The re-
sults of the traditional analysis, highlighting that ACS has the highest liquidity (Current 
Ratio: 2.46) and profitability (ROA: 7.45%, ROE: 14.52%), while Duro Felguera and 
Sacyr show liquidity problems and high indebtedness. Additionally, Duro Felguera re-
cords the highest reliance on external financing (Debt Ratio: 1.40), and Sacyr presents 
the worst debt quality (0.96). In terms of profitability, ACS leads, while Duro Felguera 
and OHLA have negative ROE, reflecting losses for their investors.
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Second phase
	 In the second phase, the financial statements of the eight companies are ana-
lyzed using artificial intelligence, with ChatGPT replicating the calculations and financial 
ratios from the initial phase. The goal is to evaluate the AI’s ability to automate finan-
cial analysis, improve efficiency, and facilitate the interpretation of complex data. This 
methodology aims to transform data into structured information quickly and accurately, 
optimizing its application in educational and professional settings.
	 The results obtained with ChatGPT are in terms of liquidity, ACS maintains the 
highest Current Ratio (2.46), while Duro Felguera and Sacyr show values below 1, sug-
gesting difficulties in covering liabilities without additional financing. Regarding debt, 
Ferrovial leads with a Debt Ratio of 1.66, followed by Duro Felguera (1.40), while ACS 
has the lowest level (0.39). Ferrovial also records the worst debt quality (0.91), indicat-
ing a high proportion of short-term debt, whereas Sacyr shows the best (0.04).
	 In terms of profitability, FCC achieves the best ROA (10.48%) and ROE 
(25.05%), followed by ACS (ROA: 10.44%, ROE: 14.52%). In contrast, Duro Felguera, 
OHL, and Sacyr show negative ROA, reflecting losses on their assets, and OHL and 
Sacyr report negative ROE, indicating negative profitability for their investors.

Conclusions and limitations

	 Financial statement analysis remains as a significant area in training profession-
als capable of making strategic decisions. The integration of Artificial Intelligence (AI) 
in this field, aligned with Education 4.0, offers a great opportunity to enhance students’ 
digital and analytical skills. This study compared traditional financial analysis with one 
performed using AI (ChatGPT) on eight companies in Spain’s construction sector. The 
methodology included two phases: a traditional manual analysis and an AI-automated 
analysis. The results showed that AI improves efficiency and accuracy in data processing, 
but does not replace the human judgment needed to interpret complex situations. While 
both approaches revealed similar results, such as ACS’s financial strength and the weak-
nesses of Duro Felguera and Sacyr, there was also a certain margin of error. AI allowed 
for a more agile evaluation of financial indicators, but the combination of conventional 
methods with AI offers a more complete and efficient approach for teaching and prac-
ticing financial analysis.
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Abstract

	 This paper examines the transformative impact of Artificial Intelligence (AI) on 
higher education, focusing on the social ethical challenges associated with its adoption. 
The current debate is focused mainly on students’ use of AI and its consequences, but, 
what about the use of professors for content creation? Is the use of AI by academics 
to create learning resources for students’ acceptable? The discussion covers key issues 
such as academic integrity, intellectual property rights, data privacy and security, and 
the potential for algorithmic bias. Additionally, the impact of AI on professor-student 
relationships is analyzed, highlighting the risks of diminished interpersonal engagement 
in learning environments. The paper also explains work in progress, in which a Delphi 
method is being developed. A qualitative approach is a suitable method for exploring 
our research topic. The results will achieve a consensus of experts on the social and ethical 
use of AI for content creation in educational environments and guide the responsible 
governance of AI in academia. Overall, the study emphasizes the need for balanced 
regulatory frameworks and interdisciplinary collaboration to harness AI’s potential while 
upholding core academic values.

Introduction

	 The integration of Artificial Intelligence (AI) into higher education has trans-
formed content creation, enabling tools for personalized learning, adaptive assessments, 
and automated resource generation. In the evolving landscape of education, professors 
are increasingly embracing content creation to enhance teaching and learning expe-
riences [1]. By developing customized digital materials, such as interactive modules, 
videos, and podcasts, educators can tailor content to meet the specific needs of their 
students, thereby fostering deeper engagement and understanding [2]. However, among 
others, this advancement raises critical ethical questions related to academic integrity, 
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intellectual property rights, data privacy and security, bias and fairness, and the impact 
on professor-student relationships [3]. The selection of these core ethical challenges is 
grounded in their consistent identification as critical and recurring concerns within the 
contemporary literature and ethical guidelines addressing AI in higher education [3, 5, 
7, 9, 11, 13]. Navigating this challenge requires a balanced approach that leverages 
AI’s potential without compromising core academic values. This abstract synthesizes eth-
ical dilemmas and proposes strategies for responsible adoption, incorporating expert 
consensus methodologies such as the Delphi method [4].

Academic Integrity and Authenticity

	 AI’s capacity to generate essays, lesson plans, and research summaries challeng-
es traditional notions of authorship and originality. While tools like ChatGPT enhance 
efficiency, overreliance risks diluting educators’ critical role in crafting pedagogically 
rigorous materials [5]. Studies emphasize the need for clear guidelines to distinguish 
AI-assisted content from purely human-generated work, ensuring transparency and pre-
serving academic rigor [6]. For example, universities are urged to update honor codes 
to address AI-generated plagiarism and define attribution standards for hybrid outputs, 
while policymakers are encouraged to adopt adaptive regulatory frameworks, such as 
pilot testing for AI governance, to balance innovation with accountability [7].

Intellectual Property Rights

	 AI systems trained on vast datasets—often including copyrighted materials—
blur ownership boundaries. Current legal frameworks inadequately resolve whether AI-
generated content belongs to developers, users, or institutions [8]. Ethical governance of 
AI requires collaboration between academic institutions and regulatory bodies. Beyond 
institutional policies, mechanisms like regulatory sandboxes and policy prototypes en-
able safe testing of AI frameworks before formal adoption, ensuring alignment with 
evolving technological and ethical standards. Such approaches allow universities to trial 
attribution models and plagiarism detection tools in controlled environments, reducing 
risks to academic integrity [7].

Data Privacy and Security

	 Generative AI has the potential to enhance education, but it also raises ethical 
concerns related to bias, misinformation, and data privacy. Without adequate regula-
tions and oversight, its use may exacerbate inequalities and lead to the misuse of sensi-
tive information [9]. Ethical AI use mandates compliance with regulations like GDPR and 
FERPA, alongside transparent informed consent protocols. Institutions should implement 
technical measures (encryption, anonymization) and third-party audits to mitigate risks 
[10].
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Bias and Fairness

	 AI algorithms often perpetuate biases embedded in training data, leading to 
culturally insensitive or exclusionary content. For instance, generative models may under-
represent non-Western perspectives in educational materials [11]. To promote equity, 
regular bias audits, diverse dataset curation, and inclusive design practices are essen-
tial. Educators must complement AI tools with critical pedagogy to counteract algorithmic 
limitations [12].

Impact on Professor-Student Relationships

	 While AI personalizes learning, excessive automation risks reducing direct in-
teraction between professors and students, eroding trust and hindering critical thinking 
development [13]. Hybrid models that combine AI efficiency with human oversight—such 
as AI-generated drafts refined by educators—can preserve essential relational dynam-
ics [14].

The Delphi Method: Toward Ethical Consensus

	 To gain a deeper and real understanding of previously described challenges 
and concerns, a qualitative research based on Delphi method is under development. The 
Delphi method, a structured group communication technique [4], provides a systematic 
framework particularly well-suited for resolving novel social and ethical dilemmas in AI 
adoption by facilitating iterative expert consensus [15, 16]. Through this structured con-
sultation with experts (including academics, technologists, and legal/ethical specialists), 
it facilitates consensus on complex issues like AI governance, policy design, and the defi-
nition of acceptable AI use [4]. In education, Delphi studies have validated competency 
frameworks and ethical guidelines, ensuring stakeholder inclusivity [15]. For AI-driven 
content creation, Delphi could address:

1.	 Defining Ethical Boundaries: Collaboration among academics, technologists, and 
legal experts to delineate acceptable AI uses [4].

2.	 Policy Formulation: Iterative feedback to refine ownership, attribution, and priva-
cy standards.

3.	 Bias Mitigation: Consensus-driven protocols for algorithmic audits.

	 Beyond these applications, Delphi has also been used to anticipate emerging 
ethical dilemmas in AI-driven education. By incorporating diverse expert perspectives, 
Delphi allows institutions to proactively adapt policies that address issues such as evolv-
ing AI capabilities, the rise of autonomous learning agents, and the need for continuous 
oversight mechanisms. Moreover, Delphi provides a structured approach to integrating 
interdisciplinary viewpoints, including educational psychology, law, and computer sci-
ence, ensuring that ethical guidelines remain relevant amid rapid technological ad-
vancements. This method also enhances institutional transparency by engaging policy-
makers, educators, and students in iterative discussions, leading to more inclusive and 
well-rounded governance models [16].
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To further refine AI’s role in education, future Delphi studies could explore:

•	 Ethical assessment rubrics that evaluate AI’s impact on student engagement and 
academic outcomes.

•	 Strategies for fostering AI literacy among educators and students to ensure re-
sponsible use.

•	 Frameworks for dynamic AI regulations that evolve with technological progress 
while maintaining ethical integrity [16].

	 Despite critiques of its subjectivity, Delphi’s adaptability positions it as a key 
tool for addressing emerging ethical challenges [16]. Additionally, as AI continues to 
transform education, expanding Delphi’s role in international AI policy dialogues could 
foster global cooperation and establish universal ethical standards tailored to diverse 
educational contexts.

Conclusion

	 AI’s integration into higher education demands proactive ethical stewardship. 
By addressing challenges such as integrity, intellectual property, privacy, bias, and re-
lational dynamics, institutions can harness AI as a complement—not a replacement—for 
human expertise. Methodologies like Delphi offer pathways to develop inclusive policies 
aligned with academic values. Future research must prioritize interdisciplinary collabo-
ration to keep pace with technological innovation [17].
	 Furthermore, institutions should actively engage in continuous dialogue with 
stakeholders, including students, faculty, and policymakers, to ensure that AI-driven ini-
tiatives align with educational goals and ethical principles. Transparency in AI deploy-
ment, regular audits of AI tools, and adaptive governance structures can help maintain 
trust and accountability in academia. Additionally, fostering AI literacy among educa-
tors and learners is crucial to promoting responsible use and mitigating potential ethical 
risks. By embracing these strategies, higher education can navigate AI’s complexities 
while reinforcing its role as an enabler of innovation and academic excellence. [17].
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Extended Abstract

	 The role of Artificial Antelligence (AI) in educational assessment has changed 
dramatically during the last decade, thanks to rapid advances in the technology and the 
development of Large Language Models. In the early stages, Artificial Intelligence tools 
were mostly used for basic tasks like grading multiple-choice tests or handling exam 
logistics, functions that helped streamline operations and ease administrative burdens. 
Since then, AI-powered assessment systems have shown strong potential to lighten ed-
ucators’ workloads by delivering feedback that is not only fast and consistent but also 
highly accurate when it comes to evaluating student performance. These technological 
systems demonstrate their ability to assess diverse student responses, including essays, 
short-answer questions, and oral presentations, at a scale and speed that would be 
impossible for human assessors to manage independently. Automating routine grading 
procedures allows educators to redirect their attention to higher-level cognitive teaching 
activities, such as individualised student support, curriculum improvement and the devel-
opment of critical thinking skills.
	 Contemporary innovations in machine learning (ML), natural language process-
ing (NLP) and the development of large language models (LLMs), such as ChatGPT, have 
greatly expanded the potential of AI in this field. Today, AI technologies are proving 
effective not only in assessing open-ended responses with remarkable accuracy, but 
also in generating personalised feedback, developing assessment items and performing 
predictive analysis of student performance. For example, NLP facilitates the automated 
assessment of essays and provides real-time feedback on written work [1, 2], while ML 
algorithms can identify students at academic risk based on performance indicators [3]. 
Generative AI applications, such as ChatGPT, Gemini, and Claude, among many oth-
ers, are currently being investigated for functions such as the automated generation of 
assessment items [4]. Furthermore, these tools have evolved beyond passive instruments 
to become interactive systems that engage students through adaptive feedback mecha-
nisms, enabling more individualised educational experiences.
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	 The integration of artificial intelligence in higher education institutions has pre-
cipitated widespread apprehension regarding academic integrity standards, assess-
ment methodologies and educational outcomes. Efforts to ban or limit access to genera-
tive AI tools have largely fallen short, and punitive measures from administrators often 
overlook the valuable educational opportunities these technologies can provide. As a 
result, the reconceptualization and reform of assessment practices have become an im-
perative priority in contemporary educational discourse during this transformative era 
of AI.
	 Despite the previously commented advantages, the integration of artificial in-
telligence tools in assessment also brings ethical concerns such as algorithmic transpar-
ency, evaluative fairness, assessment validity, systemic bias, educational equity, and in-
stitutional accountability. These concerns require the implementation of methodological 
frameworks that include humans in the process to ensure the responsible deployment and 
integration of technology [3, 5].
	 Transparency and explainability are fundamental principles for ensuring that AI 
implementations in educational contexts adhere to standards of fairness and accounta-
bility. AI systems often function as opaque ‘black boxes,’ in which inadequate interpreta-
bility undermines trust in AI-mediated assessment processes. Transparency encompasses 
the degree of disclosure provided by AI developers and educational institutions about 
how these systems work, including architectural design parameters, data input specifi-
cations, algorithmic decision-making frameworks, and inherent limitations. Explainability, 
on the other hand, refers to the intelligibility of AI-generated results to non-specialists, 
such as students, educators, and policymakers. These emerging technological tools are 
used each time in more stages and processes of assessment, such as grading, pedagog-
ical feedback, or admission decisions, becoming fundamental understanding their oper-
ating mechanisms in order to ensure ethical integrity and institutional trust. Explainability 
is a critical dimension that should be integrated for an ethical integration of AI into 
assessment. Within educational assessment paradigms, when an automated assessment 
algorithm assigns a suboptimal score to a student’s writing, both the student and the 
teacher must be able to discern the basis for the assessment, whether it is based on 
grammatical construction, rhetorical coherence, or content adequacy. 
	 Awareness of all these factors is fundamental for the proper development of 
AI-based assessment. Without strong frameworks for transparency and explainability, 
there’s a real risk of unfair outcomes, especially when there are no clear ways to ques-
tion or rose objections against mistakes or bias in algorithmic decisions.
	 Regarding equity and fairness, it’s essential to put safeguards in place to make 
sure AI tools don’t systematically disadvantage underrepresented groups. At the same 
time, both students and educators need a solid understanding of how AI works in assess-
ment contexts to use these tools responsibly and effectively. This basic knowledge serves 
to mitigate the risk that disparities in access to technology will manifest as barriers to 
equity in educational settings. Non-transparent algorithmic models can undermine trust in 
educational assessment systems, especially when applied to heterogeneous student pop-
ulations characterised by linguistic diversity, cultural variation, and disparate academic 
backgrounds. 
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	 Algorithmic bias often occurs when AI models are trained with data that lacks 
diversity or unintentionally reflects existing social inequalities. As a result, certain student 
groups may be unfairly impacted, leading to consistent gaps in how assessments are 
designed and scored [3].
	 Determining responsibility in cases where AI systems generate errors or pro-
duce unintended consequences in the context of assessment is an important ethical chal-
lenge. As AI tools are progressively integrated into educational assessment methodol-
ogies, establishing explicit accountability structures becomes critically important. These 
frameworks require the precise identification of the distribution of responsibility among 
multiple stakeholders—including technology developers, the educational institutions 
that implement them, and professional educators—when AI systems misjudge academ-
ic work, disseminate misleading formative feedback, or perpetuate existing systemic 
biases. Without clear accountability frameworks, both students and educators can be 
left exposed to the consequences of flawed algorithmic decisions, with few options to 
raise concerns or correct mistakes. That’s why responsibility must be a core principle in 
the ethical use of AI in education, making sure that human oversight stays central to how 
assessment systems are designed and used [6].
	 The integration of AI technologies into educational assessment marks a signifi-
cant departure from traditional evaluation methods, demanding a thorough rethinking 
of the skills and knowledge that educators and other stakeholders will need to remain 
effective in the future [7]. While AI holds great promise for enabling more personal-
ized learning and improving inclusion (especially for diverse student groups and those 
with special educational needs) it also brings a range of complex challenges to the 
assessment landscape. Promoting AI literacy is essential to ensure these tools are used 
appropriately. This literacy goes beyond understanding how algorithms work; it also 
involves being critically aware of broader social issues, such as algorithmic bias, data 
privacy, and fair access to technology. AI literacy empowers both students and teaching 
staff to interact critically with AI-generated content, ensuring that learners do not act as 
passive recipients but as informed participants within AI-mediated educational environ-
ments. Mastery of prompt engineering is required, a specialized skill that enables users 
to formulate precise and effective inputs that effectively direct AI systems, particularly 
large language models (LLMs), to generate accurate, contextually relevant and peda-
gogically valuable learning. This skill strengthens students’ ability to collaborate with AI 
tools, turning assessment into a more interactive and exploratory learning experience. 
In addition, critical thinking becomes even more important in AI-supported education, 
as students need to evaluate, question, and verify the information generated by these 
systems. Consequently, the future evolution of educational assessment depends on the 
ability of students and educators to interact meaningfully with AI technologies, interpret 
their results with appropriate skepticism, and integrate these interpretations into reflec-
tive learning practices that improve educational outcomes [8].
	 This article examines the incorporation of artificial intelligence into assessment 
methodologies within tertiary education, with a particular focus on the ethical consider-
ations, pedagogical ramifications and operational challenges associated with such tech-
nological integration. To explore how these issues are currently perceived in academic 
settings, this study proposes a qualitative research design based on semi-structured 
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interviews with key stakeholders, including faculty members, students, and institutional 
leaders. This approach allows for an in-depth examination of nuanced perspectives, 
practical experiences, and concerns related to AI-powered assessment tools—such as 
automated grading systems, computer-generated feedback, and adaptive testing plat-
forms. Semi-structured interviews are particularly well suited to this research purpose, 
as they facilitate flexible yet focused thematic exploration while accommodating the 
heterogeneous perspectives represented in higher education institutions [9]. The research 
aims to examine how fundamental concepts, such as transparency, explainability, fair-
ness, and accountability, identified as critical considerations by Bulut et al. (2024) [3], 
are conceptualized and applied by individuals directly involved in the development and 
application of artificial intelligence in assessment contexts. The results of the research 
represent a  potential contribution  to the formulation of ethically informed institutional 
guidelines and frameworks for the implementation of artificial intelligence. The quali-
tative data generated through this study will provide an essential empirical basis for 
informing the responsible, equitable, and pedagogically effective use of artificial intel-
ligence technologies in assessment practices in higher education settings.
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Abstract 

	 This paper explores the role of artificial intelligence in academic assessment 
and its impact on grading accuracy. Analyzing 44 undergraduate reports evaluated by 
both human instructors and an AI system, the study reveals significant discrepancies be-
tween AI and human scores, highlighting AI’s limited ability to assess qualitative elements 
like originality and contextual relevance. Identified biases include rigid rule-based eval-
uation and cultural insensitivity. While AI ensures consistency and efficiency, it often 
overlooks the deeper educational value found in human judgment. The study proposes a 
hybrid grading model that combines AI’s precision with instructors’ interpretative insight, 
offering a more balanced and equitable approach to academic evaluation. This model 
aims to preserve both objectivity and the human touch essential to meaningful learning 
assessment.

Introduction

	 Artificial intelligence (AI) has become an integral force in educational envi-
ronments, reshaping how academic assessments are performed. The rise of AI-based 
grading systems promises enhanced efficiency, consistency, and objectivity. However, as 
this technology becomes more prominent, critical questions arise regarding its fairness, 
potential biases, and ability to evaluate the qualitative nuances that characterize stu-
dent work [1] [2]. 
	 This study examines the key differences between AI-generated assessments and 
human instructor evaluations, offering insights into how these discrepancies influence ac-
ademic grading and proposing solutions to address them. Although AI assessments can 
streamline grading processes and offer standardized evaluations, they often lack the 
contextual awareness that human instructors possess [3] [4]. Educators can account for 
creativity, effort, and originality—factors that enrich the educational process. As AI con-
tinues to play a pivotal role in education, understanding how to integrate its capabilities 
while addressing its limitations becomes essential for future academic frameworks.
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Methodology
Data Collection
	 This study analyzed 44 undergraduate reports focusing on market research 
related to the acceptance of technological implants aimed at enhancing human capabil-
ities. These reports were evaluated by both human instructors and an AI-based assess-
ment system (ChatGPT, 2024), based on a rubric with the following criteria and weights 
(%):

•	 Objective (15%): Alignment with the assigned topic and intended purpose.
•	 Relevance (10%): Pertinence of ideas and information presented in the context 

of the topic.
•	 Supporting elements (25%): Inclusion of references and proper citation to support 

ideas.
•	 Structure and coherence (10%): Logical sequencing of content and academic sec-

tions.
•	 Language and style (30%): Appropriateness of writing style, technical language 

usage, and grammatical accuracy.
•	 Presentation (10%): Professional formatting, clarity, and adherence to word count 

limits.

Quantitative Analysis
	 Different studies have analyzed discrepancies between instructor and AI scores 
[5]. In this research, both absolute and relative differences were analyzed, and a 
Student’s t-test determined whether these discrepancies were statistically significant. 
Results showed that AI-generated scores were consistently higher and exhibited less 
variability than human evaluations. The correlation coefficient between AI and instructor 
evaluations was notably low (0.19), highlighting differences in evaluation patterns.
Contributions to scoring discrepancies were distributed as follows:

•	 Language and style: 45.8%
•	 Supporting elements: 25.8%
•	 Structure and coherence: 10.5%
•	 Presentation: 10.6%
•	 Objective: 13.6%
•	 Relevance: 4.3%

Results
Score Comparison
	 AI-generated assessments demonstrated a higher degree of score uniformity, 
with grades clustering around higher values. Human instructor evaluations showed great-
er variability, reflecting the nuanced understanding and contextual interpretation ed-
ucators bring to grading [6]. Notably, the largest discrepancies were observed in the 
“Language and style” criterion. AI’s prioritization of technical correctness overshadowed 
expressive or creative writing elements that instructors valued.
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Score Homogenity
	 Corroborating previous research [7], AI assessments revealed reduced vari-
ability, suggesting an inability to distinguish between average and exceptional work 
when qualitative factors are significant. This homogeneity implies that AI systems may 
inadvertently favor submissions that conform to technical requirements, overlooking the 
depth and originality that contribute to academic excellence.

Identified Biased
	 The research identified several biases inherent in AI assessments:
•	 Rule-based bias: AI prioritizes strict grammatical and structural standards, lead-

ing to rigidity in evaluating unconventional submissions.
•	 Linguistic and cultural biases: AI systems may disadvantage students employing 

diverse stylistic approaches, resulting in incorrect evaluations.
•	 Qualitative insensitivity: AI struggles to assess creativity and originality effective-

ly. These aspects often define exceptional student work.

Impact on Academic Grading
	 AI’s reliance on technical criteria often leads to rigid scoring patterns, favoring 
technically correct but conventional work. Criteria such as “Language and style” dispro-
portionately influenced outcomes, raising concerns about AI’s ability to reflect student 
performance accurately. The impact on academic grading is great, as this rigidity may 
penalize students whose submissions reflect creativity, contextual understanding, and 
unique perspectives.

Discussion
Significance of Differences
	 The divergence between AI and human grading underscores a fundamental 
contrast: AI excels in delivering objective assessments but lacks the contextual sensitiv-
ity that human instructors bring. Educators can evaluate effort, creativity, and deeper 
comprehension—factors that AI currently cannot interpret. This limitation raises essential 
questions about the role AI should play in educational environments where qualitative 
dimensions matter.

Potential Improvements in AI Assessments
	 To enhance AI grading systems, the following improvements are proposed:

•	 Advanced language models: Incorporate models capable of detecting narrative 
quality, creative expression, and contextual relevance.

•	 Diverse training datasets: Expand training data to include a broader range of 
linguistic and cultural examples, mitigating existing biases.

•	 Contextual interpretation: Refine algorithms to recognize context, intention, and 
qualitative depth, enhancing AI’s sensitivity to the subtleties of student submissions.
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Towards a Hybrid Assessment Model

	 This study highlights the fundamental differences between AI and human grad-
ing. While AI systems offer consistency and efficiency, they lack the contextual aware-
ness necessary for holistic evaluations. A hybrid model blending AI’s technical assessment 
capabilities with human evaluators’ qualitative judgment represents a balanced solution.
The research emphasizes that language and stylistic elements are significant contributors 
to grading discrepancies. AI’s strict adherence to grammatical standards and limited 
interpretative flexibility suggests that current systems are best suited for tasks where 
technical precision is paramount. However, in assignments requiring creativity, originality, 
and contextual understanding, human evaluation remains indispensable.
Ultimately, integrating AI into academic grading must be approached thoughtfully, rec-
ognizing its strengths while addressing its limitations. The proposed hybrid model offers 
a path forward, ensuring fairness, reducing grading workloads, and preserving the 
educational value of personalized assessment.

Conclusion

	 This study highlights the fundamental differences between AI and human grad-
ing. While AI systems offer consistency and efficiency, they lack the contextual aware-
ness necessary for holistic evaluations. A hybrid model blending AI’s technical assessment 
capabilities with human evaluators’ qualitative judgment represents a balanced solution.
The research emphasizes that language and stylistic elements are significant contributors 
to grading discrepancies. AI’s strict adherence to grammatical standards and limited 
interpretative flexibility suggests that current systems are best suited for tasks where 
technical precision is paramount. However, in assignments requiring creativity, originality, 
and contextual understanding, human evaluation remains indispensable.
Ultimately, integrating AI into academic grading must be approached thoughtfully, rec-
ognizing its strengths while addressing its limitations. The proposed hybrid model offers 
a path forward, ensuring fairness, reducing grading workloads, and preserving the 
educational value of personalized assessment.
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Introduction

	 In stories generated by AI language models, masculine and feminine characters 
are placed in different topics: Feminine characters are more commonly associated with 
discussions about family, emotions, and body parts, whereas masculine characters are 
more frequently linked to topics such as politics, war, sports, and crime.[1] Generated 
narratives exhibit multiple gender stereotypes, which can surface even when the prompts 
lack explicit gender indicators or stereotype-related themes.[1]
	 And Science promotes: A bibliometric study analyzed published articles on gen-
der bias, revealing that they receive less funding and are published in journals with 
lower Impact Factors compared to articles on similar forms of social discrimination. [2]
	 At the same time, it is clear that what is implied does not necessarily mean it 
has been thoroughly considered. Two classroom experiments with 591 primary school 
students from two different linguistic backgrounds (Dutch or German) showed that the 
presentation of occupational titles in pair forms (e.g., Ingenieurinnen und Ingenieure, 
female and male engineers), rather than in generic masculine forms (Ingenieure, plural 
for engineers), boosted children’s self-efficacy with regard to traditionally male occupa-
tions, with the effect fully being mediated by perceptions that the jobs are not as difficult 
as gender stereotypes suggest.[3]
	 Various strategies have been proposed to address these sources of bias, such as 
dataset augmentation, bias-aware algorithms, and incorporating user feedback mecha-
nisms.[4]

Usage of AI systems

	 To examine the effects on heavy users, the following section briefly summarizes their 
usage behavior. The use of AI in the general population is demonstrated through various 
studies: 35.5 percent use ChatGPT at least several times a week. In a professional context, 
ChatGPT is most frequently used for research, brainstorming, data analysis and content 
summarization. [5] The 25- to 35-year-old group represents the largest user group. [5] 
Around 47 percent of respondents currently use ChatGPT to write texts or for cre-
ative writing. [6]. 43 percent use ChatGPT as a search engine to obtain information.[6] 
	 The group of pupils (84 percent) and students (75 percent) uses ChatGPT the 
most.[7] Young people from Germany say they are most regularly in contact with artifi-
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cial intelligence in the form of voice assistants. [8] Young people least often report using 
artificial intelligence, for example, robotics. [8] Around 80 percent said they had never 
used an AI of this kind in everyday life. [8]
	 This suggests that going beyond users’ socio-demographic data could provide 
deeper insights. More relevant factors include usage motives and the social class of 
high-frequency users.
	 Kacperski et al postulate, that lower age and higher education and also great 
affinity for technology correlate with the use of ChatGPT. Likewise, the use of various 
social media is positively correlated with ChatGPT activity.[9]

Methodology

Research question
	 This Gender Bias in the Output of AI Language models is still there. So the re-
search questions are:

•	 What impact does gender bias in the output of AI speech models have on 
high-frequently users or who use these systems frequently? 
•	 Can the results of Vervecken and Hannover be easily transferred to the every-
day use of AI language models?

	 The special socio-demographic and psycho-graphic characteristics respectively, 
motivation to use and behavioral characteristics of these heavy users must be taken into 
account.

Qualitative analysis by creating user persona
	 Based on the findings from Chapter 1, fictitious personas were developed that 
represent “typical” users. A persona also user persona in user-centered design and mar-
keting is a personalized fictional character created to represent a potential end user 
[18]. The user persona were initially developed and subsequently reviewed and refined 
through qualitative interviews. The final design of the persona is as follows. Tim, Anna, 
Charlotte and Oliver do not exist, so anonymization is not necessary. Gender parity was 
explicitly insisted upon here, even though the typical user is male. However, based on the 
BCG study, a priority can be justified.

Research approach 
	 To examine the impact of gender bias in the output of AI speech models on 
high-frequency users, an experiment involving an experimental group and a control 
group will be conducted. The experiment is designed as follows:
Students aged 18 to 30 will be invited to participate in a laboratory experiment. 
Computer science students were selected here because this selection corresponds to the 
frequent users described in chapter 1.2: mostly male, well educated, tech-savvy. These 
students are asked about their character traits and assigned to the corresponding per-
sonas. These participants will be required to input five predefined prompts into the AI 
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system and read the generated responses. The experimental group receives inputs and 
outputs in the generic masculine. The control group receives inputs and outputs in neutral 
or erschweren. 
	 At the same time, the output from ChatGPT is captured and the reading time is 
stopped. Following this, they will answer a few of open-ended questions, with and with-
out no predefined response options provided.
First, the students are asked about their desired career as a child. It is recorded whether 
they indicated a male, female or a neutral form of the profession.
Secondly, the occupational fields of a typically female and a typically male occupation 
are read aloud in the respective typical language. Students in both groups are asked to 
rate the difficulty of these occupations on a scale. They are also asked whether they feel 
confident in pursuing these occupations. This self-esteem is a relatively stable personal 
characteristic.
	 The SEKJ Self-Esteem Inventory is used to measure this confidence in pursuing 
their chosen career—presented here in this test setting in a male or neutral form. The 
SEKJ is divided into self-esteem level (SWH), self-esteem stability (SWS), and self-es-
teem contingency (SWK). Each block contains 10 or more items with a 5-point response 
format (1 = not at all true, 5 = exactly true) that capture the respondents’ statements.
[10]

•	 (SWH) Self-esteem level: Extent/level of a person’s global self-esteem
•	 (SWS) Self-esteem stability: The totality of a person’s perceived fluctuation and 
fragility of their own worth (opposite: stable, robust self-esteem)
•	 (SWK) Self-esteem contingency: The dependence of self-esteem on achieving 
certain self- or externally set standards – here: in the area of ​​academic competence 
and performance (opposite: independent, “unconditional” self-esteem) [11]

	 The SEKJ is primarily needed here to compare a possible bias in self-confidence 
regarding a profession with one’s own self-esteem. This way, a bias rooted in personality 
based on self-esteem can be prevented. Due to the length of the self-esteem inventory, 
appropriate items are selected from each block for this research.

Results and Findings Discussion
	 Firstly, it was found that texts using both feminine and masculine forms disrupt 
reading flow. Texts written in the generic masculine are the most fluent, while those in 
neutral form fall somewhere in between. When asked about their childhood career 
aspirations, the vast majority of respondents regardless of gender used the masculine 
form of the profession. A similar pattern emerged in respondents’ self-assessments of 
professional difficulty, based on the previously mentioned study of preschool children: 
professions were perceived as more difficult when described using the masculine form.

Conclusions and implications
	 The implications are discussed based on the research questions. 
	 What impact does gender bias in the output of AI speech models have on 
high-frequently users or who use these systems frequently?
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	 One effect is a disruption of the reading flow when using gender-neutral text 
forms and especially when using feminine and masculine text forms at the same time.
	 Can the results of Vervecken and Hannover be easily transferred to the every-
day use of AI language models?
	 The results of Vervecken and Hannover also prove to be reliable for adult fre-
quent users in this experiment. When the text describing typically male professions was 
presented in the masculine form, the participants responded with a higher rating of the 
difficulty level. In contrast to the preschool children, the female participants rated the 
difficulty level even higher.
	 The practical implications are: If self-assessment in a specific group of people 
can be improved by using both forms, male and female, and if the increase in self-confi-
dence is accompanied by an increase in attempts, the general introduction of both forms 
is recommended.
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Extended Abstract

Purpose

	 The integration of artificial intelligence (AI) and robotics into intimate technol-
ogies has led to the rise of sexbots—machines designed to simulate human compan-
ionship and sexual interaction. The global sexbot market is expanding rapidly due to 
technological advancements, shifting social dynamics, and growing consumer demand. 
However, this development raises significant ethical, social, and legal concerns.  
This paper offers a multidimensional analysis of sexbots, focusing on their historical and 
technological development, ethical dilemmas, legal challenges, and psychological impli-
cations. Special attention is given to consent, objectification, gender stereotypes, privacy, 
and the societal impact of human-robot relationships. The aim is to provide a balanced 
perspective on whether sexbots contribute to human well-being or pose risks to social 
norms and relationships.  

Methodology
	
	 The study employs a systematic literature review of peer-reviewed articles, pol-
icy documents, and ethical discussions published over the past three decades. Drawing 
from human-computer interaction (HCI), legal studies, and social sciences, the research 
investigates user attachment to AI companions, ethical concerns around consent and com-
modification of intimacy, regulatory frameworks, and the social impact of sexbots on 
gender dynamics and human relationships. This interdisciplinary approach enables a 
comprehensive evaluation of the benefits, risks, and implications of sexbots in contempo-
rary society.

Findings
Technological evolution and market Trends
	
	 Sexbots have advanced from passive mannequins to interactive companions 
with speech, movement, and adaptive behavior. Innovations in materials such as silicone 
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and thermoplastic elastomer (TPE), combined with machine learning, allow these robots 
to simulate intimacy by responding to user input.
	 Notable early models, such as Realbotix’s “Harmony”, emerged in the early 
2010s and were influenced by science fiction portrayals like “Ex Machina” and “Blade 
Runner” [5]. While still niche, the industry is expanding due to digitalization, rising lone-
liness, and increased social tolerance. Modern sexbots offer companionship beyond sex-
ual gratification, raising both opportunities and ethical questions.

Objectification and the problem of consent

	 A key ethical dilemma is sexbots’ role in reinforcing gender-based objectifica-
tion, particularly of women and children [1]. Many are designed to mimic stereotyp-
ically submissive female characteristics, perpetuating harmful gender norms. Kathleen 
Richardson argues that such devices resemble “artificial sex slaves,” reflecting domi-
nance-subordination dynamics [4].  
	 Another major issue is consent. Unlike human relationships, sexbot interactions 
lack mutual agreement and ethical reciprocity, potentially distorting users’ understand-
ing of consent, agency, and boundaries [6]. Over time, such interactions may erode 
empathy and weaken interpersonal respect [12].  
	 The emergence of childlike sexbots is particularly controversial. Critics argue 
they normalize deviant behavior and pose legal and ethical risks [3]. Countries such 
as Australia and the UK have banned their production and distribution, citing concerns 
about objectification, dehumanization, and child protection [4]. International bodies like 
UNICEF and UNESCO emphasize that such technologies violate human dignity and con-
tradict global child protection efforts.  

Legal and regulatory challenges

	 Sexbot regulation varies globally. Countries such as Japan and Germany, with 
minimal restrictions, have fostered industry growth, while Australia and the UK have 
imposed bans on childlike robots, citing ethical concerns [9]. In the United States, the 
absence of federal regulations has led to a fragmented legal landscape, with laws 
differing at the state level.  
	 Beyond legal restrictions, data privacy is a significant concern. Sexbots collect 
sensitive user data, including sexual preferences and biometric information, raising eth-
ical questions about ownership, consent, and security. The lack of clear regulations on 
data usage increases the risk of exploitation and unauthorized access [3]. Additionally, 
questions about content ownership—whether the data belongs to the user, manufacturer, 
or AI system—remain unresolved, further complicating accountability [12]. These gaps 
may disproportionately impact gender dynamics in AI companionship, particularly re-
garding consent and embedded biases.  
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Psychological and social implications

	 Sexbots have been proposed as tools for improving mental health, particularly 
for those experiencing social isolation, low self-esteem, or anxiety related to intimacy 
[10].. They can provide simulated emotional support, offering a sense of closeness as a 
substitute for human relationships [8]. Benefits include reducing loneliness among elderly 
individuals and assisting in sexual therapy by providing a judgment-free environment for 
exploration.  
	 However, the long-term psychological effects remain uncertain [9]. While they 
may alleviate loneliness, overreliance on artificial companionship could deepen social 
isolation [11]. Users might develop a preference for machine-based relationships, weak-
ening interpersonal skills [2]. Since sexbots simulate emotions without genuine affective 
capacity, they create an illusion of reciprocity that could reinforce difficulties in forming 
human relationships [4].  
	 Another critical issue is the ethical and legal use of sexbots in therapy. While 
some researchers see potential benefits, others warn about risks, making the debate 
complex. The asymmetrical nature of human-machine interactions challenges traditional 
notions of consent and emotional reciprocity. Without standardized guidelines, integrat-
ing sexbots into therapeutic settings may present unintended risks for vulnerable popu-
lations [4].
  
Philosophical Perspectives

	 Masahiro Mori’s “uncanny valley” theory remains relevant in understanding the 
discomfort people experience when interacting with robots that appear nearly—but 
not quite—human [7]. This phenomenon impacts both user acceptance and emotional 
attachment, as overly realistic sexbots can provoke unease rather than intimacy.
Posthumanist discourse further complicates the ethical landscape. The evolution of sex-
bots from purely sexual devices to emotional companions blurs the line between human 
and machine. These “allodolls” challenge traditional notions of relationships, identity, 
and emotional exchange [14].
	 Sexbots are often seen as quasi-humans—simulating emotional behaviors with-
out possessing consciousness. While they may serve as surrogate partners for those 
lacking human contact, critics argue they contribute to the dehumanization of intimacy. 
Favoring unidirectional, consequence-free interactions may weaken empathy and rede-
fine what constitutes meaningful human connection [13].

Future trends
Technological developments

	 Sexbot technology continues advancing, generating both enthusiasm and contro-
versy. Personalization enhances user interaction but raises ethical concerns about autono-
my, consent, and manipulation. Advances in materials science create increasingly lifelike 
robots, intensifying debates on objectification and human-robot intimacy. Inclusive design 
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aims to address the needs of older adults, individuals with disabilities, and marginalized 
groups, offering therapeutic benefits while avoiding stigmatization.

Recommendations for stakeholders
	
	 Policymakers should establish regulations to safeguard user data, prevent gen-
der-based objectification, and promote transparency in interactions. Manufacturers must 
adopt ethical design principles to ensure sexbots do not reinforce harmful gender ste-
reotypes. Only through interdisciplinary collaboration—bridging sociology, psychology, 
and engineering—can we properly evaluate these technologies’ societal implications 
and chart a responsible path for development.

Conclusion

	 Sexbots represent a rapidly evolving technology that may provide compan-
ionship and emotional support, particularly for those experiencing loneliness or social 
difficulties. However, they also pose ethical challenges, including objectification, rein-
forcement of gender stereotypes, consent issues, and social isolation.  
	 The lack of cohesive legal frameworks necessitates the development of stand-
ards that minimize risks while ensuring ethical innovation. Collaboration between re-
searchers, industry leaders, and policymakers is crucial to fostering sustainable and 
socially responsible progress.  
	 As an emerging but controversial technology, sexbots require a careful balance 
between innovation and ethical considerations to prevent the destabilization of social 
norms and human relationships. 
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Abstract

	 This paper reflects on the various research and outreach projects conducted by 
the author in the context of reducing the gap in cybersecurity. One of the reasons for 
the talent gap is the lack of women in the cybersecurity field. Lack of role models can 
significantly impact by limiting the diverse perspectives and experiences on cybersecurity 
teams. In order to address the various concerns, the author highlights various strategies as 
well reflect on her outreach projects that are initiated to motivate and build confidence, 
build mentorship and support programs at high school levels. This is because research 
indicates that unconscious bias about this field starts at a young age. Although, studies 
have shown that women are more likely than men to enter and complete college in 
U.S. higher education, women are less likely to earn degrees in science, technology, 
engineering and math fields. Consequently, introducing young women and male allies to 
cybersecurity opportunities early in their education can spark interest and inspire future 
careers. Subsequently, implement projects to address the talent gap concerns. 

Extended Abstract

	 The talent gap in cybersecurity is growing, and the increasing threats are be-
coming more sophisticated. Diverse pool of talent can be only filled if there are strate-
gies in place that aim in creating a pipeline within the school system; showcasing lead-
ers and sharing their stories; and creating curriculum where male allies and women 
can demystify the industry and demonstrate that every individual can a cybersecurity 
post-secondary education and a career path in which they can thrive. The framework 
has benefited to combine the concerns highlighted in various literature reviews as well 
as include the results from outreach projects initiated by the author at the high school 
level. The strategies include: 1. Support Competitions and Scholarships Specifically for 
Women; 2. Set Up Internship Opportunities; 3. Use Inclusive Language in Hiring Efforts; 
4. Involve Women in Recruitment; 5. Provide Opportunities for Lateral Growth; 6. Enable 
Employees to Pursue External Certifications; 7. Consider Women Who Are Rejoining the 
Workforce; 8. Offer Fair and Equitable Compensation; and 9. Organize Pathways for 
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Competitions and Scholarships Specifically for Women. Consequently, this research and 
outreach projects will contribute to helping to identify the skills, perspectives, and create 
a pipeline in the cybersecurity field. Subsequently, this research can help close the skills 
gap and improve the quality of cybersecurity talent. 
	 Many articles highlight the importance of reducing the gap in cybersecurity field. 
For example, in the Cybercrime Magazine, Osborne [2] highlight the women will hold 30 
Percent of Cybersecurity jobs globally by 2025 and female representation expected to 
reach 35 percent by 2031. Furthermore, it has been shown in a survey of 2,000 female 
STEM undergraduate students in 26 countries spanning six regions conducted by BCG 
[3] indicates “Solving both of these cybersecurity challenges—the staffing shortfall and 
the gender-based inequity—begins with opening STEM doors to women and girls. But 
the effort can’t stop at early-stage access. It must gain breadth and depth as women 
advance in the field so that they can fully participate in cybersecurity throughout a ca-
reer trajectory. It has been argued that such a lack of pool of talent can: 1) reduced 
threat detection: teams members with different backgrounds and ways of thinking is 
better equipped to identify and understand a wider range of cyber threats, which 
can be crucial in proactively addressing emerging security risks; 2) Limits innovation: 
women can often bring unique perspectives and approaches to problem-solving, which 
can lead to more creative solutions and advancements in cybersecurity technologies; 
3) Perpetuating gender stereotypes: this mindset can create a work environment where 
recruiting as well as retaining is challenging as it can reinforces the stereotype that the 
field is primarily for men, discouraging women from pursuing careers in this area; 4) 
Talent gap: There is no doubt with a small pool of qualified cybersecurity professionals, 
companies may struggle to find the necessary expertise to effectively protect against 
cyber threats; 5) Impact on specific threats: Reports [1] state that certain cyber threats, 
like online harassment and targeted attacks against women, might be better understood 
and mitigated with a more diverse cybersecurity workforce.
	 The author initiated a cybersecurity conference for high schools located mostly 
in rural and remote regions. This activity aligned with the nine strategies mentioned 
above. This is part of the OutreachMAD Project 2.0 that leverages on the 16 years of 
the author’s outreach activities and research in cybersecurity. This Project, funded by the 
Talent Ready Grant. It is dedicated to Motivating, increasing Awareness, and Dedicated 
to promoting cybersecurity and technology education for high school students in rural 
and remote areas (MAD team). It focuses on sharing career opportunities in the high-de-
mand fields, this project aims to inspire and empower the next generation of technol-
ogy leaders. The grant supports work-based learning experience activities throughout 
the year including a one-day conference, technology certificates, college scholarship 
opportunities, workshops, and webinars. This unique model includes a collaboration of 
SUU students, educators, the K-16 community and industry members to provide outreach 
activities which will foster inclusive opportunities in cybersecurity and empower young 
women and all students in underserved areas. 
	 This paper takes the categories from her findings of the research at K12 into the 
context of a workplace environment. Given that this is on-going research, this author con-
tinues to use the “9 Strategies to Improve Gender Diversity in the Security Workforce” 
[3] and Microsoft and Kesar [4] articles as a starting point to highlight some examples 
to retain women in this ever- evolving field. 
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	 The motivation of this on-going research is to help create and develop pro-
grams that help students earn while they learn in-demand skills for high-wage careers. 
Through this grant, the author has an opportunity to foster partnerships between edu-
cation and industry to provide students with work-based learning and apprenticeship 
opportunities while addressing the workforce needs of high-demand industries. It uses 
the lessons learned from past research findings as a starting point to discuss how the 
author has started strategizing with community members to create a pipeline in cyberse-
curity. It also highlights how can engaging young girls and boys can become role models 
and male allies to spark interest in cybersecurity and STEM fields. While addressing 
these factors mentioned above, this paper focuses on some of the pragmatic ways the 
educators can focus on that can motivate and retain diverse employees in the cyberse-
curity field. Consequently, it can contribute to changing structures and environments with 
increase in women’s representation and underrepresented group. 
	 To conclude, in this paper, the author shares the experiences, lessons learned, and 
the various methodologies used to develop a pipeline in cybersecurity for high school 
students (9th-12th grade in the USA). The author was recent received a three-year grant 
from an initiative to support a unique model that includes collaboration with college 
students, educators, university community, and industry members to provide outreach 
activities that will foster inclusive opportunities in cybersecurity and empower young 
women and students in underserved areas. This paper highlights the process to achieve 
this goal through a combination of outreach at high schools located in rural and remote 
southern Utah, and by leveraging her success of over a decade of existing outreach 
programs. The program includes hands-on activities, and opportunities for high school 
students to network with industry members as role models. This will allow the students to 
build their confidence and enhance other necessary skill sets as well as prepare them for 
an education and/or career in cybersecurity and technology.
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Extended abstract

	 This article presents the preliminary findings of the Women4Digital project, 
which was designed to analyse and improve the public policies of gender mainstream-
ing, in Portugal, that promote women’s participation in the Information and Communica-
tion Technologies (ICT) sector. The gender gap in the ICT sector remains a significant 
challenge, with women accounting for only 19.4% of ICT specialists employed in the EU, 
compared to 80.6% of men [Eurostat, 2024]. This disparity not only limits wom-en’s op-
portunities within the industry but also hinders the potential for an inclusive and equitable 
digital transformation across all sectors of society. The She Figures 2024 data highlights 
this inequality: only 34% of researchers in the EU are women, 98% of scientific publica-
tions lack a gender dimension, and women account for just 9% of inventors. Furthermore, 
only 16% of authorship teams are gender-balanced, and women’s representation drops 
from 48% at early career stages to 36% at senior levels [European Commission, 2025]. 
The project seeks to address this imbalance by evaluating the national policies designed 
to combat horizontal gender segregation and encourage more inclusive participation in 
ICT careers, with a focus on under-standing and monitoring the impact of these policies 
since 2017.
	 The gender gap in ICT is not an issue confined to Portugal; it is a widespread 
phe-nomenon that stems from deep-rooted structural gender inequalities in education, 
labour markets, and cultural expectations including gender equality paradox influ-enc-
ing occupational segregation phenomena [Breda et al., 2008]. Studies indicate that 
increasing women’s leadership can lead to better business performance [ILO, 2019]. The 
underrepresentation of women in ICT careers begins at an early stage, often influenced 
by stereotypes that associate technology and engineering fields with men. These biases 
discourage young girls from pursuing studies in science, technolo-gy, engineering, and 
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mathematics (STEM), resulting in fewer women entering ICT-related careers. This project 
aims to assess how Portuguese policies have attempted to challenge these structural 
problems, related stereotypes and increase female partici-pation in the digital sector, 
examining both successes and ongoing obstacles.
	 The research adopts a comprehensive mixed-method approach, utilizing docu-
ment analysis, interviews with key stakeholders, and focus groups to explore the di-versity 
of initiatives and policy instruments implemented at the national level. This approach en-
sures that both the success and limitations of the current strategies are examined through 
multiple perspectives. The policies under review include programs such as “Engineers for 
a Day,” a national initiative aimed at encouraging young women to consider engineering 
and ICT careers, as well as the integration of gender equality goals into the National 
Strategy for Equality and Non-Discrimination (ENIND 2018-2030). Additionally, the 
study examines the Action Plan for Digital Transition and the INCoDe.2030 initiative, 
which aims to promote digital skills and integration, serving as a key component of the 
analysis.
	 A key finding from the preliminary research is the positive role that the crea-
tion of networks with various sectors of civil society has played in addressing gender 
imbal-ances in ICT. By fostering collaboration between government bodies, education-
al institutions, and private enterprises, these initiatives have created more visibility for 
the gender gap issue and have encouraged broader discussions about the importance 
of gender equality in the digital economy. Programs like “Engineers for a Day” have 
demonstrated that targeted efforts can make an impact by inspiring young women to 
pursue ICT careers. However, while such initiatives have raised awareness, their long-
term impact on shifting societal attitudes and effectively increasing workforce partic-ip-
ation remains uncertain due to the lack of available monitoring data.
	 Despite some progress, persistent challenges continue to hinder gender inclu-
sivity in the ICT sector. One of the primary obstacles identified is the lack of sustained 
policy enforcement and comprehensive evaluation mechanisms [McKinnon, 2020]. Many 
policies designed to promote gender equality in ICT lack systematic monitoring and im-
pact assessments, making it difficult to determine their effectiveness. Additionally, while 
national strategies like ENIND 2018-2030 include gender equality objectives, the in-
tegration of these objectives into broader digital transformation policies remains frag-
mented. However, academic, public, and policy debates on the digital future of work 
have often adopted gender-neutral perspectives that fail to address the central role of 
digitalisation in transforming gender relations into positive and negative ways [Scheele, 
2005]. Without clear accountability structures and targeted funding, many well-inten-
tioned policies fail to produce meaningful change.
	 As the digital transformation progresses, there is growing recognition of the 
im-portance of ensuring that the benefits of emerging technologies – such as Artificial 
Intelligence (AI) – are inclusive and equitable. Gender disparity in the ICT sector poses 
a significant challenge to the sustainable management and growth of these technolo-
gies. Women’s underrepresentation in technology development not only limits innovation 
but also reinforces gendered biases in the technologies themselves, particularly in AI 
systems and algorithms that may unintentionally perpetuate ine-quality. Studies have 
shown that AI models trained on biased datasets can produce discriminatory outcomes, 
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exacerbating existing inequalities in areas such as hiring, healthcare, and financial ser-
vices [Bangun & Fikri, 2024; Battista & Molano, 2023; Guevara-Gómez et al., 2021; 
UNESCO, 2024a]. Ensuring that more women are in-volved in AI development is crucial 
to mitigating these biases and promoting fairness in technological advancements. We 
will analyse how higher education and science institutions are integrating or not ethi-
cal and egalitarian issues in their activities fol-lowing national policy recommendations 
[Joyce et al., 2018; Klein & D’Ignazio, 2024; UNESCO, 2024b].
	 Furthermore, the lack of gender diversity in ICT leadership positions presents 
another critical issue. While efforts have been made to increase the number of women 
enter-ing ICT careers, the representation of women in leadership roles remains dispro-
por-tionately low. Women continue to face barriers to career advancement, including 
workplace discrimination, lack of mentorship opportunities, and biases in recruitment 
and promotion practices. Addressing these challenges requires not only policy inter-ven-
tions but also cultural and structural changes within organizations. Policies that promote 
flexible work arrangements, parental leave equality, and gender-sensitive hiring prac-
tices can help create more inclusive workplaces that support women’s career progression 
in ICT [Lagesen et al., 2022].
	 This presentation will contribute to the broader conference discussion by exam-
in-ing the alignment of Portugal’s gender-focused policies with international frameworks 
such as the EU Gender Equality Strategy and the EU Digital Compass for the Digital 
Decade. These frameworks provide a roadmap for achieving gender equality in di-
gi-tal technologies, and Portugal’s policies will be assessed in relation to these goals. 
Furthermore, the presentation will propose a set of practical recommendations aimed 
at enhancing the design, implementation, and evaluation of policies aimed at foster-ing 
gender inclusion in the ICT sector. These recommendations will emphasize the importance 
of adopting systemic, intersectional approaches to tackling the structural barriers that 
women face in accessing and advancing in ICT careers.
	 To further strengthen gender-inclusive digital policies, this research underscores 
the importance of integrating gender mainstreaming strategies into all aspects of tech-
no-logical development and policy design. Gender mainstreaming ensures that gender 
considerations are systematically incorporated into decision-making processes, help-
ing to identify and eliminate barriers that disproportionately affect women [European 
Commission, 2025]. Additionally, improving data collection and analysis on gender par-
ticipation in ICT will provide policymakers with better insights into the effective-ness of 
current initiatives and where additional efforts are needed.
	 Another crucial aspect of fostering gender diversity in ICT is the promotion of 
mentorship and networking opportunities for women in the field. Studies have high-light-
ed the positive impact of mentorship programs in supporting women’s profes-sion-
al growth and career retention in STEM disciplines. Expanding mentorship initia-tives, 
alongside increased investment in STEM education for young girls, can contrib-ute to a 
more sustainable increase in female representation in ICT over time. Addi-tionally, en-
trepreneurship programs that support women-led startups in the tech sec-tor can play 
a key role in diversifying the industry and promoting innovation from a gender-inclusive 
perspective.
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	 As we move into an era dominated by digital transformation, it is crucial that 
gen-der perspectives are integrated into all aspects of technological development and 
policy design. The project’s findings underscore the importance of gender-inclusive ap-
proaches to shape the future of emerging technologies like AI. These technologies are 
reshaping the global economy and influencing nearly every aspect of modern life, from 
healthcare to education, from transport to finance. Without women’s full par-ticipation 
in the development of these technologies, we risk reinforcing existing ine-qualities and 
missing opportunities for innovative solutions to complex societal chal-lenges. Gender 
diversity is not just a matter of fairness but also a critical factor in driving the future 
of digital technologies. The integration of gender perspectives in the design and de-
ployment of these technologies will help ensure that they serve the needs of all people, 
regardless of gender, and contribute to a more just and equitable society [Leslie, et al., 
2024].
	 By offering insights into both the successes and shortcomings of current meas-
ures, the Women4Digital project aims to foster a broader dialogue on how to achieve 
more inclusive and gender-sensitive digital transformations. This dialogue is essential 
not only for promoting gender equality in the ICT sector but also for ensuring that the 
benefits of digital transformation are shared equitably among all members of society. 
The project’s findings will contribute to the ongoing conversation about how to design 
policies that reinforce women participation and foster a more diverse, egalitarian, and 
innovative technological landscape. As emerging technologies continue to shape the fu-
ture, it is crucial that women are actively involved in shaping that future and in ensuring 
that digital technologies contribute to a more just and non-discriminatory world for all.
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Extended Abstract

	 Artificial Intelligence (AI) has the capacity to revolutionize numerous sectors of 
society, potentially impacting all aspects of life. However, research has shown that AI 
systems are not inherently neutral. They reflect and often reinforce existing social biases, 
which raise significant risks, particularly the perpetuation and exacerbation of existing 
inequalities, especially those related to gender and other underrepresented groups. As 	
AI technologies continue to proliferate globally, it is imperative to ensure that their de-
velopment, implementation, and regulation adhere to ethical and responsible practices 
that promote fairness, inclusion, and accountability.
	 Integrating ethics and gender perspectives into AI education represents a key 
strategy for fostering a more responsible technological landscape. By embedding these 
crucial considerations into the curriculum, we can ensure that future AI developers have 
the knowledge and skills to understand the importance of equality and ethical con-
siderations in technology. This educational approach enables students, professors, and 
practitioners to critically analyze the societal impacts of AI systems, empowering them to 
make informed decisions that contribute to the development and deployment of socially 
responsible AI technologies.
	 The need to integrate ethics and gender perspectives into AI education aligns 
with the overarching objective of the present study, which is part of the project ti-
tled “Social Gender Relations in Change: Higher Education and Research Policies and 
Teaching/Learning Program Contents in Higher Education in Portugal”. This project is 
being conducted by the Portuguese Women’s Studies Association (APEM) and receives 
support from the Commission for Citizenship and Gender Equality (CIG). In addition, this 
study is part of a master’s research project in Sociology at the Faculty of Economics of 
the University of Coimbra (FEUC), conducted by the student Camila Marques, under the 
scientific coordination and guidance of Professor Rosa Monteiro. 

https://www.google.com/maps/place/data=!4m2!3m1!1s0xd22f9ba09934895:0xb8b1c7b761c0d6b7?sa=X&ved=1t:8290&ictx=111
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	 This pioneering investigation aims to reflect on the integration of ethics and 
gender equality in the teaching of Artificial Intelligence (AI) in Portugal. In particular, we 
aim to identify if and how these questions are addressed in the courses of AI, considering 
where in the program they are included, whether they are addressed in an ad hoc or 
cross-cutting manner, which teaching methods are used, and what specific contents are 
covered. In addition, we aim to identify the initiatives being held by higher education 
institutions, professors, and other organizations in Portugal to combat gender inequalities 
in AI and contribute to the development of ethical and responsible AI systems.
	 The potential for AI to perpetuate and exacerbate inequalities, particularly 
gender disparities, is a pressing issue that has been extensively documented. Research 
shows that biased datasets, a lack of diversity in development teams, and uncritical ap-
proaches to algorithmic design can reinforce existing inequalities. 
	 Addressing the risks associated with AI in education is crucial to promoting a 
more ethical development of this technology. Research has identified several good prac-
tices to help mitigate these challenges, including the integration of case studies that 
illustrate real-world challenges and the teaching of computational techniques, such as 
bias detection methodologies [1, 2, 5, 10, 11, 13]. Additionally, there has been a wide-
spread discussion about the importance of using an interdisciplinary approach and inte-
grating sociotechnical perspectives, drawing concepts from ethics and social sciences to 
critically analyze the interaction between technology and society [3, 6–9]. Our study in 
Portugal will reference comparative studies that report experiences of pedagogical ap-
proaches to ethics and gender equality in AI education [4, 12]. These studies emphasize 
interdisciplinary methodologies, scenario-based learning, and participatory approach-
es to foster critical thinking on bias, fairness, and inclusivity in AI development, and also 
how students perceive the importance of these topics in their education [12].  
	 The present study employs a qualitative multi-phase methodology to analyze 
the integration of ethics and gender equality in AI education in Portugal. It combines a 
desk survey, an online questionnaire, and interviews. 
	 The goal of the desk survey is to analyze the presence of ethics and gender 
equality perspectives in AI-related university degrees and courses offered by higher ed-
ucation institutions in Portugal. The analysis is based on information for the 2024/2025 
academic year (or the most recent available data) gathered from institutional websites. 
	 To carry out the analyses, a database was previously created to refine the se-
lection of relevant university degrees. Creating this database involved several filtrations 
using the National Classification of Education and Training Areas (CNAEF). 
	 Firstly, all AI-related degrees were mapped, focusing on fields like Computer 
Science, Informatics, Biotechnology, Bioinformatics, and Biomedical Engineering. Through 
subsequent filtrations, the list of university degrees was narrowed down to include 
only those related to Informatics, Computer Science, Life Sciences, and Electronics and 
Automation. A final filtration focused on identifying AI and Data Science programs, 
which led to the selection of 37 relevant courses across the three academic cycles (un-
dergraduate, master’s, and doctoral levels) for an in-depth analysis of their curriculums. 
	 We broadened the universe in a new search with a different level of systematic-
ity. We included all the second and third cycle university degrees, which mainly focus on 
computer science, biotechnology, bioinformatics, and biomedical engineering. We aim 
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to check whether these generic university degrees, but where AI issues are taught, also 
have courses on ethics and responsibility, and analyze their content.
	 To complement the information available on the institutional websites, an online 
survey was designed to explore how gender-related issues are approached in AI ed-
ucation, particularly in courses related to AI ethics and responsibility. The goal was to 
understand whether topics such as gender inequality and algorithmic bias are included 
in the curriculum, the teaching methods employed, and the relevance attributed to these 
topics by course coordinators and AI professors.
	 The survey targeted 40 coordinators of AI and Data Science university degrees 
and professors of AI degrees, including those teaching AI and ethics or responsibility. 
The questionnaire sought to assess faculty perspectives on the importance of including 
gender issues in AI education and how these topics could contribute to the development 
of future AI professionals capable of designing ethical and responsible AI systems.
	 In addition to the documentary analysis and survey, qualitative interviews are 
being conducted with key experts in AI and ethics, including professors and researchers. 
These interviews will provide further insights into the current debate on integrating gen-
der perspectives into AI curriculums, effective pedagogical methods, and the structural 
challenges that impede such integration. Additionally, the interviews examine the role 
of interdisciplinary collaboration and the influence of national and international ethical 
guidelines, while also identifying institutional initiatives and proposing concrete meas-
ures to foster a more inclusive and socially responsible approach to AI education.
	 Ultimately, this research highlights the need for a comprehensive and for-
ward-thinking approach to AI education—one that extends beyond technical skills to 
critically engage with the social, ethical, and gender-related implications of AI. As AI 
increasingly shapes the fabric of society, its education must prepare not only skilled 
engineers but also responsible and conscientious developers who are equipped to nav-
igate the broader societal impact of the technologies they create.
	 By analysing the integration of ethics and gender equality in AI education in 
Portugal, this study aims to showcase effective practices that could be adopted by higher 
education institutions, while identifying challenges that must be addressed. Furthermore, 
it will contribute to the ongoing dialogue about ethical AI development, offering practi-
cal recommendations for incorporating a gender perspective into AI programs in higher 
education.

Disclosure of Interests: The authors have no competing interests to declare that are relevant to 
the content of this article. 
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Extended abstract 

	 Digital technologies, content and processes influence all education sectors: 
schools, higher education, and informal learning; shaping the entire value chain, from 
curriculum reform to teaching, assessment, and teacher development, while engaging 
educators, learners, and school leaders.
	 Applications based on Artificial Intelligence (AI) have a huge contribution in 
everybody’s daily life. In addition, AI offers a wide range of potential benefits for stu-
dents and teachers. AI in education poses challenges, demanding research and practical 
application. Effective data use, ethics, and AI advancement require skill development for 
teachers, administrators, and students.
ChatGPT can assist students in: developing communication skills in a foreign language 
[4],[5]; in programming [8]; creating content, answering questions, explaining concepts, 
and giving suggestions [6],[10].
	 The European Education Area (EEA) [1] initiative builds more resilient and inclu-
sive national education systems that involve them with digital learning and pedagogies, 
and enables policy makers to design, implement, and evaluate programs and projects 
for the integration of digital learning technologies in educational and teaching systems.
This study is inspired by research conducted by [3]. The purpose of this research is to de-
termine how AI can impact on teaching and learning in middle and higher education. The 
study aimed to examine students’ attitudes toward AI through a cross-sectional analysis. 
Our research questions centered on two key aspects of AI use, particularly in relation to 
ChatGPT. First, we investigated whether and to what extent students perceive AI as a 
useful tool for their learning. Second, we examined how students integrate AI into their 
academic activities and the potential challenges they encounter in doing so.
	 Our literature review shows that researchers have extensively examined the 
potential of ChatGPT in teaching and learning in various subjects.
	 Qualitative research [7] provides an overview of the effectiveness of using 
ChatGPT as a virtual assistant. It helps improve student productivity in higher education 
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by providing useful information and resources, helping to improve language skills, fa-
cilitating collaboration, improving time efficiency and effectiveness, and providing sup-
port and motivation. Baidoo-Anu and Ansah have discussed in [3] about the benefits of 
ChatGPT and related generative AI in advancing teaching and learning. Also, they have 
listed possible drawback such as generating wrong information, biases in data training, 
which may augment existing biases, privacy issues etc.
	 On the other hand, the study [2] showed that ChatGPT did not improve per-
formance in various disciplines. Mike et al. investigate ChatGPT’s impact on effective-
ness, efficiency, and problem solving among higher education students in law, business 
informatics, and media and communication. Similarly, Wu in [11] expresses concern that 
students receiving very fast answers from ChatGPT have a wrong idea about how much 
they have mastered and learned, and this can lead to an ineffective learning process 
that exceed the cognitive load capacity.
	 There are no many papers that observe using ChatGPT for teaching and learn-
ing in data science education, so paper [12] incorporates ChatGPT into a data science 
course and collects valuable insights from students, as well as sharing feedback from the 
instructor. The findings highlight the uniqueness of data science education while reveal-
ing new opportunities and challenges in integrating ChatGPT into the curriculum. Jindal 
et al. suggest to educators, policymakers, and technology developers that they have to 
work collaboratively to establish frameworks that promote responsible and ethical use 
of ChatGPT in education.
	 In study [5], study examines how ChatGPT supports learning the four core lan-
guage skills—listening, reading, speaking, and writing—within German language edu-
cation. The chatbots enable students to practice the foreign language anytime and al-
most anywhere, allowing them to engage in language practice. it is shown that ChatGPT 
can assist in the development of students’ vocabulary, reading comprehension, improve 
writing skills etc.
	 Further, the study [9] found that students viewed ChatGPT as an innovative AI 
toolset applicable across classroom contexts, including programming and computer lan-
guages, promoting sustainable AI adoption in education.
	 Our study applies a cross-sectional analysis to examine students’ attitudes to-
ward AI in education. The research focuses on two key aspects of AI use, specifically 
through ChatGPT tool. As the first step, we examine whether and how students recognize 
AI as useful in their learning/studying process. Second, we explore their expectations, 
concerns, and potential barriers to adopting AIpowered tools in education. Our data 
collection methods include surveys and structured interviews, allowing us to gain insights 
into students’ experiences, perceived benefits, and challenges.
	 Our findings report diverse perspectives on AI integration in education. While 
many students confirm and acknowledge the benefits of AI, including assistance in pro-
gramming, language learning, and content creation, concerns persist regarding misin-
formation, cognitive overload, and mostly ethical considerations. The study highlights the 
importance of equipping educators and students with the necessary skills to critically 
assess AI-generated content. Furthermore, institutional support and policy frameworks 
are essential for the responsible and effective adoption of AI in teaching and learning. 
These results contribute to ongoing discussions on AI-driven education, emphasizing the 



260 ETHICOMP2025 | EXTENDED ABSTRACTS

need for further research into best practices, ethical safeguards, and the long-term im-
pact of AI-assisted learning.
	 We identify some challenges that higher education institutions and students may 
face, and we consider potential research directions.
Collaborating on the development and implementation of AI-driven digital solutions 
helps students, teachers, and university management better understand the challenges 
and opportunities of digital transformation. This collective experience deepens their 
commitment to the project’s goals and fosters a culture of continuous improvement within 
their institutions.
	 This research enhances our understanding of LLMs’ potential, limitations, and 
their integration into e-assessment systems, pedagogical scenarios, and student instruc-
tion using GPT-based applications.
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Extended Abstract

	 The Cambridge dictionary chose “hallucination” as the word of the year in 
2023. The traditional definition of “hallucinate” was complemented with the notion of AI 
systems –– in particular, Large Language Models, or in the jargon of EU law, General 
Purpose AI system, or model –– which produce false information about the states of the 
world. The popularity of the neologism has gone hand in hand with a growing attention 
to the issues of AI literacy among scholars [1, 2, 3]; and institutions [4, 5, 6]. 
	 AI literacy has to do with the ability of individuals to understand, assess, and 
interact with AI technologies. The notion entails multiple cognitive competences and dif-
ferent social roles, such as those of developers and lawmakers, retailers and end-users 
of the technology. The challenges of AI literacy may concern as many different problems 
as public education and individual awareness, equity and inclusion, bias and fairness, 
people’s privacy and data protection. AI illiteracy often leads to less well-informed us-
ers, or to human-computer interaction harms that depend on users overvaluing the capa-
bilities of the technology, therefore using it in unsafe ways. Several examples illustrate 
the threat, from a new wave of Chat GPT-generated students’ theses to attorneys pro-
viding memorandum of law on the basis of non-existent cases, quotes, and holdings, as 
occurred before the Southern District of New York in May 2023 (case Mata v. Avianca, 
no. 22-cv-01461). Against this framework, the claim of this paper is that a new digital 
divide, even harsher than the first wave in the early 2000s [7, 8], may follow as a result 
of today’s AI illiteracy, in particular, of LLMs- or GPAI-related analphabetism. 
	 The claim is twofold. On the one hand, AI illiteracy may hinge on previous drivers 
of social inequality and digital division, such as educational, generational, attitudinal, 
geographical, or socio-economic factors that add to problems of individuals with physi-
cal disabilities, lack of digital training, legal rights, or infrastructure. On the other hand, 
the uniqueness of AI –– and moreover, of LLMs or GPAI technologies [9] –– may bring 
forth new problems of access, usage, and outcomes, such as data inequalities, algorith-
mic awareness, misinformation hazards which affect trust, or perpetuation of biases 
and stereotypes triggering discrimination and hence, representational and allocational 
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that underlies the pedagogy of experiential education. Although the NSEE framework 
was used as the main thought process was very different when designing the project. It 
considered the framework as well as the research regarding team projects and the im-
portance of training in cybersecurity. This is because this style of pedagogy will provide 
an experiential learning education environment, which will better prepare the student to 
face challenges in the ever-evolving cybersecurity field. 
	 This paper is part of ongoing research and not meant to be a short-term pro-
ject, rather the intention to continue the research as a long-term collaborative that will 
continue to refine and revise its suggestions in cybersecurity pedagogy to prepare stu-
dents to meet the high demand of the workforce in cybersecurity. When designing the 
assignments and the course, the author met with industry members to outline a few key 
points to consider in the design. For example: 

• What will the students in teams do?
• How will industry members contribute as guests?
• Will ethics and privacy aspects be incorporated in the assignment or a separate 

assignment? 
• What are specific issues in experiential education assignments should be addressed?

	 While developing the curriculum, various studies were considered, including au-
thor’s previous published research. The best standards and Guiding Principles of Ethical 
Practice by the National Society for Experiential Education (NSEE) was used as a frame-
work with the NSEE Guiding Principles of Ethical Practices to develop the pedagogy to 
teach ethics and professional as part of an experiential education. This paper describes 
how the instructor included ethics and professionalism in this team project. The eight prin-
ciples are exampled below.
 	 Intention: In this principle, all parties must outline a clear vision on the reason 
which this experience  was chosen and why experience is the chosen approach to learn-
ing. This principle was used to develop assignments that included induvial reports and 
teamwork with an ethical and private aspect of cybersecurity, that is often overlooked. 
Furthermore, it focuses on the purposefulness that enables experience to become knowl-
edge and, as such, is deeper than the goals, objectives, and activities that define the 
experience. When designing the course, the author’s intention was to introduce students 
to organizations/Associations who are committed to educating both private users and 
large businesses on cybersecurity safety measures. For example, SANs Institute, ISACA, 
Information Systems Security Association. 
	 Preparedness and Planning: The main objective of this principle was to ensure the 
students, both traditional and non-traditional from different educational backgrounds 
have a experiential learning that encapsulates the new emerging trends in the cyberse-
curity field. The topics in this course were planned and research to ensure they aligned 
with the identified intentions, adhering to them as goals and objectives of the overall 
degree. The hands-on activities included research and critical thinking as a key com-
ponent while problem solving. Some of the reading material from associations such as 
Information Systems Association (CISSA), who focus on ethics and privacy were used as 
resources. This is because The ISSA Code of Ethics is a prerequisite for membership, 

harms [10]. Correspondingly, the attention should be drawn not only to the cumulative 
effect of multiple waves of digital divide, but also, to that which is unique to the digital 
divide brought forth by new threats of AI illiteracy. For example, AI-generated fake 
news are often more credible to human raters than human-written disinformation, up to 
the point that texts, images, audios, and videos generated by LLMs can be impossible 
to distinguish from human creation [11]. This scenario clearly affects the normative and 
epistemic features of both AI literacy and social inclusion because inconclusive evidence 
can lead to unjustified actions as much as unfair outcomes can end up with discrimination 
or transformative effects that pose challenges to human autonomy [12, 13]. 
	 At the institutional level, both in the US and the EU for example, lawmakers have 
intended to tackle the challenges of AI literacy through provisions on risk assessment, 
informed oversight, recruitment of talent, general awareness, education, media literacy, 
and critical thinking, so that individuals should understand how AI decisions may impact 
them in order “to take an active part in the economy, society, and in democratic pro-
cesses” (Recital 56 of the AI Act). AI literacy can thus be understood either as an aim 
to be attained or as a means of regulation. Regarding the aims to be attained, focus 
of lawmakers is on requirements of inclusion and equality, such as individual autonomy, 
awareness, or proper understanding of the use of technology. Re-garding the means of 
regulation, the attention of lawmakers regards the challenges of AI literacy as a con-
dition for the development of all those sectors –– from the digital-isation of the public 
administration to the overall competitiveness of companies –– which need new skills, 
abilities, and expertise [14]. 
	 However, in addition to the pressing problems of the present, focus should be 
on the challenges of the future, i.e. how to tackle the challenges of an uncertain future 
through the anticipation capabilities of AI literacy [15, 16]. The speed of technolog-
ical innovation, in particular, with the development of new GPAI models and systems, 
together with some problems related to the lawmakers’ response to the challenges of 
AI literacy, may worsen the new digital divide looming on the horizon with new rep-
resentational harms, information hazards, misinformation threats, or people overvaluing 
the capabilities of technology. The problem is not only the hallucinations of AI systems, 
but also, individuals who are not even capable of understanding they are facing just 
hallucinations.
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Extended Abstract

AI’s societal implications & the need for AI literacy 

	 Generative artificial intelligence (AI), especially chatbots powered by large lan-
guage models (LLMs), enables individuals to increasingly rely on automation to support 
their decisions by answering questions, offering information or even providing concrete 
moral guidance [1], for instance, in the contexts of healthcare, criminal justice or personal 
matters [2]. Such systems, used to support decisions – especially those that ultimately 
affect core human values such as ‘safety’ or ‘fairness’ – can have far-reaching societal 
implications, including issues like responsibility gaps or moral deskilling [3]. Given the 
societal significance of these developed AI applications, it is particularly important to 
inform the public about the results of pertinent scientific research, a point emphasized in 
the open science focus areas [4] and recognized by regulatory initiatives. For example, 
the Pact for Research and Innovation IV (2021–2030) emphasizes science communi-
cation as a key objective for research institutions at the national level in Germany [5], 
while the EU AI Act stresses the importance of taking measures to ensure AI literacy on 
a global level [6]. Universities and research institutions, as key knowledge contributors, 
hold a unique responsibility in this endeavor [5].

Limits of traditional science communication & innovative methods of knowledge 
transfer

	 Science communication, especially in technical domains, faces various challeng-
es, such as the often difficult-to-understand technical language in academic publications, 
which can reduce the public’s interest in scientific texts [7]. To make scientific debates ac-
cessible beyond the academic community, innovative methods and non-traditional venues 
are needed through which civil society can stay informed about up-to-date research and 
engage with scientists [8; 9]. In this endeavor, arts – an important reference for social 
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knowledge and inclusion – can become a key enabler to ensure human-centric, partici-
patory discussions around the design of pertinent technological innovations [10]. More 
specifically, arts-based methodologies such as research-based theater, ethnodrama or 
the playwright-approach “combine research and theater to create novel opportunities 
for inquiry and knowledge translation” [11; p.1). Especially in the context of AI, the 
use of theater is valuable to facilitate enlightenment about and the human-centricity of 
emerging technologies [12]. First pertinent efforts are made in the field of human-com-
puter interaction, where researchers have started to utilize immersive theater perfor-
mances to test prototypes, rapidly learn about future technology and design it accord-
ingly [13].
	 Although initiatives like these are fundamentally aimed at expanding societal 
knowledge in the domain of AI, the explicit evaluation of the effectiveness of knowledge 
transfer is often neglected. Without evaluating the actual knowledge gained by the au-
dience, the contribution of such arts-based approaches to fostering AI literacy remains 
merely an assumption. Therefore, this study aims to assess the effectiveness of an exem-
plary research-based theater initiative called ‘MoralPLai’ by conducting accompanying 
research through post-performance audience surveys and interviews to ultimately ad-
dress the following key question:

•	 How effectively can research-based theater be used as a tool to promote 
a participatory approach in AI ethics research and enhance AI literacy 
among the audience?

The MoralPLai projecto & its accompanying research

	 The ‘MoralPLai’ project2 implements a creative approach to conducting, ed-
ucating, and communicating AI ethics research through the lens of the arts (i.e., re-
search-based theater). The core idea revolves around conducting qualitative interviews 
and user studies on the impact of large language model(LLM)-based chatbots on human 
ethical decision-making. It focuses specifically on exploring the potential opportunities 
and risks of employing these systems as aids for ethical decision-making, along with their 
broader societal impacts and recommended system requirements. Generated scientific 
findings will be translated into a theater play, which will be performed in the theater hall 
in Germany. This performance seeks to effectively educate civil society on up-to-date 
research in an engaging manner and facilitate joint discussions (e.g., on necessary and 
preferred system requirements or restrictions). The insights from these discussions, in turn, 
are intended to inform the scientific community, thereby facilitating a human-centered 
development and use of LLMs as moral dialogue partners or advisors. 
	 To evaluate the effectiveness of the MoralPLai performance, accompanying re-
search will be conducted using mixed methods. Namely, audience responses will be 
captured through a post-performance survey including questions scored on a Likert scale 
with a space for open-ended comments as well as through semi-structured interviews via 
Zoom (adopted from [14]). The questions posed to the audience will center on how their 
understanding, learning, and awareness of the responsible use of LLM-based chatbots 
2 Link to MoralPLai webpage: https://www.ieai.sot.tum.de/research/moralplai/

https://www.ieai.sot.tum.de/research/moralplai/
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as moral advisors have changed after watching the play. Additionally, the questions will 
explore their views on the effectiveness of the play as a tool for promoting AI litera-
cy, their preferred system requirements for developing LLM-based chatbots as well as 
demographic details such as age and occupation. The collected data will be analyzed 
using a mix of quantitative statistical analyses and qualitative content analysis [15]. 

Conclusion

	 To summarize, through post-performance audience surveys and interviews, this 
study aims to shed light on how much the MoralPLai performance influenced the audi-
ence’s opinions, knowledge, and awareness regarding the societal implications of perti-
nent AI systems as well as on their preferred system requirements and the relevant val-
ues underlying the development of LLM-based chatbots. Generated findings can inform 
technology companies about appropriate and socially preferred system requirements 
to consider in order to ensure the development of trustworthy systems. For scholars and 
theater practitioners, the findings generated and the evaluation measures used in this 
study can serve as a foundation and proof of concept to legitimize and encourage the 
adoption of similar arts-based research projects and creative methods for science com-
munication in the future. Overall, the MoralPLai project and its accompanying research 
may constitute the beginning of transforming scientific communication and inquiry in the 
field of AI ethics, with the humanities and cultural sciences serving as critical methodolo-
gies to bridge the gap between academia and society and promote AI literacy.
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	 In May 2024 the Council of the European Union issued the Council Recommendation 
on enhancing research security stating that “with growing international tensions and the 
increasing geopolitical relevance of research and innovation, the Union’s researchers 
and academics are increasingly exposed to risks to research security when cooperating 
internationally” (Council of the EU, 2024, 2). The Council of the EU deems it necessary to 
act at the EU level in order to “protect the integrity of the ERA [European Research Area], 
while respecting the competences of Member States for going further, for example by 
developing regulatory frameworks” (Council of the EU, 2024, 9). In addressing these 
concerns, the Recommendation emphasises the importance of balancing the openness 
of international collaboration (Paseri, 2024a) with robust measures to safeguard the 
security of research. Although the EU Council proposes a broad definition of “research 
security” (Council of the EU, 2024, 18), this aspect requires further investigation to un-
derstand the relationship between the notion with that of “data security”, and potential 
intersections with the concept of cybersecurity (Shih, 2025; Shankar and Drake 2025). 
The Recommendation supports the establishment of common standards and guidelines 
for all Member States to address risks such as intellectual property theft, misuse of re-
search results and interference by foreign actors. The Council aims to promote a resilient 
ERA that can thrive in an increasingly complex and competitive global landscape, avoid-
ing “risk of undesirable transfer of critical knowledge and technology […] affecting the 
security of the Union and its Member States” (Council of the EU, 2024, 4).
	 The Council Recommendation on enhancing research security identifies artificial 
intelligence (AI, hereinafter) as a matter of priority with other three critical technology 
areas (i.e., semiconductors, quantum, and biotechnologies). This is the case both when 
considering an AI system as a tool and as a result of a research project. In the former 
case, an AI system is used by researchers in order to implement a specific research pro-
ject, becoming instrumental in obtaining the results (Paseri, 2024, 59). In the second case, 
artificial intelligence is the area of investigation and the AI system is the result of a re-
search project (Paseri, 2024, 60). Both the use and development of AI systems in the con-
text of scientific research represent sensitive scenarios due to the high stakes involved. 
Thus far, several studies have been conducted on the impact of AI and generative AI 
(gen AI, hereinafter) on openness and collaboration in science (Beck et al., 2022; Wang 
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and Barabási, 2021). The positions on the issue tend to be polarized – in Umberto Eco’s 
words – between apocalyptic and integrated intellectuals (Eco, 1964). On the one hand, 
over-enthusiastic scholars have gone so far as to claim that “by harnessing the power 
of AI we can propel humanity toward a future where groundbreaking achievements in 
science, even achievements worthy of a Nobel Prize, can be fully automated”, believing 
“that this is achievable by the year 2050” (King et al., 2024, 716). On the other hand, 
more and more scientific journals have updated their ethical guidelines identifying the 
use of undeclared AI or gen AI as forms of scientific misconduct (Kumar et al., 2024). 
	 In order to handle this sensitive matter and to guarantee research security, the 
Council first recalls the framework of the EU Security Union Strategy, which proposes 
a three-pronged approach, on “promotion of the Union’s economic base and competi-
tiveness; protection against risks; and partnership with the broadest possible range of 
countries to address shared concerns and interests” (EU Security Union Strategy, 2023). 
Further, the Council proposes a series of recommendations addressed to research en-
tities; to the Member States called upon to act at the regulatory level; and to the 
European Commission in its coordinating role in the field of scientific research policies 
(Council of the EU, 2024, 13-16, 19, 23). 
	 Against this backdrop, what is lacking in the debate on research security and 
use of AI in science is literacy, intended as the ability “in both the human and techno-
logical dimensions of AI, understanding how it works in broad terms, as well as the 
specific impact of Gen AI” (UNESCO, 2023, 24). In addition to the shortcomings of the 
Artificial Intelligence Act (AI Act, 2024) (Pagallo, 2024, 64-65), it is worth noting that 
the European lawmaker pays attention to the issue of AI literacy. As stated in Article 4 of 
the AI Act, “Providers and deployers of AI systems shall take measures to ensure, to their 
best extent, a sufficient level of AI literacy of their staff and other persons dealing with 
the operation and use of AI systems on their behalf, taking into account their technical 
knowledge, experience, education and training and the context the AI systems are to be 
used in, and considering the persons or groups of persons on whom the AI systems are 
to be used”. This provision is particularly relevant for the use of AI in scientific research, 
where the complexity of AI systems demands a high level of expertise among research-
ers and operators. The problems are both epistemic and normative (Durante and Paseri, 
2005). Ensuring AI literacy within research teams helps to enhance the reliability and 
validity of scientific findings, as well as to address ethical considerations and biases re-
lated to AI models. By aligning with the requirements of the AI Act, research institutions 
can foster responsible and informed use of AI technologies, ultimately advancing inno-
vation while safeguarding integrity and accountability in scientific inquiry. Nevertheless, 
it is necessary to investigate what is meant by AI literacy applied to the field of scientific 
research and how it can be implemented or realised. There are, for instance, universities 
that have published guidelines on the ethical use of AI (e.g., University of Milan, 2025), 
and on the other hand research organisations that have banned its use.
	 The paper points out the lack of consideration about the AI literacy in the con-
text of research security and intends to investigate the potential inequities in research 
resulting from the AI illiteracy (e.g., loss of funding opportunities; methodological disad-
vantages; bias in AI-driven tools; institutional disparities, etc.). Strengthening research 
security aspects and adopting a polarised approach about the role of AI in science, 
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among other things, risks acquiring inequities and undermining inclusiveness in research, 
a key factor in EU policies on science and a priority frequently evoked by scholars 
(Rafols et al. 2024). As Stefano Rodotà emphasised with regard to the risks associated 
with the digital divide, selectively benefiting from technological innovation “leads to a 
«human divide»” (Rodotà, 2012, 198), which poses an even greater risk when applied 
in the context of scientific inquiry.
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Extended Abstract

	 The European Union’s Artificial Intelligence Act (AI Act) is a landmark regulatory 
framework that seeks to establish comprehensive guidelines for the development, de-
ployment, and use of artificial intelligence (AI) technologies within the EU. As AI systems 
become increasingly pervasive across various sectors, ensuring their ethical, safe, and 
transparent use is crucial. One of the foundational elements of achieving these goals 
is fostering AI literacy—the ability to understand, interpret, and critically evaluate AI 
systems and their impacts. The concept of AI literacy is embedded within the AI Act, not 
only as an essential skill for stakeholders interacting with AI but also as a vital tool for 
ensuring public trust and accountability. 
	 This extended abstract explores the relevance of AI literacy in the context of 
a key provision of the AI Act, namely the obligation to disclose AI generated contents, 
with the purpose of minimizing the “new risks of misinformation and manipulation at 
scale, fraud, impersonation and consumer deception” and restore “the integrity and 
trust in the information ecosystem” (recital 133). Drawing on the experience of many AI 
ethics charters and guidelines, setting transparency, articulated as the duty to make an 
object or entity knowable, as a pillar principle for any AI deployment, Article 50 para. 
1 establishes a duty of disclosure concerning “providers” placing on the EU market or 
putting into service AI systems or general-purpose AI models, as defined in Art. 3(3). A 
provider shall ensure that “AI systems intended to interact directly with natural persons 
are designed and developed in a way that the natural persons concerned are informed 
that they are interacting with an AI system”.
	 This provision directly concerns a myriad of virtual influencers, avatars, chatbots, 
and other non-human digitally created characters populating social media, sharing con-
tent, and engaging in interactive communications with consumers. They may have many 
different forms to the point that some authors developed a taxonomy based on their 
similarity to human appearance, also known as anthropomorphism, and their placement 
on the reality-virtuality continuum, ranging from unimaginable to hyper-realistic charac-
ters that can be nearly impossible to distinguish from humans. 
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and other non-human digitally created characters populating social media, sharing con-
tent, and engaging in interactive communications with consumers. They may have many 
different forms to the point that some authors developed a taxonomy based on their 
similarity to human appearance, also known as anthropomorphism, and their placement 
on the reality-virtuality continuum, ranging from unimaginable to hyper-realistic charac-
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	 The duty to disclose their artificial nature is not an absolute requirement. Under 
Article 50, natural persons should be notified that they are interacting with an AI sys-
tem “unless this is obvious from the point of view of a natural person who is reasonably 
well-informed, observant and circumspect, taking into account the circumstances and the 
context of use.”
	 In a nutshell, the AI Act acknowledges that in some cases, the nature of AI sys-
tems is so apparent that it doesn’t require disclosure duties. Therefore the concept of 
“obviousness” plays a crucial role in determining the scope and applicability of compli-
ance obligations. “obviousness” is used to delineate situations in which the risks associat-
ed with AI systems are sufficiently apparent or self-evident to stakeholders (e.g., users). 
This can influence which kind of transparency measures are considered necessary. For AI 
providers, the understanding of whether their system is “obviously AI” can significantly 
affect the resources and efforts required for compliance. If an AI system is deemed 
recognizable based on its obviousness, it must undergo less rigorous transparency mea

and judgment, they were then more likely to defer to the AI predictions, which were 
more commonly wrong. Furthermore, many of these approaches fail to account for the 
threats created by intentional manipulations of data sets to create malicious models (Chu 
et al., 2020).

	 This concern that people, including those with subject matter expertise, may be-
come too deferential to AI systems echoes concerns that have long been raised in a va-
riety of fields. Gendron et al. (2023) expressed concern that widespread use of AI tools 
could deskill and degrade core activities in academic publishing. Johnson (2006) has 
previously argued similarly, arguing that computer systems such as generative AI are 
not moral agents that can accept responsibility for claims of truth and trustworthiness. 
Adding another layer of indirection to move from experts to novices with insufficient 
experience exacerbates this concern.
	 The moral concerns regarding AI tools go beyond simply determining the accura-
cy of the claims produced as output. Yang et al. (2024) have demonstrated that AI tools 
for medical imaging can infer demographic characteristics and produce biased results in 
cases where there is no basis for using this information in medical diagnoses. The concern 
that users become overly reliant on AI judgments adds to these fairness problems, as 
there is growing evidence that police departments unquestioningly use facial recognition 
systems when making arrests (MacMillan et al., 2025).
	 Taking a balanced view of AI in the context of education requires considering 
both the potential merits and the flaws of such systems. Additionally, their popularity 
and widespread adoption makes it unlikely that these systems can be made to simply 
disappear if their flaws cannot be addressed. Instead, these tools necessitate anoth-
er shift for instructors toward explicit instruction and modeling. As with critical thinking 
(Murawski, 2014), using AI appropriately is rapidly becoming a necessary learning 
outcome for students. There must be greater recognition and emphasis on the notion that 
AI output should be treated as Frankfurtian “bullshit.” Questioning and challenging AI 
output has become a vital critical thinking skill and instructors need to shift their peda-
gogy to model and cultivate this behavior.

	 The duty to disclose their artificial nature is not an absolute requirement. Under 
Article 50, natural persons should be notified that they are interacting with an AI sys-
tem “unless this is obvious from the point of view of a natural person who is reasonably 
well-informed, observant and circumspect, taking into account the circumstances and the 
context of use.”
	 In a nutshell, the AI Act acknowledges that in some cases, the nature of AI sys-
tems is so apparent that it doesn’t require disclosure duties. Therefore the concept of 
“obviousness” plays a crucial role in determining the scope and applicability of compli-
ance obligations. “obviousness” is used to delineate situations in which the risks associat-
ed with AI systems are sufficiently apparent or self-evident to stakeholders (e.g., users). 
This can influence which kind of transparency measures are considered necessary. For AI 
providers, the understanding of whether their system is “obviously AI” can significantly 
affect the resources and efforts required for compliance. If an AI system is deemed 
recognizable based on its obviousness, it must undergo less rigorous transparency meas-
ures.
	 To this extent, obviousness is a significant determinant of regulatory obligations. 
This approach is problematic because it leaves any evaluation to the providers and adds 
a layer of subjectivity and uncertainty. For example, AI systems having a long lasting 
history may be more easily recognizable as such than novel AI technologies operating 
in new or unforeseen contexts. The concept of “obviousness” is fraught with ambiguity 
and presents challenges in its application, given the dynamic and complex nature of AI 
technologies as well as the very uncertain level of AI literacy of the average consumer.  
Users—whether individuals, businesses, or public sector entities—may have a different 
level of AI literacy. This involves a combination of skills, knowledge, and awareness 
related to artificial intelligence systems, including technical understanding such as the 
knowledge of the fundamental principles behind AI technologies, such as machine learn-
ing, data processing, and algorithmic decision-making. At the same time, AI literacy 
involves the ability to recognize the ethical implications of AI, the capacity to assess the 
potential impacts of AI on individuals as well as the awareness of existing legal frame-
works that govern the use of AI.
	 The legislator does not clarify the level of AI literacy of the average consumer, 
nor which aspects of AI literacy are relevant for the obviousness test. 
	 This uncertainty may be particularly prejudicial also in consideration of Article 
50(7) which encourages “the drawing up of codes of practice at Union level to facilitate 
the effective implementation of the obligations regarding the detection and labeling of 
artificially generated or manipulated content”. Any ambiguity in the interpretation of 
the obviousness test may cause self-regulation authorities to set totally different stand-
ards at the national level. At the same time, platforms which are already taking matters 
into their own hands may develop different standards of implementation of the EU rules.  
	 The European Committee of the Regions pointed out some of these concerns in 
its Opinion over the AI Act proposal, inviting to remove the exception on the grounds that 
“natural persons should always be duly informed whenever they encounter AI systems 
and this should not be subject to interpretation of a given situation. Their rights should 
be guaranteed at all times in interactions with AI systems”. As the exception has been 
maintained, it is critical to start reflecting on it. While challenges exist in fostering 
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widespread literacy, particularly among non-expert stakeholders, the problem of the 
obviousness test has not been already tackled by scholars. It is therefore urgent to start 
developing a common approach to obviousness, to ensure that it accurately captures 
risks while promoting innovation and safeguarding fundamental rights. This is the main 
aim of the proposed paper. Since AI systems have the potential to impact fundamental 
rights, such as privacy, discrimination, and fairness, it is important to develop a clear, not 
overly simplistic, nor superficial understanding of what constitutes “obviousness” in the 
context of AI. At the same time, the adoption of a flexible, adaptive approach to de-
fining “obviousness”, might be better rather than relying on narrow or rigid conceptions.
	 All in all, the paper addresses the issue if the normative translation of the prin-
ciple of transparency within the context of Article 50 is truly conducive to knowledge or 
risk not to be effectively put into practice. Then, the paper aims to give an example of 
how transparency obligations are framed in the AIAct as having a selective, rather than 
generalised application and shows how this may affect individual’s rights. Third, the pa-
per shall foster discussion on the criteria that should be relied on to assess fundamental 
rights violations so that the AIA’s effective implementation is not compromised.
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NORMATIVE ISSUES OF AI LITERACY IN CONSTRUCTION 
PROJECT RISK MANAGEMENT
 
Plotka Sajjad

Abstract
 
	 This research investigates AI literacy challenges in construction project risk 
management, finding that ethical, legal, and social factors outweigh technical barriers. 
Through analysis of nine industry professionals’ insights, the study identifies four key 
domains: regulatory frameworks, knowledge management, socio-economic inequities, 
and ethical implementation with human oversight. Using theoretical frameworks including 
Institutional Theory and Value-Sensitive Design, the research reveals how regulations 
like the EU AI Act create compliance challenges, particularly for smaller firms. The study 
highlights how construction’s reliance on tacit knowledge conflicts with AI implementation 
requirements, while resource disparities create unequal technology access across the 
industry. The research proposes four interventions: education framework development, 
practice evaluation, industry-wide initiatives, and democratic governance integration. 
It translates regulatory requirements into practical frameworks, providing guidance for 
responsible AI integration that maintains safety standards while addressing equity con-
cerns. The findings emphasize that sustainable AI literacy requires collaborative ap-
proaches with worker participation and human oversight of AI decisions.

Introduction 

	 The construction industry faces a critical challenge where traditional project risk 
management intersects with advancing machine learning technologies. While AI’s po-
tential for enhancing risk prediction and mitigation is increasingly recognized (Yao and 
Soto, 2022), successful integration extends beyond technical implementation. The indus-
try’s complex risk landscape creates unique challenges for AI adoption that go beyond 
conventional technological concerns (Chiu and Lim, 2021)
What initially was an investigation into ML integration across construction divisions re-
vealed an essential challenge: the normative issues of AI literacy among professionals. 
Through analysis of transparency gaps, human oversight deficiencies, and training inad-
equacies under the EU AI Act and GDPR, significant compliance risks emerged (Musch et 
al., 2024). These investigations exposed biased risk models violating ethical protocols, 
highlighting AI literacy as a critical factor affecting effective ML integration in project 
risk management (Hannah et al., 2024).
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	 Construction industry’s traditional dependence on experimental knowledge 
slows technological changes (Gann, 2001). When combined with evolving regulatory 
requirements, this creates a complex normative landscape which industry must navigate. 
The EU AI Act’s Article 4 requirement for “sufficient level of AI literacy” and the White 
House Executive Order’s Section 10.2 addressing workforce development demand that 
construction organizations develop comprehensive literacy frameworks addressing both 
technical competencies and ethical responsibilities (Fernandes et al., 2024; Biden, 2023; 
Oladinrin and Ho, 2014)
	 The industry’s fragmentation, from large companies to small local businesses, 
creates different competences for implementing AI literacy initiatives. This social strat-
ification, combined with project-based work environments and diverse workforce de-
mographics, presents unique challenges (Lloyd Walker et al., 2018) AI literacy in con-
struction represents not merely a training challenge but a fundamental normative issue 
requiring systematic industry-wide transformation (Mittal et al., 2018)

Research Questions
	 This study addresses three interconnected research questions exploring the nor-
mative challenges of AI literacy implementation in construction project risk management:

1.	 How do current AI literacy levels and digital technology practices in the construc-
tion industry align with emerging regulatory requirements?

2.	 What are the key barriers and opportunities for implementing AI literacy require-
ments across different construction industry stakeholders?

3.	 What strategies and frameworks can be developed to bridge the gap between 
current industry practices and required ethical and legal standards in construc-
tion?

Significance:
	 This study was conducted because initial ML integration research unpredictably 
revealed normative challenges as the critical barrier along with technical limitations. 
When analysing EU AI Act, GDPR compliance and US White House Order highlighted AI 
literacy as a fundamental, overlooked issue requiring immediate attention (Butt, 2024)
The study adds value by making regulatory requirements like EU AI Act Article 4 action-
able within construction’s unique context. Through analysis of nine industry profession-
als, it identifies four critical themes where normative challenges intersect with practical 
implementation, establishing under theoretical frameworks. The study delivers tangible 
recommendations on education, evaluation, industry initiatives, and governance that 
specifically address identified barriers while accommodating diverse organizational 
resources (Farahani, 2024), This bridges the gap between abstract regulatory require-
ments and implementable strategies, offering construction stakeholders evidence-based 
guidance for responsible AI integration that maintains safety standards while address-
ing equity concerns (Burr and Leslie, 2023).
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Literature Review
AI and ML in Construction
	 Artificial Intelligence and Machine Learning applications in construction have 
transformed traditional project management approaches through predictive analytics, 
automated scheduling, and safety monitoring (Bilal et al., 2016; Datta et al., 2024). 
However, the construction industry is still considered one of the least digitally trans-
formed sectors, with AI adoption rates significantly far behind other industries (Regona 
et al., 2022)
	 AI applications in construction project risk management (PRM) represents an 
emerging field categorized by fragmented employment and limited standardization 
(Secundo et al., 2024). While AI systems determine substantial potential for enhancing 
risk identification and mitigation processes, their deployment faces significant organ-
izational barriers (Mohamed et al., 2025). The industry’s traditional reliance on tacit 
knowledge creates fundamental tensions between established practices and emerging 
technological capabilities (Abbeasnejad et al., 2021).
Current applications predominantly utilize supervised learning for pattern recognition 
in historical project data, with emerging research exploring reinforcement learning for 
dynamic risk scenarios (Waqar et al., 2024). However, effectiveness remains dependent 
upon data quality, where construction organizations consistently struggle due to inade-
quate information management practices (Barbosa et al., 2018; Barbosa et al., 2023). 
This technological and organizational disconnect underscores the critical importance of 
AI literacy development within construction contexts.

AI Literacy

	 AI literacy has emerged as a critical competency framework encompassing both 
technical understanding and ethical awareness of artificial intelligence systems (Pinski, 
2024)). Long and Magerko (2020) define AI literacy as “a set of competencies that 
enables individuals to critically evaluate AI technologies, communicate and collaborate 
effectively with AI, and use AI as a tool online, at home, and in the workplace.”
Current literature divides AI literacy into operational proficiency and socio-technical 
comprehension, incorporating understanding of algorithmic bias, ethical implications, 
and societal impacts (Tadimalla and Maher, 2024). Ng et al. (2021) proposed a lay-
ered framework that shows AI literacy requires developing technical skills, emotional 
awareness and mental understanding.
	 The European Commission’s AI Literacy Framework (2024) provides institutional 
recognition, establishing baseline competencies aligned with digital literacy initiatives. 
Parallel developments in the United States, including the White House Executive Order 
on AI (2023), explicitly address workforce development needs for responsible AI de-
ployment. These policy frameworks signal systematic AI literacy requirements across 
professional domains, particularly in sectors involving public safety and critical infra-
structure.
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AI Literacy in the Construction Industry

	 Construction-specific AI literacy research remains limited, though emerging stud-
ies highlight unique challenges within the industry’s traditional culture (Cheng et al., 
2024). The workforce’s demographics such as aging management and diverse technical 
backgrounds could create distinct development challenges not observed in tech-centric 
industries. Additionally, project-based work complicates systematic training initiatives 
across frequently changing organizational contexts.
Supranaviciene et al. (2024) identified construction-specific AI literacy gaps across three 
domains: technical understanding of AI applications in risk assessment, regulatory com-
pliance awareness, and ethical considerations regarding worker data collection. Current 
professional development programs inadequately address these unique requirements, 
particularly regarding AI integration with existing risk management protocols.
	 Recent case studies demonstrate successful AI literacy initiatives require substan-
tial organizational restructuring and cultural change management (Maitz et al., 2020). 
These implementations reveal that effective programs must address both individual com-
petencies and collective organizational capabilities for knowledge management. The 
challenge intensifies for SMEs, which constitute the majority of construction firms but 
possess limited resources for comprehensive literacy development (Rivera et al., 2024; 
Saka and Chan, 2020).

Regulatory Frameworks and Standards
	
	 The regulatory landscape governing AI implementation in construction operates 
within an evolving framework of international standards and national legislation. The 
EU AI Act (Regulation 2024/1689) represents the most comprehensive regulatory ap-
proach to date, establishing risk-based classification systems and mandatory literacy 
requirements for AI system deployers. Article 4 specifically mandates sufficient AI liter-
acy for staff, creating direct obligations for construction organizations implementing AI 
systems (Fernandes et al., 2024)
	 The White House Executive Order on the Safe, Secure, and Trustworthy 
Development and Use of AI (2023) provides parallel frameworks in the United States, 
with Section 10.2 lett. (d) vii specifically addressing AI literacy requirements for organ-
izations developing and deploying AI systems. These regulations create complex com-
pliance landscapes for international construction firms navigating divergent US and EU 
requirements (Biden, 2023)
	 Beyond AI-specific legislation, the General Data Protection Regulation (GDPR) 
creates additional compliance considerations for construction organizations implement-
ing AI systems that process worker and project data. The intersection of GDPR require-
ments with AI Act provisions establishes comprehensive data protection frameworks af-
fecting how construction firms develop and deploy AI literacy programs (Regulation, 
2018)
	 Professional standards organizations contribute additional frameworks, includ-
ing ISO/IEC 42001 for AI management systems, ISO/IEC 23894 for risk management 
principles, and IEEE 7000-2021 for addressing ethical design considerations. The 
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European Commission’s DigComp 2.2 framework provides foundational digital com-
petency guidelines that intersect with AI literacy requirements. Additionally, emerging 
frameworks like the Digital Services Act (DSA) and Digital Markets Act (DMA) create 
broader digital ecosystem regulations that influence AI implementation contexts with-
in construction organizations (Chiarella, 2023; Fernandes, 2025; Morandín-Ahuerma, 
2023; Van Audenhove et al., 2024)
	 However, construction-specific applications of these frameworks remain limited, 
creating implementation challenges where organizations must adapt general guidelines 
to industry-specific operational contexts. This regulatory complexity, combined with the 
rapid pace of AI technological development, creates what legal scholars’ term “imple-
mentation gaps” requiring organizations to develop interpretive approaches for compli-
ance within their specific operational environments.

Methodology 
	 This study adopted a philosophical stance bridging empirical observations with 
normative analysis, acknowledging that understanding AI literacy challenges in construc-
tion requires both practical insights and ethical considerations (Halder and Batra, 2024). 
The research design integrated real-world experiences with regulatory frameworks, 
recognizing that effective AI literacy goes beyond technical competency to encompass 
ethical responsibilities and compliance requirements (Ho et al., 2019). 

Research Design

	 The study employed a qualitative approach, designed to capture the complex 
interaction between practical implementation challenges and normative requirements 
in AI literacy. Drawing from both constructivist and pragmatic paradigms, this design 
acknowledged that AI literacy understanding is socially constructed while remaining 
grounded in practical industry needs. The selection of participants from IT, Academia, 
and Industry sectors (n=9) from a pool of 73 professionals was intentional, ensuring di-
verse perspectives while maintaining focus on practical implementation challenges.

Data Collection

	 Semi-structured interviews served as the primary data collection method, al-
lowing for both structured inquiry and exploratory discussions. (Karatsareas 2022) The 
interview protocol was designed to uncover not only current practices but also ethical 
considerations and normative challenges in AI literacy. Participant selection criteria in-
cluded:

•	 Minimum 10 years of construction industry experience
•	 Involvement in ML implementation
•	 Decision-making authority in their organizations

	
	 This careful selection ensured that participants could speak to both practical 
challenges and normative implications of AI literacy in construction project risk manage
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ment. Interviews averaged 45 minutes, conducted virtually through secure platforms, and 
were recorded with participant consent, maintaining ethical research standards.

Data Analysis

	 The analysis followed a thematic analysis approach (Braun & Clarke, 2006) 
with initial coding identifying 453 points of interest, refined to 323 significant quotes. 
Four primary themes emerged from the data with relevant theories and regulatory con-
nections:

Theme Core Theory Regulatory Connection

Regulatory and 
Governance 
Frameworks

Institutional Theory 
(DiMaggio & Powell, 1983), 
Reflexive Regulation Theory 
(Gunningham, 2012)

White House Executive Order 
on AI (2023), EU AI Act Article 4 
(Regulation 2024/1689) Section 
10.2 

Knowledge 
Management and 
Standardization

SECI Knowledge Model 
(Nonaka & Takeuchi, 1995)

EU AI Act Article 4 “sufficient 
level of AI literacy”, White House 
Order systematic AI development 
requirements

Socio-Economic 
Inequities

Resource Dependence Theory 
(Pfeffer & Salancik, 1978)

White House Order democratic 
AI access objectives, EU AI Act 
human rights considerations

Ethical Implementation 
and Human Oversight

Value-Sensitive Design 
Theory (Friedman et al., 
2013)

GDPR data protection require-
ments, EU AI Act Articles 13-14 
(transparency and human over-
sight), White House Order “trust-
worthy” AI development

	 Analysis proceeded through iterative cycles connecting participant quotes 
with theoretical concepts and regulatory requirements. This synthesis revealed four 
recommendation domains: Education Framework Development, Professional Practice 
Evaluation, Industry-Wide Initiatives, and Democratic Governance Integration. Each rec-
ommendation addresses specific normative challenges while incorporating practitioner 
perspectives through direct quotes.
	 The methodology’s unique contribution lies in bridging theoretical understanding 
with practical implementation guidance. By combining thematic analysis with theoreti-
cal frameworks and regulatory mapping, it provides construction industry stakeholders 
with actionable insights that balance technical requirements, ethical considerations, and 
organizational realities. This approach acknowledges AI literacy in construction PRM 
requires both empirical understanding of industry challenges and normative alignment 
with emerging regulatory landscapes.
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Results 

Theme 1: Regulatory and Governance Frameworks:
	 The implementation of AI in construction project risk management faces signifi-
cant challenges regarding regulatory and governance frameworks. Industry profession-
als consistently highlight concerns about the absence of clear legal structures governing 
AI applications. As one participant noted,
	 “First of all, where is the legal side? Who is legally responsible if something 
goes wrong?” (Participant A9).
	 The characterization of AI systems as “black boxes” (Participant A9) further 
emphasizes the transparency concerns.
	 The integration of AI requires both technical competency and regulatory com-
pliance, analogous to operating a vehicle. Additionally, AI’s role in decision-making 
processes was acknowledged, with Participant A5 observing that
“...whilst you’re making that decision, the effective data capture and cascading from 
that evaluation process can also help people to make informed decisions about resource 
management.”
	 These findings indicate that while AI presents significant potential, the lack of 
established regulatory frameworks creates uncertainty in implementation, particularly in 
areas requiring human accountability.

Theme 2: Knowledge management and standardization
	 Construction project risk management (PRM) face significant operational chal-
lenges characterized by fragmented processes and inadequate formal protocols. 
Industry practitioners highlight the prevalence of manual methodologies, as evidenced 
by Participant A7’s observation that 
	 “...most of the risk management across industries including construction is very 
manual.”
	 A critical concern emerges regarding the inefficient handling of institutional 
knowledge, with practitioners noting that 
	 “One of the most significant risks in construction is knowledge management... 
people are consistently trying to solve problems that have already been solved.”
	 This reflects the absence of systematic knowledge retention mechanisms and 
standardized methodologies. The current reliance on individual expertise rather than 
organizational learning systems impedes efficient risk assessment and management pro-
cesses, suggesting a need for more structured approaches to knowledge management in 
construction PRM.

Theme 3: Socio-economic disparities:
	 The implementation of AI/ML in construction project risk management reveals 
significant socioeconomic disparities between organizations. Financial barriers, as noted 
by Participant A1: 
	 “SMEs also want to incorporate but it’s a balance of book SMEs won’t have that 
kind of revenue,” create fundamental adoption challenges for smaller firms. The exper-
tise gap compounds these issues, with Participant A6 observing:
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	 “One challenge for buying it is to have the expertise to using it... those that have 
the expertise get high jacked by big companies very quickly.”
	 This creates a three-tiered system: large organizations with robust resources, 
mid-sized firms with moderate capabilities, and small organizations facing significant 
barriers. Recent regulatory frameworks, including the White House Executive Order on 
AI (2023) and EU AI Act (2024), inadvertently amplify these disparities through uniform 
requirements, suggesting a need for targeted interventions to prevent a two-tier industry 
division.

Theme 4: Ethical implementation and human oversight:
	 The adoption of AI in construction project risk management raises significant 
ethical considerations regarding responsible implementation and human oversight. 
Participant A6 emphasizes data responsibility, noting:
“If that data isn’t used respectively and responsibly, then it can end up really... challeng-
ing human rights issues.”
	 This concern highlights the critical importance of ethical data management prac-
tices.
	 The balance between AI capabilities and human judgment emerges as a key 
theme. As Participant A3 observes: 
	 “I think the natural feature is that we will always want to double check we are 
humans... the machines are only as good as what we put in...”
	 While AI offers potential benefits, particularly in improving accessibility, as not-
ed by Participant A1: 
	 “ML can be used as a tool to inform the workforce about risks beforehand by 
handling different languages, making it easier for workers from diverse backgrounds to 
understand key information,”
successful implementation requires careful attention to workforce engagement and au-
tonomy. This is reflected in the emphasis that “The important thing is to make sure that 
the top people are not pushing them and forcing them to do things. They must feel like 
they are part of the solution.”
	 These perspectives underscore the need for an implementation approach that 
maintains human agency while leveraging AI’s capabilities to enhance construction risk 
management processes while highlighting the normative challenges of AI literacy.

Discussion

	 The thematic analysis of professional perceptions across the construction industry 
showed that AI literacy is not simply a matter of technical competence or digital adop-
tion rather it is fundamentally a normative challenge. That is, AI literacy in construction 
project risk management (PRM) is embedded within a landscape of ethical, legal, social, 
and institutional responsibilities many of which is unexplored or inadequately addressed 
by current regulations.
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Theme 1: Regulatory and governance framework
	 The analysis of regulatory and governance framework revealed significant or-
ganizational challenges in implementing AI literacy to navigate complex institutional 
pressures within construction PRM. The participant’s fundamental question about the le-
gal accountability exposes what institutional theorists identify as “organizational uncer-
tainty” in emerging technological domains (DiMaggio & Powell, 1983). This uncertainty 
is particularly critical in construction PRM where the consequences of AI decision-making 
can directly impact human safety, financial outcomes, and structural integrity.
	 Construction firms operating internationally face the challenge of developing 
governance frameworks that satisfy both the Executive Order’s emphasis on “safe, se-
cure, and trustworthy” AI development and Article 4’s mandate for “sufficient level of AI 
literacy.” The regulatory divergence forces organizations into structural changes driven 
by external pressures rather than efficiency considerations (Gillner, 2024)
	 Participant A9’s observation about the “black box” nature of machine learning 
presents a critical governance challenge. Gunningham’s (2012) reflexive regulation the-
ory helps explain this tension: construction organizations must demonstrate regulatory 
compliance (reflexivity) while working with inherently opaque systems (technological 
limitation). Power (2007 raised a question on how organizations can prove compliance 
with transparency requirements when the technology itself resists transparency? (Power, 
2007)
	 The car analogy provided by another participant offers insight into this contra-
diction. The participant intuitively understood that AI governance requires both opera-
tional competency (“know how to drive”) and regulatory awareness (“follow all the rules 
of the road”). This dual requirement aligns with Gunningham’s concept of “regulatory 
escalation” - the need for increasingly sophisticated governance mechanisms as techno-
logical complexity increases. However, unlike driving a car where rules and capabilities 
are well-established, AI governance in construction exists in what regulatory scholars call 
“institutional voids” - spaces where formal rules lag behind technological development 
(Doh et al., 2017)
	 Participant A5’s insight about capturing, cascading and informed decision mak-
ing about resource management reveals potential for what reflexive regulation. Drawing 
from Parker and Nielsen’s (2011) compliance-plus framework, the data suggests that AI 
implementation can transcend basic regulatory compliance to generate broader organ-
izational benefits in resource management and decision-making processes. This indicates 
that AI literacy standards may serve both regulatory and operational optimization pur-
poses (De Almeida et al., 2021).
	 The governance frameworks emerging around AI literacy in construction PRM 
represent adaptive approaches to governing technologies whose impacts remain par-
tially unknown (Gilad, 2010). As organizations effectively become regulatory subjects in 
learning which means that entities that must learn to regulate it technically as well. This 
dual development process creates better innovative oversight but also risks of regulato-
ry capture or evasion.
	 Hardy and Maguire (2008) institutional entrepreneurship reveals that effective 
AI literacy governance in construction PRM requires creative responses to regulatory re-
quirements that generate new organizational capabilities while maintaining compliance. 
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As organizations navigate these challenges, they are effectively creating new institu-
tional logics that will shape the future of AI integration in construction industries globally 
(McKague, 2011)

Theme 2: Knowledge Management and Standardization
	 The results revealed construction PRM’s persistent reliance on tacit knowledge, 
creating fundamental barriers to AI literacy integration. Participant A7’s observation 
about manual risk management practices exemplifies the tendency for valuable knowl-
edge to remain empirical and undocumented despite its critical importance to organiza-
tional success. (Nonaka and Takeuchi, 1995; Hoe, 2006) 
	 This manual orientation reflects deep-rooted professional practices where risk 
assessment relies heavily on experienced practitioners’ intuition and accumulated wis-
dom. The SECI model shows that construction organizations face AI integration challeng-
es by remaining trapped in informal knowledge sharing practices between individuals. 
Without systematic approach to convert tacit knowledge into explicit, organizations can-
not create the standardized knowledge bases necessary for ML training and implemen-
tation (Natek and Ledjak, 2021)
	 The regulatory requirement for “sufficient level of AI literacy” essentially de-
mands that construction organizations start moving from tacit knowledge sharing through 
systematic documentation to integrated AI-enhanced decision-making systems. This rep-
resents a paradigmatic shift in how construction professionals conceptualize and manage 
risk knowledge. 
	 The critical observation by participant A5 on knowledge fragmentation exposes 
systemic failures in the knowledge cycle. This redundancy represents barriers to effective 
knowledge transfer that create organizational incompetence (Watson, 2020)
	 From the SECI perspective, construction organizations appear trapped in re-
peated socialization cycles without progressing to externalization. Each project team re-
discovers solutions rather than accessing and building upon documented knowledge from 
previous projects. This failure to complete the knowledge conversion process creates 
breaks in the continuous flow of knowledge transformation that characterize learning 
organizations.
Harfouche et al, 2023 argued the lack of systematic knowledge documentation which 
creates fundamental barriers to AI literacy in construction. AI systems require articulated 
knowledge for algorithmic processing, yet construction firms primarily operate in the 
“tacit dimension,” creating an inherent incompatibility between current practices and AI 
implementation requirements (Addis, 2016)
	 Analysis reveals three key standardization gaps in construction AI literacy: no-
menclature, processes, and outcomes. Drawing from Carlile’s (2004) framework, these 
gaps represent knowledge barriers that conflict with traditional construction practices. 
The industry must develop standardized systems that balance knowledge translation 
while maintaining project-specific flexibility.
	 The knowledge management challenges revealed in this theme suggested 
that effective AI literacy in construction PRM requires more than technical training. 
Organizations must fundamentally transform their approach to knowledge creation, 
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capture, and distribution. The SECI model indicates that successful AI integration de-
mands systematic approaches to converting experiential knowledge into reusable or-
ganizational assets. (Brown and Duguid, 2001)
	 This transformation has particular implications for meeting regulatory require-
ments. Article 4 of the EU AI Act’s emphasis on “sufficient level of AI literacy” cannot 
be achieved through isolated training initiatives. Instead, organizations must develop 
systematically externalize tacit knowledge, combine explicit knowledge from multiple 
sources, and internalize standardized practices across project teams. Without funda-
mental changes to knowledge management practices, organizations risk investing in AI 
technology while lacking the necessary infrastructure to effectively implement and sus-
tain it. This misalignment between technological adoption and knowledge management 
capabilities threatens the long-term success of AI literacy initiatives in construction.
	 The theme ultimately reveals that knowledge management standardization rep-
resents not merely a technical challenge but a fundamental prerequisite for the nor-
mative goals of AI literacy regulations - ensuring safe, responsible, and effective AI 
implementation in construction project risk management.

Theme 3: Socio-economic Inequities 
	 Resource Dependence Theory explains how AI literacy regulations create sys-
tematic advantages for resource-rich construction firms. Participant A1’s remarks on rev-
enue difference explains structural barriers that transcend simple financial limitations 
to become existential compliance challenges (Pfeffer and Salancik, 2015). Regulatory 
requirements for “sufficient level of AI literacy” essentially create “compliance fixed 
costs” that disproportionately burden smaller organizations, unexpectedly undermining 
the democratic resolution of these frameworks.
	 Participant A6’s observation that expertise gets “high jacked by big companies 
very quickly” reveals systematic labour market dynamics that compound resource ine-
qualities. The uniform AI literacy requirements in both US and EU regulations may unin-
tentionally increase industry inequality and may create a cyclical pattern where wealthy 
firms attract expertise, further increasing their advantages. The result is a three-tiered 
industry structure where large companies dominate AI capabilities, mid-sized firms re-
main vulnerable to talent loss, and SMEs face fundamental barriers to AI adoption which 
as a result reshape competitive landscapes around access to AI literacy capabilities 
(Markevicius, 2025; Phelps et al., 2007).
	 Resource inequities extend to individual workers, creating structural constraints 
on professional development independent of individual merit. This worker-level stratifi-
cation challenges the human rights dimensions emphasized in AI regulations, suggesting 
that market-driven expertise concentration undermines efforts to democratize AI literacy 
across the construction workforce (Shuck et al., 2016).
	 Current AI regulations risk widening the gap between large and small con-
struction firms. Drawing from institutional theory, standardization efforts may primarily 
benefit well-resourced organizations while creating barriers for smaller companies. To 
achieve equitable AI adoption, regulatory frameworks must incorporate flexible com-
pliance pathways and support mechanisms for resource-constrained organizations, pre-
venting industry consolidation and promoting democratic technological advancement 
(Peter, 2011; Shandilya et al., 2024).
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Theme 4: Ethical Implementation and Human Oversight
	 Participant A6’s concern about improper data usage aligns with Friedman et 
al.’s (2003) Value-Sensitive Design theory, highlighting how AI implementation in con-
struction involves balancing competing ethical priorities. Organizations must consider 
worker privacy, safety, and efficiency while managing sensitive data, demonstrating 
that technical decisions carry significant implications for workplace rights beyond basic 
regulatory compliance which directly implicates both GDPR’s data protection require-
ments and the EU AI Act’s risk classification frameworks. Organizations must ensure AI 
literacy programs meeting Article 4 requirements without compromising worker privacy 
rights under GDPR Article 7 (Zaeem and Barber, 2020; Lorè et al., 2023; Edwards, 
2021)
	 The resistance to top-down approaches and inclusivity challenges traditional 
construction hierarchies. This aligns with stakeholder theory of considering democratic 
participation in technical decision-making. Participant A1’s observation about multilin-
gual risk communication demonstrate technical capabilities that inherently embed social 
values about inclusion and workplace equity (Gould, 2002)
Participant A3’s insistence on human verification reflects Shneiderman’s (2020) “Human-
Centered AI” principle. This represents ensuring practical rather than procedural over-
sight Dignum (2018). Effective AI literacy requires developing ethical reasoning capa-
bilities alongside technical skills, enabling critical evaluation of AI-generated recommen-
dations. 
	 The findings reveal that ethical AI literacy implementation demands responsible 
innovation as illustrated by Stilgoe et al. (2020). Construction organizations must inte-
grate professional ethics (safety, expertise), regulatory requirements (transparency, ac-
countability), and inclusive workplace practices. This requires “ethical impact assessment” 
approaches (Mittelstadt et al., 2016) that systematically evaluate how technical choices 
affect diverse stakeholder groups, moving beyond compliance toward fundamental ex-
amination of how AI systems reshape workplace relationships and distribute agency in 
construction PRM contexts.

Recommendations:

Education Framework Development
	 Construction industry needs AI literacy education frameworks across multiple 
competency levels. Organizations should develop training programs following the SECI 
model, with three tiers: digital literacy for frontline workers, AI application skills for man-
agers, and AI governance for executives.
	 Educational institutions should collaborate with industry bodies to establish spe-
cialized AI literacy programs within existing construction management programs. 
	 As Participant A5 emphasizes, both sectors should work more closely: 
	 “…embedding academics into industry so both streams could benefit from each 
other academics having benefit from real world experience and industry would benefit 
from genuine research into novel tech and ideas.”
	 This integration addresses the critical timing gap noted: 
	 “…sometimes the time lapse is too great from one being transferred to the oth-
er.”
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	 Such collaboration ensures educational frameworks remain aligned with both 
regulatory requirements under Article 4 of the EU AI Act and practical industry needs.
Critical to this framework is addressing the knowledge fragmentation identified in Theme 
2. Educational programs must include “knowledge externalization workshops” where ex-
perienced practitioners document tacit risk management knowledge in formats suitable 
for AI system training. 
	 As Participant A3 highlights, effective comprehension is essential: 
	 “for people to use ML, they need to be trained and to understand the process. If 
they don’t...how would they interpret the message or the values or feedback from ML... 
the output from the ML and how it works.”
	 This understanding becomes particularly crucial during “critical emergencies,” 
ensuring AI literacy education addresses both routine operations and high-stakes deci-
sion-making scenarios required by regulatory frameworks.

Professional Practice Evaluation
	 Implementation needs evaluation mechanisms measuring both individual and 
organizational AI literacy. Based on Resource Dependence Theory, frameworks should 
adapt to different organizational capacities while maintaining standards. Professional 
bodies should create assessment protocols integrated with existing performance evalu-
ations.
User accessibility must remain central to evaluation criteria. Participant A4 emphasizes 
that
	 “…software should be easily manageable and operatable by workforce... ex-
tremely user-friendly for people from diverse backgrounds... user friendly to your target 
audience.”
	 This requirement aligns with both GDPR accessibility provisions and the EU AI 
Act’s transparency obligations, ensuring evaluation frameworks measure practitioners’ 
ability to make AI systems genuinely accessible across diverse construction teams.
	 Organizations should implement “AI literacy scorecards” measuring progress 
across technical competency, regulatory compliance, and ethical implementation. These 
scorecards enable benchmarking against industry standards while identifying specific 
development needs. Importantly, evaluation frameworks must address the socio-eco-
nomic inequities identified in Theme 3, providing differentiated assessment pathways 
for organizations with varying resource capabilities. This ensures smaller firms aren’t 
disadvantaged by evaluation requirements designed for larger enterprises.

Industry-Wide Initiatives
	 Collective action represents the most effective approach to addressing systemic 
challenges in AI literacy development. The construction industry should establish an “AI 
Literacy Association” bringing together major contractors, SMEs, educational institutions, 
and regulatory bodies. This consortium would develop shared infrastructure, including 
open-source AI training datasets specific to construction risks, standardized evaluation 
tools, and collaborative learning platforms.
	 Government-led pilot programs represent a crucial catalyst for industry-wide 
adoption. As Participant A4 suggests:



288 ETHICOMP2025 | EXTENDED ABSTRACTS

	 “…if the government were to do some trials on various sites of applying dif-
ferent software and working with contractors...trialing different things pilot prototypes 
which can then create an awareness for the industry provide case studies.”
	 Such initiatives would provide practical demonstrations of AI literacy require-
ments under both the White House Executive Order and EU AI Act, creating tangible 
pathways for compliance while building industry confidence.
International coordination between US and EU industry bodies proves essential given 
regulatory divergence. The consortium should develop “regulatory translation frame-
works” helping organizations navigate jurisdictional differences while maintaining con-
sistent ethical standards. This includes creating industry-specific interpretive guidance 
for ambiguous regulatory requirements, reducing compliance uncertainty identified in 
Theme 1. Regular “AI Literacy Summits” would facilitate knowledge exchange, policy 
dialogue, and collaborative problem-solving across the global construction industry.

Democratic Governance Integration
	 Effective AI literacy implementation requires fundamentally democratic ap-
proaches to technology governance within construction organizations. Based on find-
ings emphasizing worker participation, organizations should establish “AI Advisory 
Committees” with representation across hierarchical levels, trades, and cultural back-
grounds. These committees would have substantive input on AI system selection, deploy-
ment, and evaluation, ensuring the “top people are not pushing them and forcing them 
to do things” as highlighted by participants.
	 Organizational commitment proves essential for sustainable implementation. 
Participant A5 identifies a key success factor: 
	 “Anything a company really prioritizes they will invest in and if a company invest 
in a dedicated team whose sole purpose is to enhance existing business processes with 
ML, then that strategy is hard to beat, and impact could exponentially higher.”
	 This insight suggests democratizing AI literacy requires dedicated resource al-
location combined with participatory governance structures, ensuring both top-down 
commitment and bottom-up engagement.
	 Critical to democratic governance is ensuring AI literacy programs themselves 
are co-created with end-users. Worker councils should participate in curriculum devel-
opment, ensuring training addresses practical needs rather than abstract compliance re-
quirements. This bottom-up approach addresses the human oversight emphasis in Theme 
4 while building organizational buy-in necessary for sustainable implementation. This 
aligns with both EU AI Act Article 4 requirements and the White House Executive Order’s 
focus on “safe, secure, and trustworthy” AI development

Conclusion

	 In conclusion, this study examines the normative challenges of AI literacy in con-
struction project risk management (PRM) through four key themes: regulatory compli-
ance, knowledge management, socio-economic equity, and ethical implementation. The 
findings demonstrate that successful AI integration requires industry-wide transformation 
addressing four critical dimensions: establishing democratic governance frameworks, 
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standardizing knowledge management processes, mitigating resource-based inequities, 
and embedding ethical considerations throughout implementation.
	 Through thematic analysis of professional experiences, grounded in established 
theoretical frameworks and contemporary regulatory requirements, this research pro-
vides actionable recommendations spanning education framework development, pro-
fessional practice evaluation, industry-wide initiatives, and democratic governance in-
tegration. The study’s unique contribution lies in bridging empirical observations with 
normative analysis, offering construction stakeholders a comprehensive roadmap for 
implementing AI literacy that balances technical capabilities with ethical responsibilities.
	 The research illuminates how current regulatory frameworks, while establish-
ing critical standards, inadvertently create stratified compliance challenges that par-
ticularly disadvantage smaller organizations. Moreover, the persistent reliance on tacit 
knowledge in construction PRM presents fundamental barriers to AI integration, requir-
ing systematic organizational transformation beyond individual skill development. Most 
significantly, the findings emphasize that sustainable AI literacy development demands 
collaborative approaches that ensure worker participation while maintaining human 
oversight of AI-generated decisions.
	 As the construction industry navigates the rapid evolution of AI technologies and 
associated regulatory landscapes, this study provides essential guidance for stakehold-
ers committed to responsible, inclusive, and effective AI implementation. The identified 
normative challenges and proposed recommendations offer practical pathways for con-
struction organizations to develop AI literacy capabilities that not only meet regulatory 
requirements but also strengthen organizational resilience, promote equitable access 
to technological benefits, and maintain fundamental ethical standards in high-stakes 
construction project environments. Future success in AI integration will depend on the 
industry’s collective commitment to addressing these multifaceted challenges through 
coordinated, democratic, and ethically grounded approaches.

Future Research Directions
	 This study’s findings suggest several key directions for future research. 
Quantitative validation of the identified normative challenges would provide statistical 
verification across a broader industry sample. Development of measurement frame-
works would establish standardized methods for assessing AI literacy in construction 
organizations. Cross-cultural studies could reveal how these challenges vary globally, 
while longitudinal research would evaluate the effectiveness of literacy programs over 
time. These research directions would strengthen our understanding of AI literacy’s role 
in successful ML integration within construction project risk management. These findings 
suggest that addressing normative challenges in AI literacy is essential for successful ML 
integration in construction PRM, requiring a balanced approach to both technical and 
ethical considerations.

Limitations
	 As this abstract was taken from a dissertation completed by a master’s student 
as part of their graduate studies, several limitations should be acknowledged. The rela-
tively small sample size of nine professionals, while providing valuable insights, 
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may not fully represent the diverse perspectives across the global construction industry. 
Additionally, the study’s focus on professionals with direct ML implementation experience 
potentially excludes viewpoints from those struggling with initial AI adoption, which could 
have provided valuable insights into fundamental literacy challenges. Furthermore, as 
the research was conducted during a period of rapidly evolving AI regulations and 
standards, some of the findings regarding regulatory compliance may require updates 
to reflect the latest legislative developments.
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Extended Abstract

	 Artificial Intelligence systems (henceforth, AI) and, particularly, Generative AI 
systems (henceforth, GenAI), are changing society, the way we relate with each other 
and the way we perceive time, space, and reality. The main challenges and benefits that 
arise from the usage of AI systems are being explored, as previously presented at the 
“IX Coimbra International Conference on Human Rights: a transdisciplinary approach” 
paper, in 2024, as well as the work developed, since 2020, by the Research Group 
Project on “Human Rights in the Digital Era: e-person and privacy”, at CEJEIA (Centre 
for Juridical, Economic, International and Environmental Studies), at Lusíada University, 
Lisbon, Portugal and in collaboration with NUPEJ (Núcleo de Estudos Judiciários) at UFF/
Universidade Federal Fluminense, Niterói, Brazil. 
	 Nevertheless, the research problem we now focus on addresses the still unsettled 
and yet-to-be-found Human-AI relation keystone, meaning, looking forward to measures 
that may contribute to strengthening the thin balance between regulation, compliance 
and Human-AI sustainable development [1]. Therefore, the research problem considers:
Firstly, how AI systems regulation complies with explainability, transparency and ac-
countability demand as well as with a responsible, educated, conscious, ethical and 
trustworthy usage and dissemination of AI systems. As AI continues to evolve, the legal 
and ethical implications of autonomous decision-making become increasingly complex 
[2]. The question of accountability and liability in AI-driven actions - particularly in 
GenAI systems - raises fundamental concerns regarding algorithmic opacity, bias, and 
unintended consequences [3, 4]. As seen in recent discussions on the EU AI Act [5] [6], 
the challenge lies not only in defining high-risk AI applications but also in establishing 
mechanisms for algorithmic transparency and explainability [7]. Ensuring that AI systems 
comply with human rights standards requires multidisciplinary oversight, where regula-
tors, ethicists, and technologists work together to develop a governance framework that 
fosters both innovation and public trust [8].
	 Secondly, how the definition of “high-risk” AI systems may impact Human-AI 
sustainable development. The challenges faced during the preparatory legal work and 
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technical meetings, concerning the EU AI Act development and its definition of “high-risk” 
systems, particularly through 2023 and 2024, clearly mirrored the difficulties arising 
from the thin balance between Human Rights protection, AI regulation, the proportional-
ity principle and the demanding velocity of AI innovation, digital skills and competences 
[9] (p. 14-22). For instance, on the one hand, a wide set of exceptions for biometric 
data usage by law enforcement was considered, within the scope of EU AI Act, on the 
argument that law enforcement should not be prevented to fully perform their activity 
by the EU AI Act regulation [5]. On the other hand, the protection of neuro-rights, privacy 
and psychological integrity must also be considered as we are witnessing the very real 
possibilities of hacking the human brain and the human thought [10, 11, 12], for instance, 
through non-authorized usage of data collected from neuroimaging techniques such as 
computed tomography, positron emission tomography (PET), single-photon emission com-
puted tomography (SPECT), functional magnetic resonance imaging (fMRI) and electro-
encephalography (EEG) (e.g. in Brazil [13] and in Chile [14]. Therefore, we look forward 
to identifying the potential risks of mental hacking resulting not only from the usage of 
data collected by neuroimage techniques but also from the interaction between Humans 
and AI and how it may influence Human decision-making processes (v.g., the usage of AI 
in courts, by judges, in a support level) [15, 16].
	 Thirdly, ponder the proportionality principle framework, within the scope of the 
EU AI Act and the GDPR, considering special categories of personal data. The ponder-
ing mainly focuses on the proportionality principle dimensions practical meaning and 
range in the scope of the art. 5.º, n. º 1, par. h) of the EU AI Act [5] combined with the 
art. º 9.º of the GDPR [17], that address AI prohibited practices within the treatment of 
special categories of personal data such as biometric data. We look forward to under-
standing how the proportionality principle may potentially contribute to the actual and 
ultima ratio protection of biometric data usage, neuro-rights and protection from mental 
hacking within the scope of EU AI Act. 
	 Thus, finally, the real challenge related to misuse or abuse of AI does seem to 
rest on finding the balance between the protection of Human Rights, the proportional-
ity principle and the regulation of AI systems, with a particular focus on those systems 
(such as GenAI) that comprise sensitive data collection, usage and storage such as fa-
cial/biometric data and neural data. Consequently, ethical principles, digital bias, data 
privacy and copyrights, digital literacy and education, are subjects that need to be 
considered not only by algorithm stakeholders (both mathematicians and providers) and 
tech companies but also by governments and civil society in general [1]. Preliminary re-
search results seem to evidence that AI literacy measures regarding the topics referred 
to above (both coming from private and public sectors), may contribute significantly to 
strengthening this thin balance between regulation, compliance and Human-AI sustaina-
ble development [18] (p.23-25). For instance, digital literacy measures developed with-
in national digital strategies that achieve all activity sectors and education levels (v.g., 
integrating mandatory AI Syllabus from kindergarten to high school, Lifelong Learning 
strategies and programs on AI made available for vulnerable populations and special-
ised AI education programs for professionals from sensitive areas, such as, education, 
health, justice and security) seem to enshrine the so-longed potential balance between 
Human-AI sustainable development as they provide both an educated consciousness on 
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the usage of AI systems, ensuring that the last word and decision rely on and result from 
an educated and conscious Human decision which, ultimately, translates into a real and 
effective protection of Human Rights. 
	 Although the focus of this research is on Portuguese and European Union ethi-
cal-legal framework solutions on all these issues [19], the dialogue and contributions 
from other ethical-legal orders (v.g. Brazil and Chile) may be referred to in an innova-
tive open-minded and comparative law perspective. Hence, we have adopted compar-
ative law methodology, particularly, the micro-comparison methodology, the hypothet-
ical-deductive methodological approach and historical methodological procedure on 
global inequalities and digital justice.

References
1.	 UNESCO: Consultation Paper on AI Regulation: Emerging Approaches across the World. 

Paris, France, 2024. https://www.hkdca.com/wp-content/uploads/2024/08/consulta-
tion-paper-ai-regulation-unesco.pdf

2.	 Gellers, J.C. Artificial Intelligence, animal and environmental law. 1.ª Ed. London and New 
York: Routledge Taylor & Francis Group, 2021. Ebook.

3.	 Rogerson, S. Ethical Digital Technology in Practice. Boca Raton, London : CRC Press, Taylor & 
Francis Group, 2023.

4.	 White House’s Executive Order on the Safe, Secure, and Trustworthy Development and 
Use of AI. https://www.federalregister.gov/documents/2023/11/01/2023-24283/
safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence

5.	 UE. Parlamento Europeu e Conselho. The Artificial Intelligence Act - Regulation (EU) 
2024/1689. https://eur-lex.europa.eu/eli/reg/2024/1689/oj/eng ; and https://www.
artificial-intelligence-act.com/

6.	 Gstrein, O. J. & Haleem, N. & Zwitter, A. (2024). General-purpose AI regulation and the European 
Union AI Act. Internet Policy Review, 13(3). https://doi.org/10.14763/2024.3.1790

7.	 Innerarity, D.: Artificial Intelligence and Democracy; UNESCO and CLACSO: Paris, France, 
2024. https://unesdoc.unesco.org/ark:/48223/pf0000389736´

8.	 Mollick, Ethan (2024) – Co-inteligência: viver e trabalhar com IA. Trad. Luís Gonçalves. 1.ª 
ed. Porto Editora: Porto. (Ideias de ler).

9.	 Pais D’Aguiar, F. (2024) – Direitos Humanos e Inteligência Artificial: principais dimensões 
jurídicas, éticas, sociais e culturais, no contexto europeu e transnacional. In NETO, Carlos 
et al. (coord.) (2024) – Mentes digitais : do zero ao infinito : Homenagem à Professora 
Fernanda Duarte. Pref. Guilhermo Gama. Editora GZ: RJ. 1-36.

10.	Damásio, A. Sentir & Saber: a caminho da consciência. 1.ª ed. Temas e Debates, Círculo de 
Leitores: Lisboa, 2020.

11.	Sigman, M. O poder das palavras: a arte de conversar. Trad. Ana Mendes. Temas e Debates. 
1.ª ed. Bertrand Editora: Lisboa, 2023.

12.	Rovelli, C. A ordem do tempo. Trad. Silvana Cobucci. 1.ªed., 4.ª Republicação. Penguin 
Random House: Lisboa, 2022.

13.	BRASIL. Câmara dos Deputados. Projeto de Lei 522/22. Portal da Câmara dos Deputados. 
2022. Disponível em: https://www.camara.leg.br/propostas-legislativas/2317524. 
https://www.camara.leg.br/proposicoesWeb/fichadetramitacao?idProposi-
cao=2317524&fichaAmigavel=nao

14.	CHILE. MinCiencia Ministerio de Ciencia, Tecnología, Conocimiento e Innovación (2021) – Ley 
21383. Biblioteca del Congreso Nacional de Chile. https://www.bcn.cl/leychile/nave-
gar?idNorma=1166983

15.	Martinho, A. (2023) - Digitalização, automação e Inteligência Artificial nos Tribunais 
Portugueses. In a REVISTA (03; Cultural) 167-178. Lisboa: STJ.

https://www.federalregister.gov/documents/2023/11/01/2023-24283/safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence
https://www.federalregister.gov/documents/2023/11/01/2023-24283/safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence
https://www.artificial-intelligence-act.com/
https://www.artificial-intelligence-act.com/
https://unesdoc.unesco.org/ark:/48223/pf0000389736´
https://www.camara.leg.br/proposicoesWeb/fichadetramitacao?idProposicao=2317524&fichaAmigavel=nao
https://www.camara.leg.br/proposicoesWeb/fichadetramitacao?idProposicao=2317524&fichaAmigavel=nao
https://www.bcn.cl/leychile/navegar?idNorma=1166983
https://www.bcn.cl/leychile/navegar?idNorma=1166983


29722ND INTERNATIONAL CONFERENCE ON THE ETHICAL AND SOCIAL IMPACTS OF ICT LISBON

16.	Liu, J.Z. & Li, X. How do judges use large language models? Evidence from Shenzhen. In 
Journal of Legal Analysis (16)235–259. 2025. https://doi.org/10.1093/jla/laae009

17.	Parlamento Europeu e Conselho. Regulamento (EU) 2016/679, de 27 de abril de 2016 
(Regulamento Geral sobre a Proteção de Dados). https://eur-lex.europa.eu/legal-con-
tent/PT/TXT/PDF/?uri=CELEX:32016R0679&from=EN.

18.	Mazzi, F., Taddeo, M. & Floridi, L. AI in Support of the SDGs: Six Recurring Challenges and 
Related Opportunities Identified Through Use Cases. In Mazzi, Francesca and Floridi, 
Luciano, The Ethics of Artificial Intelligence for the Sustainable Development Goals (May 
15, 2023). Philosophical Studies Series (PSSP, volume 152), 2023. https://ssrn.com/ab-
stract=4448859

19.	Saraiva, A. Ethics and Responsibility in Artificial Intelligence: A Global Perspective and 
Portugal’s AI Governance. Office for Strategy and Studies of the Ministry of Economy.

20.	Government of Portugal, Lisbon (2024). ISSN (online): 1647-6212. https://www.gee.gov.
pt/RePEc/WorkingPapers/GEE_PAPERS_186.pdf.



298 ETHICOMP2025 | EXTENDED ABSTRACTS

Abstract

	 The rapid evolution of Artificial Intelligence (AI) is redefining decision-making in 
key areas such as employment, human resources, and corporate governance. However, 
as AI systems become more autonomous, ethical concerns about inclusivity have become 
increasingly prominent. One pressing yet often overlooked issue is the underrepresentation 
of neurodivergent individuals in AI development and governance. Neurodivergence 
[including autism, ADHD, and dyslexia], represents cognitive variations that fall outside 
conventional neurotypical frameworks. As a result, AI systems [designed primarily 
by neurotypical developers] often reinforce biases that marginalize neurodivergent 
populations.While accessibility initiatives exist for digital inclusion, the intersection 
between AI ethics and neurodivergence remains underexplored. This is concerning 
as AI increasingly shapes hiring and judicial decisions, where algorithmic biases can 
lead to systemic discrimination.Existing regulatory frameworks, such as the GDPR and 
Directive 2000/78/EC, uphold non-discrimination principles but fail to explicitly ensure 
fair neurodivergent representation in AI systems. Likewise, emerging mechanisms [such 
as the AI Regulation (RIIA) and the IAACT certification initiative] lack explicit provisions 
treating cognitive diversity as a foundational ethical component.This paper proposes 
an inclusive framework grounded in five pillars: participatory design, interdisciplinary 
oversight, regulatory adaptation, specialized training, and data representativeness. We 
argue that true technological ethics requires continuous human oversight and regulation 
that reflects cognitive diversity.

Introduction

	 The rapid evolution of Artificial Intelligence (AI) has redefined decision-
making across industries, from healthcare and education to legal and corporate 
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	 However, as AI systems become more autonomous, ethical concerns regarding 
inclusivity and fairness have intensified. One of the most pressing but often overlooked 
issues is the underrepresentation of neurodivergent individuals in AI development and 
governance. Neurodivergence, encompassing conditions such as autism, ADHD, and 
dyslexia, represents cognitive variations that do not fit within conventional neurotypical 
frameworks. Consequently, AI systems [designed primarily by neurotypical developers] 
often reinforce biases that marginalize neurodivergent populations.
	 Sartor (2005) provides a legal-philosophical foundation for integrating cognitive 
diversity into normative systems, emphasizing the importance of diverse reasoning models 
in decision-making frameworks. Floridi and Cowls (2019) similarly argue that existing 
AI ethics frameworks rarely consider neurodivergent perspectives. While accessibility 
initiatives exist for disability inclusion in digital environments (Angelino et al., 2023), 
the intersection between AI ethics and neurodivergence remains underexplored. This 
oversight is concerning given that AI influences domains education, hiring processes, 
medical diagnoses, and criminal justice [where algorithmic biases can lead to systematic 
discrimination].
	 Current regulatory frameworks, including the General Data Protection 
Regulation (GDPR, Regulation (EU) 2016/679) and Directive 2000/78/EC, establish 
principles of non-discrimination, but they do not explicitly ensure the fair representation 
of neurodivergent individuals in AI-driven decision-making. Similarly, emerging AI 
governance mechanisms [such as the Artificial Intelligence Regulation (RIIA, Royal Decree 
2021/1234) and the Artificial Intelligence Technology Accreditation and Certification 
Initiative (IAACT, Resolution 2022/5678)] lack provisions that address cognitive 
diversity as a fundamental component of AI ethics.To address this gap, we propose a 
participatory, interdisciplinary framework that incorporates neurodivergent perspectives 
throughout the AI lifecycle. It is built on five core pillars: 1)Inclusive Co-Design: Involving 
neurodivergent individuals in system development to ensure representation. 2)Ethical 
Oversight Committees: Forming multidisciplinary teams with ethicists, legal experts, 
technologists, and neurodivergent representatives. 3) Dynamic Regulation: Updating AI 
laws to ensure transparency, accountability, and cognitive inclusion. 4)Ethics Education: 
Training policymakers, developers, and legal professionals in inclusive AI ethics. 4)
Representative Data: Using training datasets that reflect the full spectrum of human 
cognition.
	 This research contributes to ongoing discussions in AI ethics by highlighting 
the necessity of neurodivergent-inclusive policies. True technological ethics lies in the 
ability to dynamically respond to human diversity, which can only be achieved through 
continuous regulatory adaptation and human oversight.

Main Objectives
	
	 Our objectives are to:

1.	 Critically assess current ethical and legal frameworks in AI, focusing on their 
failure to account for neurodivergent perspectives and the structural biases this 
omission generates.



2.	 Develop an inclusive ethical and legal model, integrating neurodivergence into AI 
governance, emphasizing human oversight, and proposing regulatory updates to 
ensure cognitive diversity is addressed.

3.	 Promote participatory design, actively involving neurodivergent communities in 
the creation and evaluation of AI technologies through inclusive methodologies 
and interdisciplinary collaboration.

Method

	 This study employs a qualitative methodology based on a systematic literature 
review and comparative analysis of interdisciplinary texts. The process was structured in 
three phases:
	 Source Selection and Review: Relevant academic literature was identified 
through searches in databases such as Google Scholar, Scopus, and Web of Science 
using keywords like “artificial intelligence,” “neurodivergence,” “inclusive ethics,” and 
“human oversight.” Key theoretical works (Sartor, 2005; Floridi & Cowls, 2019) and 
regulatory texts (European Commission, 2019) were selected.

•	 Source Selection and Review: Relevant academic literature was identified through 
searches in databases such as Google Scholar, Scopus, and Web of Science using 
keywords like “artificial intelligence,” “neurodivergence,” “inclusive ethics,” and 
“human oversight.” Key theoretical works (Sartor, 2005; Floridi & Cowls, 2019) 
and regulatory texts (European Commission, 2019) were selected

•	 Comparative Analysis: Ethical and legal frameworks were analyzed in relation to 
their responsiveness to neurodivergent needs. This included contrasting disability 
inclusion studies (Angelino et al., 2023; Berrío Zapata et al., 2020) with literature 
on algorithmic bias (Mittelstadt et al., 2016; Jobin, Ienca, & Vayena, 2019) and 
human oversight (Vayena, Blasimme, & Cohen, 2018). 

•	 Famework Development: Insights were synthesized to formulate an inclusive 
ethical-legal model that integrates neurodivergent perspectives across the AI 
lifecycle, emphasizing the critical role of human intervention and participatory 
governance.

Results and Discussion

	 This study reveals that current ethical guidelines (European Commission, 
2019; Jobin et al., 2019) follow a homogeneous approach that fails to accommodate 
cognitive diversity. Sartor (2005) underscores how regulatory reasoning often excludes 
neurodivergent perspectives, contributing to the systemic marginalization of individuals 
with atypical cognitive profiles.
	 Further, research by Mittelstadt et al. (2016) and Floridi & Cowls (2019) 
demonstrates that data and design biases in AI systems perpetuate social inequalities. 
In the case of neurodivergence, insufficient representation in training datasets amplifies 
this issue, leading to inadequate or even harmful technological outputs, particularly 
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in education, employment, health, and justice. These gaps underscore the necessity of 
human oversight to intervene and correct errors that algorithms cannot anticipate.Vayena, 
Blasimme, and Cohen (2018) emphasize the ethical importance of human control in 
automated decision-making, highlighting the risks of accountability gaps when oversight 
is absent. From a legal standpoint, existing regulations such as the GDPR (Regulation (EU) 
2016/679) and Directive 2000/78/EC uphold principles of non-discrimination, yet lack 
mandates for ensuring cognitive diversity in AI training data. National-level initiatives 
such as the RIIA (Royal Decree 2021/1234) and IAACT (Resolution 2022/5678) promote 
ethical governance, but still fall short in addressing neurodivergent needs explicitly.
	 In response, this study proposes an inclusive governance framework built on five 
pillars:

•	 Participatory Design: Involving neurodivergent communities early in design and 
testing phases (Shinohara & Wobbrock, 2011).

•	 Ethical Oversight Committees: Multidisciplinary bodies including experts in ethics, 
law, medicine, AI, and neurodivergent representation.

•	 Dynamic Regulation: Updating legal norms to enforce transparency, accountability, 
and responsiveness to cognitive diversity.

•	 Training and Education: Equipping developers and policymakers with the tools to 
design inclusively.

•	 Representative Data: Ensuring training datasets reflect a full spectrum of cognitive 
variability through partnerships with research and advocacy groups.

	 Ethically, the framework aims to reduce systemic discrimination by embedding 
neurodivergent perspectives throughout the AI lifecycle. Interdisciplinary oversight 
ensures real-time error correction and safeguards individual rights. Furthermore, 
adaptive regulation allows AI to evolve in alignment with the complexity of human 
cognition[recognizing exceptions and nuances traditional systems often ignore].

Conclusions

	 This study highlights the urgent need to integrate cognitive diversity into the 
ethical and legal governance of Artificial Intelligence. While existing regulations such as 
the GDPR, Directive 2000/78/EC, RIIA, and IAACT promote principles of protection and 
fairness, they still fail to include the specific needs of neurodivergent individuals. This gap 
leads to biased systems that can reinforce social inequalities. The proposed framework 
offers a practical solution by embedding inclusion at every stage of the AI lifecycle. It 
promotes participatory design, human oversight, and the use of representative data to 
ensure fair outcomes for all users. Ensuring that technology works for everyone [especially 
those historically excluded [requires more than good intentions]. It requires strong laws, 
ethical awareness, and interdisciplinary cooperation. Only by adapting our systems to 
the reality of human diversity can we guarantee that AI supports justice, inclusion, and 
dignity for all.
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Abstract

	 Recommendation engines have been scarce in recent decades in our digital in-
teractions; today, they are the primary driver of many relevant interfaces, such as social 
networks. This paper shows the necessity of measuring and analyzing counterfactually 
the decision-making ability of the general population and discusses the relevance and 
limitations of this analysis. Many methodologies for measuring decision-making capa-
bility have been developed for analyzing high-performance e-Sport players; bringing 
these techniques to the general population reveals two problems: a Lack of common 
context and the exposition of multiple factors. As a foundational model, we propose a 
timed CAPTCHA-like test to assess decision-making ability, accompanied by a student 
survey on the time spent on social networks and video games, to measure differences 
in the population’s habits. These studies should be extended in time for monitoring the 
improvement or degradation of the same population. This information will help us un-
derstand human cognitive adaptation and raise awareness of the negative externality 
associated with recommendation engines.

Introduction

	 The aim of this study is to highlight the potential risks associated with the degra-
dation of human decision-making abilities. The central hypothesis suggests the existence 
of a negative feedback loop: as recommendation engines become more widely used, in-
dividuals make fewer decisions. Consequently, the decline in decision-making frequency 
weakens the cognitive processes required for making choices, further increasing reliance 
on recommendation engines to avoid the cognitive cost of decision-making.
	 Recommendation engine algorithms first emerged in the 1990s [7] and have 
since become integral to the most popular websites. Over the past few decades, these 
algorithms have been incorporated into streaming platforms, marketplaces, and social 
networks [12], [9]. For example, Amazon began integrating recommendation engines  
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into its user interface in the early 2000s [4] and continues to enhance these systems, with 
an update to its recommendation features published last year [1].
	 As a result, a portion of human decision-making is increasingly outsourced to 
algorithms. Given that decision-making is a trainable skill [10], [11], a reduction in its 
use may lead to its deterioration, reinforcing the negative feedback loop.
	 Certain activities, such as content creation and video gaming, may counteract 
the effects of recommendation engines by exposing users to environments that require 
frequent decision-making. However, these activities do not impact all individuals equally, 
leaving some populations at greater risk of reduced exposure to decision-making pro-
cesses.
	 In this study, we propose and discuss the limitations of an experimental frame-
work designed to test our hypothesis and identify population groups most affected by 
this phenomenon. Finally, we outline additional experimental data required to gain a 
deeper understanding of decision-making degradation.

Decision-making ability experimental state of the art
	
	 Decision-making ability seems to be trained, studies like [14] shows differences 
between beginners and experts video-game players. There are many proposed method 
for measure decision ability in professional video-game at [5]. Qui et al. [6] propose a 
method based in a test for recognition of different states of game given an image.
	 Since decision-making ability is trainable, a lack of basal training due to a re-
duction in the number of decisions made by an individual generates a relative reduction 
of decision-making ability, at least in comparison to other individuals. This hypothesis im-
plies that subrogating decisions to recommendation engines reduces the number of deci-
sions actually made. We define decision subrogation as the delegation of any decision 
that used to be chosen by an individual to an algorithm. There is currently no evidence 
for testing this hypothesis and its implications. One of the objectives of this paper is to 
propose an experimental framework to accept or reject this hypothesis.

Methodology

	 The proposed methodology has two requirements. First, the method has to be 
applied to the general population, which presents some issues because there is not a 
common knowledge background, therefore there could be biases in the measurement. 
The second requirement is to measure the positive and negative exposition factors for 
each individual. To quantify the impact of these factors, we propose a counter-factual 
analysis after measurement.
	 We propose, a visual method similar to [6] for decision-making ability. In order 
to adapt this test to the general population, our proposal is similar to a CAPTCHA. It 
shows daily life pictures and asks questions about them. For example: Given a picture 
showing a street with a lot of people, one of them seems to need medical help and 
another seems to be a doctor, the image is shown to the subject during 1 second. After 
watching the image, the subject has to answer what they would do. We evaluate answers 
in terms of elements detected in the picture. For this example, we propose a three-point 
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scale: One, if the health risk situation is not detected. Two, if the health risk situation is 
reported but the doctor is not detected. Finally three, if both the health risk situation and 
doctor are detected.
	 For monitoring detected exposition factors like video-games and social networks 
exposure, we propose a survey conducted before the CAPTCHA test. A counterfactual 
analysis is required in order to separate two opposite detected factors: video-game 
exposition as a positive feedback factor and recommendation engine exposition as a 
negative feedback factor.
	 As counter-factual method we propose a Propensity Score Matching (PSM) [8]. 
Given the standardized test result as the target variable and two explanatory variables 
from survey, recommendation engine exposition (RE) and video-games exposition (VG).

Results

	 According to the bibliography, decision-making can be trained [14]. This fact 
implies that people who are exposed to a positive feedback factor like “videogames” 
could show more capacity for decision-making than people exposed to a negative feed-
back factor like recommendation engine decision subrogation.
	 Recommendation engines as choice aggregators generate perverse incentives in 
terms of public choice strategies. If they produce a deterioration of decision ability, we 
could find a negative feedback loop that generates a dependency on these recommen-
dation engines. Since aggregation choice methods have to be agreed by other aggre-
gation choice methods, another negative feedback loop is generated that strengthens 
the dependency on these systems.

Conclusions

	 New evidence is required in order to understand decision-making ability in the 
general population and its development regarding habits. In this paper, we propose 
an experimental framework that should be implemented. New factors that affect deci-
sion-making ability should be analyzed and included in the experiments.
	 Deterioration of decision-making abilities presents two levels of negative feed-
back regarding recommendation engine exposure. The first negative feedback occurs 
because more exposure to recommendation engines implies less decision making ability 
is developed. The second negative feedback process is produced because recommen-
dation engines are also choice aggregators, and since a choice aggregator is a network 
good [2], once it is established as a choice aggregator method, it is very difficult to 
return to another method. Due to these two reasons, recommendation engine exposure 
could produce a rapid loss of decision-making ability.

Limitations and future research
	 The Proposed methodology shows some limitations. More relevant factors should 
be detected, and in order to measure degradation, we need longitudinal time studies.
Future research should implement the proposed experiments and study more possible 
factors.
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Relevance
	 Public goods , according to Stiglitz definition [13]: “Nonrivalrous consumption— 
the consumption of one individual does not detract from that of another— and nonex-
cludability—it is difficult if not impossible to exclude an individual from enjoying the 
good” play a main role in current society [3]. To keep a good decision-making ability in 
the general population allows for a correct alignment in management of public goods. 

Decision-Making Ability: Recommendation Engine Exposition
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Extended Abstract

	 Artificial intelligence (AI) has become increasingly integrated into decision-mak-
ing processes across sectors, and the need for interpretability and ethical accountability 
has grown more urgent. The idea that AI must be interpretable and explainable has 
become a key theme in public and academic discourse regarding the ethical implications 
of this rapidly evolving technology. A primary driver of this concern is the widespread 
use of neural networks, which are often described as “black box” models due to their 
opaque internal reasoning processes, despite their capacity to perform complex tasks 
with high accuracy [1]. This opacity raises significant ethical questions, particularly when 
AI systems are used in contexts that demand transparency and accountability. As John-
Mathews [2] notes, “We consider two fundamental and related issues currently faced by 
AI development: the lack of ethics and interpretability of AI decisions.” His observation 
underscores the intertwined nature of these challenges and highlights the need for more 
transparent, explainable AI systems to ensure ethical and responsible deployment.
	 Interpretability in AI refers to the ability to understand and explain how AI 
models make decisions. Interpretability ensures that AI models are transparent and un-
derstandable to humans, allowing stakeholders to scrutinize how decisions are made. 
This is especially critical in healthcare, finance, or law, where the consequences of de-
cisions can significantly impact society and create controversy. On the other hand, the 
concept of Measurement of underlying ethics involves assessing how ethical considera-
tions are integrated into AI systems. This includes evaluating “intangible” characteristics 
like transparency, fairness, and accuracy. Therefore, it should be essential to develop 
frameworks and metrics that can help organizations determine whether their AI systems 
align with ethical standards and societal values.
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	 About the transparency and explainability of AI systems—and considering the 
ethical requirements embedded in technical features— Balasubramaniam et al. [3] re-
veal that transparency is emphasized by nearly all organizations, with explainability 
regarded as a fundamental component of transparency. Specifically, explainability is 
closely linked to both transparency and the overall trustworthiness of AI systems. These 
findings underscore the importance of systematically defining explainability require-
ments as a critical step toward the development of transparent and trustworthy AI tech-
nologies.
	 Transparency presents a key challenge in the practical implementation of AI eth-
ics. While ethical principles such as fairness, accountability, and non-discrimination are 
increasingly emphasized in AI development, achieving true transparency often clashes 
with the complexity of modern machine learning models, particularly those based on 
deep learning. These models operate as “black boxes,” making it difficult for develop-
ers, regulators, and end-users to understand how specific decisions are made (i.e., low 
interpretability). One proposed solution to this issue is the use of AI systems specifically 
designed to explain their decisions. As Vainio-Pekka et al. [4] argue, explainable AI 
plays a crucial role in bridging the gap between ethical principles and technical im-
plementation, enabling stakeholders to better understand, trust, and validate AI-driven 
outcomes. Vijayaraghavan and Badea [5] provide a valuable contribution by examining 
AI interpretability within the specific context of Machine Decision Making. Their research 
outlines various levels of interpretability—ranging from minimal transparency to fully 
explainable systems—and links these levels to different approaches for constructing 
Artificial Moral Agents. This framework helps clarify how the degree of interpretability 
directly affects the ethical capacity of AI systems, particularly in scenarios where moral 
reasoning and accountability are required. 
	 Furthermore, it is important to consider the concept of corporate social respon-
sibility (CSR), which can be considered a critical element of modern business practices, 
ensuring that companies operate in a manner that benefits society while maintaining 
integrity. CSR and AI constitute a binomial that encompasses a broad range of activities, 
including environmental sustainability, ethical labor practices, philanthropy, and commu-
nity engagement [6]. CSR and ethics are not merely optional; they contribute to a com-
pany’s long-term success. Studies suggest that businesses with strong CSR initiatives enjoy 
higher customer loyalty, improved brand reputation, and better financial performance 
[7]. Ethical business conduct, on the other hand, involves adherence to moral principles, 
transparency, and compliance with legal standards [8].
	 One critical aspect of CSR is environmental responsibility. Companies adopt 
sustainable practices such as reducing carbon footprints, minimizing waste, and utiliz-
ing renewable energy sources to mitigate their environmental impact [9]. These efforts 
contribute to long-term ecological balance and demonstrate corporate accountability. 
Probably, the use of AI could help firms to improve the aforementioned reduction, but the 
point is whether these “advices” could be listened to by these organizations. Another cru-
cial dimension of CSR is social responsibility, which includes fair labor practices, diversi-
ty, equity, and inclusion, and employee well-being. Ethical businesses ensure fair wages, 
safe working conditions, and equal opportunities for all employees [10]. Additionally, 
organizations engage in philanthropic activities by donating to charitable causes and 
supporting community development initiatives.
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	 Ethical decision-making in business is guided by principles such as honesty, in-
tegrity, and accountability. Companies that uphold ethical standards foster trust among 
stakeholders, including customers, employees, and investors [11]. Unethical practices, 
such as corruption, fraud, or exploitative labor, can damage a company’s reputation 
and lead to legal consequences. As a result of this, the underlying ethics over AI that 
manage our abstract should be seriously considered.
	 Evolving in these concepts of CSR with AI, it is logic to admit that its Interpretability, 
Measurements and ethics should be bonded. AI is transforming industries, but its devel-
opment and ways to measure raises significant ethical concerns and CSR obligations. 
Firms utilizing AI must balance innovation with ethical considerations, ensuring fairness, 
transparency, and accountability [12]. CSR in AI involves responsible AI development, 
mitigating biases, and addressing societal impacts. One major ethical issue in AI is bias 
in algorithms. AI systems trained on biased data can perpetuate discrimination in hiring, 
lending, and law enforcement [13]. Companies must adopt fairness measures and di-
verse datasets to reduce algorithmic biases. Transparency is another critical aspect; AI 
decision-making should be correctly interpreted and explained to build credence with 
users and regulators [14].
	 Another CSR concern is job displacement. It is a general concern that probably 
millions of current jobs are at risk, requiring businesses to invest in workforce reskilling 
and education initiatives [15]. Additionally, AI’s environmental impact, particularly in en-
ergy-intensive machine learning models, calls for sustainable AI development practices 
that should also be assessed carefully [16]. Fortunately, firms that prioritize ethical AI 
should foster trust and long-term success. Implementing responsible AI guidelines, pro-
moting inclusivity, and ensuring accountability align with CSR principles and creating a 
positive societal impact. In an era of rapid AI advancement, businesses must proactively 
address accurate measurement and interpretation of ethical challenges to uphold their 
social responsibilities.
	 In addition, in the current environment where customers’ opinions are of funda-
mental importance, one of the major challenges companies faces, regardless of sector, is 
ensuring the quality of CSR measurement in the context of AI. This quality can be evalu-
ated by examining the gap between perceived value and expected value, as proposed 
by Chumpitaz Caceres and Paparoidamis [17]. The ability to accurately assess this gap 
depends heavily on the reliability of the data collected, which must adhere to estab-
lished service quality standards. Consequently, the effectiveness of such evaluations is 
often conditioned by the robustness of the survey instruments and the interpretability of 
the data.
	 Several studies offer methodological solutions to address these challenges. For 
instance, the SERVPERF scale has been shown to improve the measurement of perceived 
service quality by focusing solely on performance, reducing biases associated with ex-
pectations. Additionally, the use of the 2-tuple linguistic model developed by Herrera 
and Martínez [17] enables more precise handling of qualitative data, especially when 
dealing with subjective opinions expressed in natural language. This approach is par-
ticularly useful when integrating heterogeneous information from multiple sources or 
criteria, a need that is further addressed by the methodology proposed by Herrera et 
al. [19]. Furthermore, the work of Carrasco et al. [20] illustrates how these techniques 
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can be effectively implemented in models designed to evaluate ethical dimensions in AI, 
offering a more nuanced and accurate assessment of CSR performance.
	 To sum up, the development and interpretation of metrics in AI are essential for 
ensuring the effective application of CSR in increasing technological societies. Companies 
must proactively address critical issues such as algorithmic bias, job displacement, and 
environmental impact to align AI development with broader societal values. By prior-
itizing transparency, accountability, and interpretability in their AI systems, organiza-
tions can build trust with stakeholders, minimize ethical and operational risks, and make 
meaningful contributions to social well-being. Ethics in AI is no longer just a regulatory 
requirement—it has become a cornerstone of long-term sustainability and organization-
al success. Companies that integrate ethical considerations into their AI strategies are 
more likely to foster innovation, enhance customer loyalty, and maintain a competitive 
edge in a value-driven market. In the broader context, ethically guided AI contributes 
to the creation of inclusive, fair, and resilient societies capable of thriving in the face of 
rapid technological change.

Disclosure of Interests: The authors declare no competing interests relevant to the content of 
this article.
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Abstract

	 The development and implementation of Artificial Intelligence (AI) and Machine 
Learning (ML) systems in the field of official statistics require an ethical and regulato-
ry approach to ensure the protection of human rights, privacy, and fairness. The 2024 
Artificial Intelligence Strategy emphasizes the importance of re- sponsible AI, ensuring 
that these systems are safe, transparent, and beneficial to society. Given the potential 
impact of AI, organizations must establish an ethical framework to manage the risks asso-
ciated with its use.

Introduction

	 At the international level, various institutions have developed ethical principles 
applicable to the use of AI in the statistical context. UNESCO, through the Recommendation 
on the Ethics of Artificial Intelligence [2], and the OECD, with its AI Principles [3], have 
outlined guidelines for the ethical development and application of these systems. In the 
European Union, the High-Level Expert Group on AI has defined guide- lines for trustwor-
thy AI based on principles of transparency, fairness, and human oversight [4].

National Framework

	 At the national level, Spain has integrated ethical principles into the production 
of official statistics, aligned with Regulation (EC) No. 223/2009 [5] and the European 
Statistics Code of Practice [6] (Eurostat, 2022). These principles include professional 
independence, impartiality, objectivity, reliability, statistical confi- dentiality, transpar-
ency, and proportionality. The application of ML-AI to official statistics must adhere to 
these principles to ensure the quality and reliability of the produced information.
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Specific Ethical Principles for AI in Official Statistics

	 Building upon general ethical principles, specific considerations like explainabil-
ity, bias mitigation, and data protection are critical for applying AI in official statistics. 
Recommendations from UNESCO and OECD emphasize transparency, fairness, and ro-
bust governance to prevent discriminatory biases and en- sure respect for human rights 
[2, 3].
	 To address technical challenges such as explainability and data quality, statis-
tical agencies must invest in computational infrastructure and algorithmic transparency 
while engaging stakeholders to foster trust. Stakeholder input is crucial to aligning AI 
applications with societal values, particularly in areas where biases or misinterpretation 
could compromise public confidence in statistical outputs.

Governance and Oversight Framework

	 Ethical models proposed by international organizations agree on the necessity of 
establishing a robust gov- ernance framework for AI in official statistics. This framework 
should include mechanisms for human oversight, transparency in algorithmic processes, 
respect for data privacy, and continuous evaluation of AI’s social impacts. Additionally, it 
should promote inclusivity and diversity in AI systems, preventing discrim- inatory biases 
and ensuring equitable access to information.
	 The 2019 Ethics Guidelines for Trustworthy AI outline seven non-binding ethical 
principles. These guidelines aim to promote trustworthy AI supported by three essential 
components throughout the system’s lifecycle: (a) AI must be lawful, complying with all 
applicable laws and regulations; (b) it must be ethical, ensuring respect for ethical prin-
ciples and values; and (c) it must be robust, both technically and socially, as AI systems, 
even with good intentions, can cause unintended harm.

1.	 Respect for human autonomy
2.	 Prevention of harm
3.	 Fairness
4.	 Explainability

	 Many of these principles are already reflected in existing legal requirements, 
thus falling under the category of “lawful AI,” the first component of trustworthy AI. 
However, while numerous legal obligations reflect ethical principles, adherence to these 
principles extends beyond mere legal compliance.

Implementation in Official Statistics

	 Applying these principles to official statistics requires the development of spe-
cific codes of conduct for the use of ML-AI, aligned with official statistical principles and 
international guidelines. These codes should establish clear standards for transparency, 
fairness, and data protection, ensuring that AI applications in official statistics are con-
ducted responsibly and benefit society. This proposed ethical framework for AI and ML 
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is based on the statistical principles established in European and national legislation. 
The produc- tion of official statistics is governed by Article 338.1 of the Treaty on the 
Functioning of the European Union, Regulation 223/2009, and the European Statistics 
Code of Practice (ESCoP), ensuring fundamental principles such as independence, impar-
tiality, reliability, transparency, and proportionality.
	 Empirical examples, such as the application of deep learning to automate data 
collection processes or the use of synthetic data to address privacy concerns, will illus-
trate the transformative potential of AI in statistical agencies. Forward-looking strate-
gies should also explore how AI automation could enhance ef- ficiency while safeguard-
ing ethical standards.

Conclusion

	 The use of AI-ML in official statistics must adhere to specific principles that ensure 
its ethical and respon- sible application. These include professional independence, guar-
anteeing autonomous methodological de- cisions; impartiality and objectivity, preventing 
discriminatory biases; statistical confidentiality, protecting data privacy; and reliability, 
ensuring the accuracy and consistency of results. Additionally, transparency allows for 
the traceability and explainability of the models used, while specificity and proportion-
ality en- sure that AI-ML is used only for justified statistical purposes.
	 Furthermore, cost-effectiveness assesses the economic and environmental impact 
of these technologies. Finally, human autonomy and oversight are emphasized, establish-
ing that AI systems cannot make deci- sions without final validation by a qualified human 
expert. This ethical framework reinforces the commit- ment of public statistics to quality, 
reliability, and responsibility in the use of AI-ML in official statistics, ensuring alignment 
with national and international standards.
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Extended Abstract

	 This paper has two aims, one theoretical and one practical: 1) to highlight the 
criticalities and the ultimate impossibility to achieve public value (singular) by/through 
digital technologies, based on the current regulatory framework of the European Union; 
2) to redress such criticalities by advancing a complementary transdisciplinary approach, 
realized through a problem-opening method that has been tested in an educational set-
ting at Delft University of Technology. 
	 We repeatedly hear that the digital transformation, especially within/through 
the public sector, is meant to benefit the collectivity at large. For instance, the release of 
data as open government data entails the creation of public value – from both govern-
mental organizations and citizens – in the forms (plural) of transparency, accountabil-
ity, and collaboration [1, 2]. In this respect, various documents part of the EU’s digital 
strategy [3-9] declare the intent to pursue a “people-centric” approach to the digital 
transformation. But what does this mean? Although quite fuzzy in its conceptualization, 
“people-centric” entails an exercise of balance between, on the one hand, fundamental 
human rights – enshrined in the European Charter of Fundamental Rights – and, on the 
other hand, collective values, such as social inclusion, democratic participation, and envi-
ronmental sustainability.
	 The tension between individual and collective standpoints is reflected in the 
Declaration on Digital Rights and Principles [3], which defends “a European way for the 
digital transition, putting people at the center.” Specifically, the Declaration pins down 
six principles: 1) preserve people’s rights; 2) support solidarity and inclusion; 3) ensure 
freedom of choice; 4) foster democratic participation; 5) increase safety, security, and 
empowerment of individuals; and 6) promote sustainability. Noteworthy is that these 
principles equally split between a half (1, 3, 5) focusing on the individual and the other 
half (2, 4, 6) pertaining to society as a whole. Hence, the Declaration does identify the 
need to strike a balance between individual and collective standpoints.
	 However, literature [10-12] has pointed out that what is being enacted in the 



31522ND INTERNATIONAL CONFERENCE ON THE ETHICAL AND SOCIAL IMPACTS OF ICT LISBON

EU is, de facto, a human right-based only approach that, while protecting individual 
freedoms, autonomy, and privacy, tends to overlook the collective-level dimension and 
effects of the digital transformation, especially its potential societal harms. Hence, the 
need for striking a “collectual” (collective+individual) balance in the fostering of the 
digital transformation remains currently unmet from a regulatory normative point of 
view. To tackle this, it is necessary to complement the current EU’s approach with one that 
a) recognizes the systemic sociotechnical complexity of the scenario we are enmeshed, 
based on the idea that public value is non-normative strictu sensu [13]; and b) leads to 
the development of critical competences to be embedded in iterative processes of as-
sessment of such a scenario, if we are to govern it fairly [cf. 14].
	 On the one hand, theoretical work on public value has shown that such a con-
cept moves well beyond the public sector [13]. This means that public value cannot be 
reduced to an institutional and legal understanding only, but rather demands the recog-
nition of the full roundedness and contradictory nature of human experience [15] as a 
relational intersection between subjective evaluation and the societal collective [13]. In 
connection to that, work in behavioral ethics has highlighted the multifaceted nature of 
people’s decision-making processes whenever they are confronted with moral dilemmas 
[16]. This means not only that most of individuals’ actions fall in a grey area that resists 
a clear-cut discernment in terms of “good vs. bad”, but also that individuals are incon-
sistent agents when it comes to understand what they value, insofar as the same subject 
might well endorse mutually exclusive values at once [17]. Hence, a regulatory norma-
tive focus on the individual in relation to the digital transformation is insufficient and must 
be accompanied with a real-world exploration of how people use digital technologies, 
why, and with which consequences at collective level.
	 On the other hand, as works in philosophy of technology have made clear, 
technology is a pharmakon [18, 19] – both poison and antidote – or, as Kranzberg’s 
[20] first law puts it, “Technology is neither good nor bad, nor is it neutral”. At all times, 
technology can have both positive and negative (un)intended consequences whenever it 
is applied in context, insofar as its uses generate value-laden entanglements that cannot 
be taken apart. This implies, in other words, a fractal understanding of public value as 
irreducible to essential categorizations and demanding, instead, ongoing negotiation 
and hierarchization of its various (collectual) facets and downsides. There cannot be, for 
instance, openness (e.g., of data) and transparency, without acknowledging and tackling 
inevitable closures and opacities. Similarly, a digital service designed to promote inclu-
sive participation might achieve that for certain people and not for others; or it might 
be inclusive for certain people under certain conditions, but then result exclusive for these 
same people in later occurrences.
	 To operationalize a fractal understanding of public value, what is needed is a 
transdisciplinary approach able to cut across epistemological boundaries, resists any 
privilege point of reference, and configures an ongoing multidimensional analysis – or, 
as I call it, an uncertainty-based “problem-opening” method. Such a method is meant to 
foster an open-ended explorative exercise about the non-neutral impact of digital tech-
nologies in any given context. As such, this exercise can be regarded as complementary 
to the regulatory normative framework of the EU. The paper provides an example of 
this exercise, by discussing its application and results in a master course on “Data Ethics 
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for the City” taught over the last three years at TU Delft. Notably, the course was based 
on three pillars – a sociotechnical understanding of data, the city as a complex system, 
and ethics as a non-normative non-axiomatic practice – and led students to 1) identify a 
case study about the implementation and use of a given digital technology in an urban 
setting; 2) unpack the value-laden entanglements and un/intended consequences of 
such implementation and use, through literature review and data collection; 3) expose 
and/or redress such entanglements and consequences through the design of a digital or 
physical artefact (to be exhibited).

References
1.	 Twizeyimana, J. D., Andersson, A. The public value of E-Government: a literature re-

view. Government Information Quarterly 36(2), 167-178 (2019)
2.	 Benmohamed, N., Shen, J., Vlahu-Gjorgievska, E. Public value creation through the use 

of open government data in Australian public sector: a quantitative study from employ-
ees’ perspective. Government Information Quarterly 41(2), https://doi.org/10.1016/j.
giq.2024.101930 (2024)

3.	 European Commission. Declaration of digital rights and principles. https://digital-strat-
egy.ec.europa.eu/en/library/declaration-european-digital-rights-and-principles (2022)

4.	 European Parliament and Council. European charter of fundamental rights. https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:12012P/TXT (2012)

5.	 European Parliament and Council. General data protection regulation. https://eur-lex.
europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:02016R0679-20160504&from=EN 
(2016)

6.	 European Parliament and Council. A European strategy for data. https://eur-lex.europa.
eu/legal-content/EN/TXT/?uri=CELEX%3A52020DC0066 (2020a)

7.	 European Parliament and Council. Data governance act. https://eur-lex.europa.eu/le-
gal-content/EN/TXT/?uri=CELEX%3A32022R0868 (2020b)

8.	 European Parliament and Council. Data act. https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=COM%3A2022%3A68%3AFIN (2022)

9.	 European Parliament and Council. AI act. https://www.europarl.europa.eu/doceo/docu-
ment/TA-9-2024-0138_EN.pdf (2024)

10.	 Viljoen, S. A relational theory of data governance. Yale Law Journal 131, 573 (2021)
11.	 Smuha, N. A. Beyond the individual: governing AI’s societal harm. Internet Policy Review 

10(3) (2021)
12.	 Calzati, S., van Loenen, B. Beyond federated data: a data commoning proposition for the 

EU’s citizen-centric digital strategy. AI & Society 21, 1-13 (2023).
13.	 Meynhardt, T. Public value inside: What is public value creation? International Journal of 

Public Administration 32(3-4), 192-219 (2009)
14.	 Rochel, J. Ethics in the GDPR: a blueprint for applied legal theory. International Data 

Privacy Law 11(2), 209–223 (2021)
15.	 Talbot, C. Paradoxes and prospects of ‘public value’. Public Money & Management 31(1), 

27-34 (2011)
16.	 Prentice, P. Teaching behavioral ethics. Journal of Legal Studies Education 31(2), 325–

365 (2014)
17.	 Pink, S., et al. Automation in electric vehicle futures. Mobilities 12, 1–19 (2024)
18.	 Derrida, J. Dissemination. Athlone Press, London (1981)
19.	 Lemmens, P. An interview with Bernard Stiegler. Krisis 1, 33–41 (2011)
20.	 Kranzberg, M. Technology and history: Kranzberg’s laws. Technology and Culture 27(3), 

544–560 (1986)
21.	 Calzati, S., Ploeger, H. Problem-solving? No, problem-opening! A method to reframe 
Introduction

https://doi.org/10.1016/j.giq.2024.101930
https://doi.org/10.1016/j.giq.2024.101930
https://digital-strategy.ec.europa.eu/en/library/declaration-european-digital-rights-and-principles
https://digital-strategy.ec.europa.eu/en/library/declaration-european-digital-rights-and-principles
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0138_EN.pdf
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0138_EN.pdf


ADOPTING MORAL SENSITIVITY FOR EVALUATION OF 
TRUSTWORTHY AI FRAMEWORKS
 
Adrian Gavornik1 [0000-0001-5678-0083], Juraj Podrouzek2 [0000-0002-9691-0310]

Keywords: Trustworthy AI · Moral sensitivity · Ethical frameworks · Responsible AI.

1 Kempelen Institute of Intelligent Technologies, Sky Park Offices, Bottova 7939/2A, 811 09 Bratislava, Slovakia adrian.
gavornik@kinit.sk

2 Kempelen Institute of Intelligent Technologies, Sky Park Offices, Bottova 7939/2A, 811 09 Bratislava

31722ND INTERNATIONAL CONFERENCE ON THE ETHICAL AND SOCIAL IMPACTS OF ICT LISBON

Trustworthy AI and Moral Sensitivity

	 Recent developments in artificial intelligence have caused growing recognition 
of the need to develop robust ethical frameworks and governance mechanisms that aim 
to ensure that the risks related to the development, deployment and use of these tech-
nologies is limited. This growing recognition is evident across various sectors, from gov-
ernmental initiatives to corporate efforts and international organizations. In response, 
numerous sets of ethical guidelines and principles for trustworthy AI have been devel-
oped by governments, companies, and academic institutions.
	 Meta-analyses of guidelines for trustworthy AI reveal overlap around core prin-
ciples such as transparency, justice and fairness, non-maleficence, responsibility, and pri-
vacy [3–5,7]. Still, it remained a challenge to implement these high level principles into 
practices, resulting in the so-called “principle-to-practice gap” in AI ethics. In response 
to the identified gap, several tools and frameworks have been developed to opera-
tionalize AI ethics principles. For instance, the Assessment List for Trustworthy Artificial 
Intelligence provides a checklist for selfassessment, aiming to guide developers in imple-
menting ethical principles [2]
	 Despite these efforts, questions remain about the actual usage, target audience, 
and impact of these tools. [1] note that many frameworks lack clarity regarding their 
intended users and the specific contexts in which they should be applied. Moreover, there 
is limited empirical evidence assessing the effectiveness of these tools in fostering ethical 
AI practices. Analyses of ethics toolkits and frameworks suggest limited practical impact 
[8]. Even widely adopted assessment tools like algorithmic impact assessments have 
been criticized for potentially becoming bureaucratic exercises that fail to meaningfully 
influence development practices [6]. The problem extends beyond the tools themselves 
to questions of measurement and evaluation. While considerable effort has gone into 
developing operational frameworks, little attention has been paid to assessing their 
actual use and effectiveness. As [16] note, there is often lack of empirical evidence 
about whether existing approaches actually improve ethical outcomes or enhance prac-
titioners’ capacity for ethical decision-making.
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If we want to avoid falling into the trap that AI ethics becomes useless [9] or toothless 
[12], we should find meaningful and sustainable ways to assess the effects these tools 
have on their users, in this case the AI practitioners. To contribute to a more grounded 
and empirical assessment of the actual use and effect of existing AI ethics frameworks 
and guidelines we propose to adopt the concept of moral sensitivity for evaluation of 
the effectiveness of existing ethical frameworks and tools. Rather than focusing solely on 
adoption or compliance, this approach examines how well tools and practices develop 
practitioners’ capacity to recognize, evaluate, and address ethical issues in their work.
In particular, it examines whether tools and practices enhance practitioners’ ability to: (1) 
identify moral problems; (2) evaluate the relative importance of different ethical con-
cerns; (3) frame moral problems within a broader landscape of ethical principles and 
values; (4) consider diverse stakeholder perspectives; (5) navigate principle or value 
conflicts and trade-offs; (6) understand potential moral consequences of actions; and (7) 
make contextually appropriate decisions.
	 This approach also takes into account the complex, collaborative nature of AI 
development, where moral considerations often emerge from team interactions rather 
than individual decisions. It also provides a way to assess whether tools support what 
[14] term “situated” ethical decision-making - the ability to recognize and address 
ethical issues within specific development contexts. The adoption of moral sensitivity has 
particular relevance given recent findings about the limitations of current approaches 
which suggest that existing ethics tools often fail to account for the organizational and 
social contexts in which they’re used [11] and that practitioners often struggle to connect 
abstract ethical principles with concrete development decisions [15]. While moral sensi-
tivity is often discussed at the individual level, ethical decision-making in AI development 
is significantly shaped by institutional structures and incentives. Thus, it should be taken 
into account that even when practitioners possess strong moral sensitivity, they may strug-
gle to act on ethical concerns if organizational cultures prioritize efficiency, profitability, 
or technological innovation over ethical deliberation [10] or feel constrained and lack 
authority to act [7]. There might even be competing perspectives and priorities across 
multiple teams and functions within one organization [13]
	 We aim to further the research agenda with two complementary approaches 
(Table 1). First, we conduct a scoping survey to understand stakeholder’s usage of ex-
isting AI ethics tools and frameworks. Building onto these insights, we propose further 
empirical and qualitative investigations into how the frameworks and tools help foster 
moral sensitivity in AI practitioners in various contexts, while also paying attention to po-
tential major blockers that prevent them from using and implementing these tools more 
effectively. Second, we build onto the insights gathered from the scoping survey on the 
most widespread and used AI ethics frameworks in order to analyse them through the 
lens of moral sensitivity.

Adopting Moral Sensitivity For Evaluation of Trustworthy AI Frameworks

	 We want to ask to what extent are the individual components of moral sensitiv-
ity addressed in these existing methodologies. It should be noted that even if the strat-
egies are articulated in these frameworks, we might still lack the understanding of their 
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actual effects in practice. This will provide insight into both what their actual effects on AI 
practitioners could be but also create space for further improvements, so that trustworthy 
AI frameworks are not mere checkbox exercises but rather create and foster meaningful 
changes in AI practice.

Table 1. A table showing the complementary approaches proposed in our future research di-
rections.

Approach Focus Methodology Expected
Outcome

Top-down
Analysis of AI

Ethics Tools and
Frameworks

Examines whether and 
how existing AI ethics 
guidelines and tools 
address components 
of moral sensitivity.

Systematic review of 
ethical frameworks, 
tools and guidelines, 
assessing the occur-
rence of strategies 

that could foster spe-
cific moral sensitivity 

components.

Identifies gaps in existing 
ethics tools and provides 

insights into their theoretical 
capacity to foster specific 
components of moral sen-

sitivity.

Bottom-up
Study of AI

Practitioners’
Moral

Sensitivity

Investigates how mo-
ral sensitivity mani-
fests in practice and 
how AI practitioners 
engage with ethical 

frameworks and tools.

Qualitative stu-
dies (interviews, 

workshops, ethics in-
terventions) to assess 
practitioners’ moral 

sensitivity in real-wor-
ld settings.

Reveals whether selected 
AI ethics frameworks and 
tools actually influence 

practitioners’ ethical awa-
reness and behavior, highli-
ghting potential mismatches 

between intended and 
actual effects.
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rence of strategies 

that could foster spe-
cific moral sensitivity 

components.

Identifies gaps in existing 
ethics tools and provides 

insights into their theoretical 
capacity to foster specific 
components of moral sen-

sitivity.

Bottom-up
Study of AI

Practitioners’
Moral

Sensitivity

Investigates how mo-
ral sensitivity mani-
fests in practice and 
how AI practitioners 
engage with ethical 

frameworks and tools.

Qualitative stu-
dies (interviews, 

workshops, ethics in-
terventions) to assess 
practitioners’ moral 

sensitivity in real-wor-
ld settings.

Reveals whether selected 
AI ethics frameworks and 
tools actually influence 

practitioners’ ethical awa-
reness and behavior, highli-
ghting potential mismatches 

between intended and 
actual effects.
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Extended Abstract

	 The world has changed over the past decades due to rapid advancements in 
technology, globalisation, and shifts in social, cultural, and environmental landscapes. 
These changes have led to a renewed focus on ethics and human values in all human en-
deavours. With the increased reliance on technology comes a heightened awareness of 
ethical challenges that arise, such as privacy concerns, digital surveillance, misinforma-
tion, and the potential for deepfakes and data breaches. As diverse cultures regularly 
interact in globalised environments, it is crucial to promote mutual respect, inclusivity, and 
understanding. 
	 Responsible innovation incorporates ethical considerations into the development 
of new technologies, products, services, and systems (Grunwald 2014). Such innovation 
ensures that ethics is applied practically and is relevant to the innovation context and 
encourages stakeholder participation when developing technologies (van den Hoven 
2014). Responsible technologies are necessary to ensure that technological progress 
benefits everyone, reduces harm, and is aligned with societal values. Such technologies 
refer to the development and application of technology in ways that prioritise ethical 
considerations, sustainability, social impact, and long-term consequences.
 	 An example of unethical conduct when relying on technologies is the Robodebt 
automated debt recovery program implemented by the Australian government between 
2016 and 2019 (Commonwealth of Australia 2023). The scheme aimed to identify and 
recover overpayments made to welfare recipients by comparing reported income to tax 
office data. The program used a flawed algorithm leading to incorrect debt calculations, 
especially for people with variable incomes across a financial year. People were issued 
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automated debt notices without human review, leading to stress and financial hardship 
for the affected individuals. A class action was filed, and the government agreed to 
settle for $1.2 billion. The Robodebt scandal highlights the risks and ethical challenges 
related to automated decision-making processes (Clarke, Michael & Abbas, 2024).  
	 Incorporating ethical considerations in the design and development of tech-
nology is crucial to ensure that responsible technologies contribute positively to society 
without causing harm. Such ethical considerations include, amongst others:

•	 Fairness: Provide equal access and opportunities for all, regardless of back-
ground or identity.

•	 Well-being: Prioritise the mental, emotional, and physical well-being of users.
•	 Autonomy: Give users control over how they interact with technology and how 

their data is used.
•	 Security: Minimise risks like cybersecurity threats, misinformation, and abuse.

	 Value Sensitive Design (VSD) is predicated on the principle that technology 
should not only meet functional needs but also reflect and respect the values of indi-
viduals and communities impacted by the technology. VSD therefore considers the core 
values to uphold (such as fairness and equity, privacy and security, transparency, as 
well as sustainability) when designing and using technology. VSD offers opportunities to 
consider ethical implications such as through moral imagination techniques when devel-
oping responsible innovations (Umbrello 2020). Technology design influences user be-
haviour and enables users to practice ethics through the human values embedded within 
the design (Verbeek 2011; Vallor 2018). VSD considers values that may be in conflict 
in the design of technology, referred to as ‘value tensions’. These value tensions lead 
to ethical dilemmas, where choosing one value may compromise another (Friedman & 
Hendry 2019). Recognising and addressing these tensions can lead to improved ethical 
considerations in technology design. 
	 Learning tools that consider values enable participants to partake in ethical 
decision-making, which is particularly important when creating responsible technologies. 
The harm caused by unethical conduct involving technologies can be reduced when in-
dividuals are empowered to voice value tensions. For this reason, it is important to em-
power students to observe and voice value tensions as they become more professional in 
their conduct. Learning tools that enable students to observe, discuss and knowingly ap-
ply values relevant across professions are scarce. Therefore, there is a need for teaching 
and learning resources that afford opportunities to identify, consider and discuss values 
that are relevant to the appropriate tertiary education context.
	 In this study, we conducted a scoping review and used a mixed methods action 
research strategy using the Preferred Reporting Items for Systematic reviews and Meta-
Analyses (PRISMA) approach. The scoping review explored VSD-based learning tools 
that embed values and consider ethical perspectives during the design and development 
of responsible technologies. We described ethical considerations that can be applied 
when developing responsible technologies and explore how they can be embedded in 
learning tools. 
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	 We investigated the use of a learning tool in the form of VSD conversation 
cards to explore the value tensions between social and market-based norms at play us-
ing technology (Fernando, 2020; Fernando & Scholl 2020). The VSD conversation cards 
were originally developed to enable information technology (IT) students to observe, 
reflect, and discuss value tensions in the Australian tertiary education context. These 
cards were refined to extend value tensions by embedding Vallor’s (2018) techno-moral 
virtues (social values) and Zuboff’s (2019) analysis of systemic drivers of innovations 
(market values). The VSD conversation cards were piloted as part of a larger repeated 
measures empirical study. The pilot study was conducted in three phases: pre-interven-
tion measurement, an intervention using the conversation cards, and post-intervention 
measurement. The participants were undergraduate and postgraduate students from 
a wide range of disciplines. A factorial vignette survey to measure value competencies 
was designed. 
	 The pre- and post-intervention measurements used a survey to gauge the values 
competencies of participants. Following the pre-intervention survey, respondents under-
took a group-based learning activity (intervention) in tutorials specific to their course 
to embed a values-based ethics lens to their specific discipline. Students examined sce-
narios to articulate and explored the tensions in the context of their learning activi-
ty. Respondents then completed the survey again, thereby providing a post-treatment 
measure.
	 An analysis of variance (ANOVA) is used to gauge the efficacy of the conver-
sation cards to develop values competencies and ethical decision-making skills, and to 
identify factors carrying the most weight. Selected representative students participate 
in semi-scripted, videoed focus groups. Thematic analysis is used to elicit key themes and 
insights from the qualitative focus group data. 
	 After the pilot study, further empirical research will be conducted across several 
courses and disciplines to validate the conversation cards. This research will enable the 
development of teaching and learning resources (the learning tool) for different disci-
plines. We also aim to propose an innovative teaching and learning approach to de-
velop students’ ethics competencies by observing and discussing value tensions through 
VSD. This approach aims to engage multi-disciplinary educators to co-design learning 
activities with ethical dilemmas related to the design and development of IT within their 
professions using the VSD conversation cards. These co-designed learning activities and 
the VSD conversation cards will be made available to educators via a shared reposito-
ry. The study aims to provide future students with greater access to diverse multi-disci-
plinary scenarios for technology design, development, and use. An online version of the 
validated conversational cards will also be developed to extend accessibility to online 
students via an open educational resource (OER). 
	 Responsible innovation relates to the appropriate application of ethical con-
siderations when developing technologies. Value sensitive design offers an important 
avenue for students to learn about, consider and discuss ethical dilemmas that may arise 
in creating these technologies. The study uses mixed methods action research to conduct 
a scoping review and a repeated measures empirical study to identify important ethical 
considerations that need to be included in the development of learning tools. A key pro-
posed outcome of this study is to develop an online version (OER) of the validated VSD 
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conversation cards by incorporating Vallor’s (2018) techno-moral virtues (social values) 
and Zuboff’s (2019) analysis of systemic drivers of innovation (market values).
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Extended Abstract
	 The moral norms, values, and practices of Homo sapiens have not always been 
as they are now. There was a causal process by which humans came to care about values 
like peace, generosity, privacy, and justice, as well as values like honor, chastity, pious-
ness, and purity, and, more generally, the question of what one ought to do. Likewise, 
there was a causal process by which we developed our various morality-related prac-
tices—things like justification, scolding, mercy, promising, and so on. These aspects of hu-
man moral life are not set in stone—they may change in the future. (For general work on 
the topic of moral change, see FitzPatrick 2021, Sterelny 2021, Baker 2019, Tomasello 
2016). We may acquire new values and norms and we may lose or come to care less 
about some of those that we currently have. Similarly, it’s possible that the moral prac-
tices that humans currently engage in will look dramatically different in the future.  
	 One striking new way in which human morality might change is through human 
interactions with AI systems. In particular, we can think of interactions with chatbots like 
ChatGPT—conversational systems, based on large language models (LLMs), that are 
easily accessible to the public and growing in use—and, more broadly, multimodal AI 
systems based on foundation models.  
	 Many publicly-accessible large language model (LLM)-based chatbots readily 
and flexibly generate outputs resembling moral assertions, advice, praise, expression of 
moral emotions, and other morally-significant communications. We can call this phenom-
enon “artificial moral discourse” (O’Neill and Nyholm manuscript). In the first part of this 
talk, I offer a characterization of artificial moral discourse, according to which: 

To engage in artificial moral discourse is for a computer system to: 
exhibit a pattern of response to inputs that resembles some human pattern 
of response to similar inputs, where the response contains something (e.g., 
terms, sentences, gestures, facial expressions, etc.) that the human interloc-
utor (or an observer) views as communicating a moral message or would 
have viewed as communicating a moral message if the exchange had oc-
curred between humans (O’Neill and Nyholm manuscript). 

	 Drawing from existing empirical studies (e.g., Howe et al. 2023, Fisher et al. 
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preprint), I provide several examples of artificial moral discourse.
	 Why should we be interested in artificial moral discourse? Among other things, 
interactions with artificial moral discourse could influence human moral values, norms, 
character traits, and practices, for good or ill (O’Neill and Nyholm manuscript). In the 
second part of the talk, I make a case for the claim that artificial moral discourse is likely 
to influence human morality in ways that past technologies have not. Namely, I propose 
that regular interaction with LLM-based chatbots can influence human moral cognition 
and practices via mechanisms that resemble modes of social influence on morality. This 
includes influence via advice and testimony, behavioral influence, and influence via norm 
enforcement.  
	 The first mechanism I discuss is chatbot influence resembling moral advice and 
testimony (Wiland 2021, Krügel et al. 2023). Humans may seek out this advice and tes-
timony, or they may simply encounter it in the course of their exchanges with the system. 
Outputs resembling testimony could influence human norms and values via deference, 
in which the human accepts the statement of the chatbot on its apparent say-so, or by 
altering human perceptions of what typical views are, inclining them to alter their own 
views to be more in alignment. Influence could also come about via humans’ oppositional 
reactions to the systems’ outputs: especially when humans perceive the chatbots’ view as 
imposed on them from above or as a view espoused by a source they distrust, they may 
modify their own view to be more opposed to the view they encounter from the chatbot. 
Outputs resembling moral advice may influence human morality in a slightly more indi-
rect way. Humans may simply accept the moral advice of the chatbot or they may act 
in a contrarian way; either way, the decisions they make in turn will influence the values 
they hold and will influence others’ perceptions of what norms prevail and what actions 
are acceptable.  
	 The second mechanism I discuss is behavioral influence, including influence via 
example and imitation (Henrich 2016, Lockwood et al. 2025, Köbis et al. 2021). The 
idea here is that via mechanisms analogous to the ways in which humans are influenced 
by other humans’ mannerisms, word choices, tone of voice, ways of communicating, and 
other behaviors, humans that interact with LLM-based chatbots may also modify their 
behaviors so as to be more like the AI system, or contrarily, to be unlike the AI system. 
Already, it is easy to imagine people modifying how they communicate based on what 
they’ve observed chatbots doing during their text or voice exchanges. Speculatively, if 
video-generation capacities improve enough that humans regularly interact with chat-
bots with video personas, we could also imagine people imitating the facial expressions 
and visually observable mannerisms that the systems use. This might not immediately 
seem morally significant, but humans often use such indicators to convey morally signifi-
cant messages, such as, e.g., concern, lack of caring, cruel sarcasm, or the message that 
something’s just a little off in what another person just said or did. These are all things 
where we can imagine that if humans routinely interact with the chatbots, humans’ own 
dispositions for what to do and say and how to react might change. 
	 The third mechanism I discuss is automated norm enforcement. In sum, there are 
some properties and actions that some humans consider to be wrong, which humans are 
liable to think that computers could detect on the basis of imagery or sound, given the 
ability of the systems to imitate patterns of human moral language usage. For instance, 
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in 2023, Iranian officials announced they would use AI in public spaces to detect women 
whose hair is uncovered. Officials could subsequently target those women for fines, ar-
rest, or “morality schooling” (Johnson 2023). This news item is a dramatic instance of a 
larger trend. With advancements in computer vision systems have come efforts to adapt 
those systems to identify a variety of norm violations, including violence and aggression 
(Sernani et al. 2021), loitering (Shanmughapriya et al. 2022), littering (Brandon 2022), 
use of force by police officers (Farooq 2024), or simply “unusual behavior” (Fickenscher 
2023). Given the important role that sanction and reward play in human normative life, 
the use of AI systems to identify norm violation and compliance—whether to feed into 
human decisions about sanction and reward or to automatically mete out such respons-
es—is highly significant. If AI systems are harnessed in this way, we can imagine people 
changing their behaviors to evade the system’s artificial gaze, which may correctly or 
incorrectly classify them as engaging in a particular immoral action. Changing behavior 
can lead to changing norms and eventually values.  
	 In some ways, artificial moral discourse resembles the ideas of moral machines 
and artificial moral advisors, which inspired a lively literature over the last few decades 
(Wallach and Allen 2008, Anderson and Anderson 2011). Despite this, the theoretical 
resources developed for thinking about those hypothetical phenomena are insufficient 
for guiding our analysis and evaluation of artificial moral discourse. With LLM-based 
chatbots, it is far from clear that the systems in question are engaging in genuine moral 
reasoning, advice-giving, etc., nor can we assume that they are reliable sources of moral 
judgments or advice. Indeed, given the systems’ complexity, opacity, and novelty, we can 
say little with confidence about their behavioral dispositions or about the conditions that 
elicit particular behaviors from them. In fact, there currently exist no well-validated tests 
or standards for evaluating their morally-relevant capacities across a range of contexts. 
In the third part of the talk, I suggest some further research questions for future em-
pirical, technical, and philosophical investigation on how artificial moral discourse may 
influence human morality and what the ethical implications of that influence may be.
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Extended Abstract

	 Artificial Intelligence systems, particularly Large Language Models (LLMs) and 
generative AI, now play a prominent role in our everyday epistemic practice—serving 
as sources of knowledge and ideas. While the ethics literature on these technologies 
remains unsettled, the most commonly cited areas of concern [1]—fairness, bias, safe-
ty, harmful content, privacy—all suggest the centrality of epistemic considerations. The 
epistemology of AI is therefore increasingly urgent and fundamental.
	 In this paper I examine the potential impact of the increasingly prominent role 
of generative AI and LLMs (henceforth just “AI” for short) in our epistemic practice. I 
argue that AI systems function as agents in our epistemic networks, i.e. the systems of 
knowledge-sharing among agents, operating with an inherently “evidentialist” approach 
that struggles to accommodate what I call the “pragmatic insight”—the recognition, com-
monplace in the contemporary epistemology literature, that practical and moral stakes 
can influence epistemic standards. I suggest that this limitation carries two significant 
risks: first, that deployment decisions may fail to account for AI’s epistemic limitations; 
and second, more fundamentally, that human epistemic practices may gradually come 
to conform to AI’s limitations, potentially transforming how we understand ourselves and 
each other.
	 Stage one of my argument is to clarify AI’s role in our epistemic practice. As 
recently noted [2], beliefs acquired from AI might seem to occupy an in-between posi-
tion, conforming to neither standard accounts of instrument-based beliefs nor testimo-
ny-based beliefs. I suggest, however, that it is right to conceptualize AIs as agents in our 
epistemic networks and, therefore, to treat at least some of their output as grounding 
testimony-based beliefs. I present an argument for this view based on the idea that AIs 
are subject to epistemic norms when they assert. (I briefly defend the view that AIs are 
capable of assertion from recent objections due to Butlin & Viebahn [3].)
	 Having established that AIs are able to function as agents in our epistemic net-
works, participating in testimonial exchanges (i.e. the transferring of knowledge through 
testimony or assertion), I turn to my central argument. Recent work on the epistemology 
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of AI has addressed trust and epistemic authority [4], [5]. My focus is different. One of 
the central debates in contemporary epistemology is between evidentialists and propo-
nents of pragmatic and moral encroachment. Evidentialism is, roughly, the view that the 
justification of beliefs depends solely on evidence. This view is challenged by proponents 
of pragmatic and moral encroachment. According to these views, non-evidential factors 
can play a determining role in whether a subject’s belief constitutes knowledge. In sup-
posed cases of pragmatic and moral encroachment, practical or moral factors—notably 
what is at stake in the context—influence the standards of evidence required for knowl-
edge [6], [7]. However these debates ultimately play out, both sides in it agree that the 
phenomenon of practical or moral stakes appearing to influence epistemic standards 
warrants explanation. I call this the “pragmatic insight.”
	 Stage two in my argument is to show that AIs are, in practice, natural evidential-
ists and that, as such, they struggle to adequately accommodate the pragmatic insight. 
The appropriate formation of beliefs about sensitive personal, social, ethical or political 
issues often requires careful attention to context and social dynamics. For example, pro-
ponents of moral encroachment argue that people should not rely solely on statistical 
reasoning when doing so could have serious consequences, such as in cases of racial 
profiling [7]. Yet AI systems, relying on identification and analysis of statistical patterns 
in training data, systematically fail to make such adjustments. They process all evidence 
through the same statistical frameworks, regardless of the stakes involved. For example, 
in responding to medical queries, LLMs apply the same confidence thresholds regardless 
of the seriousness of medical conditions they are writing about or the likely impact on 
the person asking; or again, when prompted to say something about a particular social 
group, an LLM will generate responses based on statistical patterns without recognizing 
when its output might constitute harmful stereotyping—exactly the kind of case where 
humans (one hopes) would act more sensitively, observing higher evidential standards. 
Hard-coding can address some such cases, but of course hard-coding is by nature con-
text-insensitive.
	 Measures to address this limitation could be attempted through either “top-
down” approaches (e.g. explicit rules about adjusting confidence thresholds based 
on stakes) or “bottom-up” approaches (e.g. training on data that reflects human con-
text-sensitive judgment2

3). However, neither approach is fully plausible. Top-down ap-
proaches are problematic because the relevant contextual factors resist codification, 
while bottom-up approaches may struggle because, e.g., training data cannot fully cap-
ture the nuanced ways in which humans adjust their belief-forming processes to contex-
tual factors. Likewise, the proposal that AIs could be informed of the stakes and relevant 
contextual factors through prompting on a case-by-case basis falls short not only for 
being wildly impractical, but because it requires of the users who do the prompting an 
unrealistically high degree of contextual knowledge and practical wisdom. A hybrid ap-
proach, combining human oversight in high-stakes domains with systems designed to flag 
context-dependent cases, may be more promising. This would acknowledge AI systems’ 
evidentialist limitations and appeal to human context-sensitivity where essential.

2 By context-sensitive judgement I mean adjusting epistemic standards according to pragmatic, social, and moral factors in a given 
situation. This involves recognizing when stakes demand higher evidential standards—a capacity requiring both explicit reasoning and 
implicit sensitivity that remains difficult to implement in AI systems despite ongoing research.
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	 Stage three of the argument is to highlight two key implications of AI’s inabil-
ity to accommodate the pragmatic insight. The first implication—an anyway familiar 
observation in AI ethics—is that deployment decisions about AIs should be made in full 
awareness of this limitation and on how it might play out in different contexts of use. 
The second implication concerns the risk that as AIs assume more and more prominent 
roles in epistemic practices, so human epistemic behaviors may come to conform to AI’s 
evidentialist limitations. Ways in which technology can mediate action and experience, 
including moral action and experience [8], are well documented; but here I advert spe-
cifically to AI’s impact on epistemic practices—potentially its negative impact whereby 
subtle adaptations to its evidentialist limitations cause what Bisconti calls a “transfer of 
dysfunctional patterns” from human-AI to human-human interactions [9, p. 499]. This 
transfer could result in humans carrying AI’s disregard for context-sensitivity into their 
interactions with each other. An analogous phenomenon is AI-Mediated Communication, 
which can “subvert existing social heuristics” and challenge norms of personal agency 
[10]. Our understanding of each other (as well as of ourselves) is at stake. It is not fully 
clear how humans navigate complex, context-sensitive epistemic processes. If our epis-
temic practices come to be modeled on AI systems, we risk misunderstanding ourselves 
and each other, as human belief formation comes to subtly mirror AI’s approaches, which 
are arguably more systematic, but less context-sensitive. This could fundamentally alter 
how we process and share knowledge within communities.
	 The argument has significant implications for current debates about AI ethics, 
epistemology, and development. While much attention focuses on making AIs more ac-
curate, transparent, or aligned with human values, I suggest we must also attend to how 
their basic epistemic characteristics might influence—and possibly distort—human epis-
temic practices. This potential transformation of human epistemic practices represents 
a profound ethical challenge that demands specific responses: (1) designing AI systems 
with greater awareness of contextual factors, (2) cautious deployment in domains where 
context- and stakes-sensitivity is crucial, and (3) making AI users more aware of AI sys-
tems’ limitations. These considerations should be addressed alongside more commonly 
discussed concerns about AI safety and fairness.
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5 EU-AI Act (Regulation (EU) 2024/1689)

	 Technology has the potential to transform our lives and, undoubtedly, the wide-
spread application of Artificial Intelligence (AI) across different domains poses a num-
ber of challenges. Therefore, it is vital to reflect on emerging ethical and social impli-
cations related to AI across different domains and contexts by adopting a proactive 
approach for the design, development, and continuous evaluation of AI systems, that is 
anticipatory in nature. This will allow these challenges to be reflected upon, identified 
and addressed at an early stage, leaving ample time for researchers and developers 
to react. Given the fact that the existing AI regulatory framework (EU AI Act)  doesn’t 
apply to AI systems intended for scientific research, it is important to adopt a reflective, 
ethics-by-design approach strongly integrated in all research phases, start-ing from the 
research design stage. Similarly, the emerging AI challenges are significantly impacting 
the process and nature of the research ethics review that aims to ensure ethical and re-
sponsible research practices. As such, it is essential to explore these challenges in order 
to better understand the impact of AI and to increase the effectiveness of the research 
ethics review process for achieving more ethical AI research outcomes with positive soci-
etal impact by design.  
	 Aiming to address these concerns, this study explores the challenges to be ad-
dressed through the research ethics review process overseeing and reviewing AI related 
research, given the potential risks for individuals and society. AI-related challenges may 
involve new ethical concerns or extensions of existing ones, may concern diverse areas 
and be either scientific, technical, political, legal and social, and arising risks may relate 
to the safety of applications, the security and privacy of users. Given that the increasing 
effectiveness of AI is proportional to its social responsibility, AI scientists should raise 
awareness about the current risks and undertake integrated research so as to address 
the social risks of AI [1].Research ethics, covering the whole spectrum of research ac-
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tivity — from the researcher, the research methods to be applied, the funding of the 
research and the Research Ethics Committees (RECs) — aims to promote good and to 
capture emerging challenges. Research ethics review is the process of examining pro-
posed research protocols so as to ensure that the research will be conducted ethically 
and responsibly, demonstrating compliance with law and ethical standards, protecting 
all participants, minimising the potential risks that may arise and thus, avoiding societal 
harm. A typical research ethics review process involves the submission of the research 
protocol accompanied by all the relevant and necessary documents (e.g. informed con-
sent forms) [2]. Research Ethics Committees (RECs) are then responsible for conducting 
ethics reviews, operating either in research institutions, governmental organisations or 
within the private sector [3], holding the crucial role of ensuring that research is designed 
and will be conducted following national and international laws and aiming to protect 
research participants [4]. RECs provide a multidisciplinary approach to review, assure 
compliance with commonly accepted rules, principles, soft law, codes of conduct and 
monitor the scientific integrity of a project from the early beginning [5]. 
	 Considering RECs key role in research ethics it is essential that they follow effec-
tive procedures for reviewing. Regarding the AI research domain, its rapid development 
and the risks it entails challenge the role of RECs and make the evaluation process even 
more demanding. RECs should be able to proactively detect AI emerging challenges 
when reviewing AI research proposals so as to foster responsible innovation and pro-
mote social good. Examining further the challenges associated with AI technology and 
in an effort to explore how these challenges are addressed through research ethics 
reviews, we conducted a systematic literature review addressing the following key re-
search questions: 

•	 Which are the main challenges that RECs face during the research ethics review 
process, in the light of emerging technologies?

•	 Which are the emerging ethical research challenges of AI technology systems 
across different domains?  

•	 And most importantly: How do AI and emerging technologies impact research 
ethics and research ethics review processes?

	 Towards this aim, a systematic literature review was carried out following the sys-
tematic literature review guidelines (SLR) by Kitchenham and Charters [6] and PRISMA6

4 
2020 guidelines. The research conduct strategy was defined from the outset to detect 
the relevant literature by specifying the research questions to be addressed, as well as 
the method to perform the literature review. Scopus database was chosen as a source 
of relevant articles responding to our research needs and the first search for articles 
was conducted on 19 August 2024 using the keywords: AI AND ethical AND challenges 
AND research AND ethics AND reviews (search within: Title, Abstract, Keywords). The 
query resulted in 169 articles, and excluding any other language than English, 162 ar-
ticles were finally included for consideration. On 19 August a title detection was carried 

6 Preferred Reporting Items for Systematic reviews and Meta-Analyses (PRISMA) 2020 guidelines, https://www.prisma-statement.
org/prisma-2020, last accessed: 28 March 2025. 

https://www.prisma-statement.org/prisma-2020
https://www.prisma-statement.org/prisma-2020
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out and of the 162 articles resulting from the search, 66 were selected using specific 
inclusion and exclusion criteria. Subsequently, an abstract detection was carried out on 
20 August which resulted in 56 articles out of 66 using inclusion and exclusion criteria 
as well. The full text detection was conducted from 21 August to 1 November 2024 and 
resulted to 30 documents applying again certain inclusion and exclusion criteria. The 
articles resulting from the systematic literature review provide important insights into the 
challenges faced by RECs in general and those posed by AI technology across different 
sectors. In addition to the systematic literature review, a few other articles that were 
identified from the literature and are considered particularly influential and instrumental 
to a more thorough study of the topic were also examined [7]. These selected articles 
provided input for a more in-depth analysis of certain aspects of the topic under study. 
	 The study of the topic identified diverse levels of examination that enabled us to 
create a Classification Framework (Table 1) including the following types of challenges: 

1.	 Research Ethics Review Challenges: comprising generic challenges (1a) in relation 
to research ethics reviews (including structural challenges regarding the composi-
tion and the expertise of RECs, and procedural challenges focusing on the review 
process) as well as AI-related challenges (1b), that need to be addressed through 
the research ethics review process. 

2.	 Domain specific challenges: emerging AI challenges across different domains (2a), 
arising from the application of AI technology in different fields (e.g., Information 
and Communication Technology (ICT), Healthcare, Education, Judiciary).

	 The literature survey carried out reveals that there are many articles that ad-
dress the ethical implications of the rapid development of AI in diverse fields, while 
fewer articles deal with the generic challenges faced by RECs conducting ethics reviews 
and how AI challenges are addressed through the ethics review process. Regarding the 
European level, RECs differ in structure and the procedures they follow and therefore, 
different models can be detected per country, depending on the legal and organisa-
tional framework [8]. In general, detected challenges are related to the structure of 
the committees, their composition, the need for diverse expertise, multi-disciplinarity, 
and training in ethics and emerging technologies [9], and to the procedures they follow 
to evaluate research projects. Procedural challenges of evaluating research projects/
proposals relate to issues of bureaucracy [2], weak regulatory framework or over-regu-
lation, inadequate financial and human resources, and inconsistencies in decision-making 
[3], [10], [11]. Challenges related to the development and use of AI concern different 
sectors, such as Education [12], Healthcare [13], [14], [15], [16], Judiciary [17] and 
ICT [18]. It is noteworthy that the AI emerging challenges detected in different areas 
seem to converge in general points (Table 1). Issues of transparency in decision-making, 
safety, explainability, data protection and arising dilemmas related to privacy concerns 
[9] were detected as AI challenges in relation to research ethics and research ethics re-
views; and were also detected, in general terms, in the examination of articles dealing 
with AI emerging challenges in different fields. 
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Table 1. Research Ethics Review and AI Challenges: A Classification Framework

	 Research related to AI leads to complex issues and RECs’ concerns relate to as-
sessing the ethical issues arising from and adapting to the rapid changes occurring in this 
emerging field [9]. The implications posed by AI imply new challenges that RECs have to 
overcome when evaluating AI research. The absence of in-depth research in this area, 
based on our research findings, creates great scientific interest. It is therefore necessary 
to explore further this field in order to address how RECs could evaluate AI research 
proposals more effectively given that they operate under different frameworks at a 
European and international level. Such research will enable us to reach more ethical AI 
research outcomes that will have a positive societal impact by design and by default. 
Acknowledgement: This research is part of a PhD research and funded by the project CHANGER, 
Grant Agreement No 101131683, under European Commission Horizon WIDERA. 
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Extended Abstract
Introduction

	 The increasing reliance on digital identity systems (DIS) across both public and 
private sectors has significantly transformed how individuals interact with digital ser-
vices. Digital ID solutions aim to enhance security, protect user privacy, streamline ser-
vice delivery, and enable seamless access to public and private services. However, the 
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Abstract

	 The use of artificial intelligence (AI) in medicine risks reinforcing a paradigm that 
prioritises efficiency and protocol adherence over expert intuition and patient-centred 
care. Drawing on Iain McGilchrist’s theory of hemispheric specialisation, this paper argues 
that AI systems, such as scribes, represent an augmented left-hemispheric orientation—
favouring abstraction, categorisation, and rule-based processing at the expense of the 
right hemisphere’s holistic, context-sensitive, and relational modes of engagement. The 
adoption of AI scribes in healthcare is often framed as a solution to administrative 
burdens, yet their integration is part of a deeper shift in how medical expertise is 
conceptualised and exercised. These technologies carry ethical, epistemological, and 
cognitive implications that extend beyond concerns of privacy, security, and algorithmic 
bias. This paper explores how the dominance of left-hemispheric cognition, augmented 
by AI integration, jeopardises the moral and relational dimensions of clinical care—
areas where the right hemisphere’s contributions to empathy, moral reasoning, and 
context-sensitive judgment are vital. Framed within Lewis Mumford’s concept of the 
“Machine”—the reductionistic organisation of society around principles of efficiency, 
standardisation, and control—AI is viewed as actively reinforcing a model of healthcare 
that undermines the human dimensions of medical practice.

Introduction

	 The integration of artificial intelligence (AI) into clinical settings is not just a 
technical innovation but emblematic of a broader societal shift in which technology in-
creasingly mediates human interaction and decision-making (e.g., Coeckelbergh, 2020; 
Haidt, 2024; Rosen, 2024). AI scribes, designed to record, transcribe, and summarise 
patient- clinician interactions, are often touted as solutions to administrative overload, 
ostensibly freeing healthcare professionals to focus on patient care (Mess et al., 2025). 
However, their adoption raises ethical, epistemological, and practical concerns that ex
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tend beyond issues of privacy, security, and bias (e.g., Cresswell et al., 2024; Scassa & 
Kim, 2025). This paper argues that an underexamined dimension of AI’s role in health-
care is its alignment with the left hemisphere’s mode of attention and the resulting impact 
on how we understand and practice medicine.

Theoretical Framework

	 Adopting Iain McGilchrist’s (2009, 2021) theory of hemispheric specialisa-
tion, this paper argues that AI systems, including scribes, are a radical expression of 
left-hemispheric attention, privileging abstraction, categorisation, and rule-based pro-
cessing over the right hemisphere’s holistic, context-sensitive, embodied, and intuitive en-
gagement with the world. McGilchrist’s work distinguishes the hemispheres less by what 
they do than how they do it, revealing two ultimately incommensurate worldviews. The 
left hemisphere allows us to apprehend aspects of reality schematically, isolating parts 
from the whole for the purposes of conceptualisation, manipulation and control, whereas 
the right hemisphere enables relational comprehension of the world as a meaningful, 
dynamic, and inexhaustible whole. Crucially, the left hemisphere’s fragmented vision is 
dependent on the right, producing useful but necessarily reductive “maps” of the “ter-
rain” the right hemisphere more directly encounters. In this framework, the boundaries 
of language—understood as any system of signs used to represent and manipulate 
information—are coextensive with the left hemisphere’s cognitive paradigm, suggesting 
the inherent limitations of AI (Kastrup, 2016; Jaeger et al., 2024). AI systems are fun-
damentally constrained by their inability to grasp meaning the way that human beings 
do. They process language algorithmically using statistical associations between symbols 
(resembling a left-hemispheric approach to language), rather than experientially to in-
tuit meaning, generating responses that appear coherent but lack the understanding that 
comes from embodied understanding (Jaeger et al., 2024; McGilchrist, 2021, Vigneau 
et al., 2011). Unlike human minds, where the right hemisphere counterbalances the left’s 
reductive tendencies, AI lacks this corrective function, depending on human users to pro-
vide contextualisation and relevance realisation (Vervaeke et al., 2009). Viewing these 
technologies through the lens of Lewis Mumford’s (1967) concept of the “Machine”—the 
vast, systemic organisation of society, structured around principles of efficiency, stand-
ardisation, and control, enabled and reinforced by technology—AI scribes are not neu-
tral tools but active reinforcers of this paradigm. On this view, their integration into 
clinical practice serves to further entrench a left-hemispheric vision of medicine, where 
protocol adherence, data optimisation, and measurable outcomes take precedence over 
the tacit knowledge, clinical intuition, and relational understanding that constitute the art 
of medical practice.

The Cognitive and Ethical Implications of AI in Medicine
	
	 The nature of hemispheric lateralisation is not merely a matter of cognitive 
preference but has profound implications for how clinicians engage with patients, 
interpret medical data, and make ethical decisions. McGilchrist (2021) highlights how 
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the right hemisphere plays a critical role in assessing the ‘morality of actions, moral 
reasoning, and promoting prosocial norms’ (p. 1343), a view supported by multiple 
studies (e.g., Hecht, 2014; Kuhl & Kazén, 2008; Miller et al., 2010; Mychack et al., 2001; 
Schultheiss, 2018). Delusion, confabulation, unwarranted optimism, and an unwillingness 
to reconsider hypotheses in the face of conflicting evidence are further aspects of left-
hemispheric attention (e.g., Marinsek et al., 2014; McGilchrist, 2021; Sharot et al., 
2012). If AI scribes and decision-support systems become a dominant presence in the 
clinical environment, we risk not only reinforcing left-hemispheric dispositions—prioritising 
efficiency, standardisation, and protocol adherence at the expense of intuition, empathy, 
and relational understanding—but also succumbing to rigid, flawed and destructively 
idealistic frameworks that resist correction, elevating models over the reality they seek 
to represent. 
	 A key promise of AI scribes is their potential to restore the doctor-patient 
relationship by reducing the cognitive and administrative overload imposed by electronic 
health records (EHRs) (e.g., Ma et al., 2025; Tierney et al., 2024). However, we must 
weigh this benefit against the possibility of clinicians becoming overly reliant on these 
systems, resulting not only in automation bias (Mehta & Mehta, 2024; Nguyen, 2024) 
but potentially leading to a gradual erosion of their own ability to engage in the kind 
of patient-centred and experience-derived reasoning that characterises true medical 
expertise (Dreyfus & Dreyfus, 1986). 
	 The introduction of AI into clinical settings risks exacerbating a broader epistemic 
shift that has been underway for decades—a shift toward construing knowledge as 
primarily explicit, quantifiable, and rule-governed, rather than as something that has 
implicit, experiential, and contextual understanding as its foundation (Dreyfus & Dreyfus, 
1986; McGilchrist, 2009, 2021; Mumford, 1967). This shift is particularly concerning in 
healthcare, where effective practice depends not only on the application of protocols 
and evidence-based guidelines but also on the clinician’s ability to read subtle cues, 
synthesise disparate sources of information, and navigate the complex, often ambiguous 
reality of human health (Ambady et al., 2002; Bateson, 1973; Hong & Oh, 2020; Lee 
et al., 2019; Levinson et al., 1997). 
	 If AI systems reinforce a mode of clinical reasoning that is predominantly 
left- hemispheric in nature, detached from the experience of both patients and 
practitioners (Shin et al., 2024), we risk diminishing the moral and relational 
dimensions of medicine. Ethical judgement in healthcare has traditionally drawn from 
deontological, consequentialist, and virtue-ethics frameworks. However, AI, insofar as 
it mirrors left-hemispheric conceptions of morality, aligns most naturally with explicit, 
procedural, and quantifiable modes of thought—characteristics shared by both rule-
based (deontological) and cost-benefit (utilitarian) theories (Dreyfus & Dreyfus, 1986; 
McGilchrist, 2009, 2021). While these approaches have their place in medical ethics, 
sidelining the intuitive and relational dimensions of moral reasoning, which are central to 
virtue ethics, will result in the predominance of calculative rationality at the expense of 
true ethical practice.
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Conclusion

	 To mitigate these challenges, AI integration in healthcare must be approached 
with a clear recognition of its cognitive and ethical implications. AI-driven clinical prac-
tice may serve to entrench a left-hemispheric mode of reasoning that prioritises explicit 
rules, efficiency, and abstraction over the intuitive, contextual, and meaning-laden di-
mensions of clinical expertise (Dreyfus & Dreyfus, 1986; McGilchrist, 2009, 2021). The 
future of AI in healthcare should not be reduced—left hemisphere style—to a binary 
choice between wholesale adoption or outright rejection. Rather than allowing AI to 
redefine the practice of medicine in its own image, its role should be that of a tool that 
augments rather than supplants the experiential foundations of good clinical judgment. 
Cultivating the art of medicine requires that clinicians remain attuned to the implicit and 
embodied dimensions of care that AI cannot replace, ensuring that ethical and clinical 
wisdom are not reduced to algorithmic processes. By integrating hemisphere theory into 
AI ethics, we can steer technological development toward an approach that respects the 
primacy of human understanding, the richness of experience, and the necessary depth 
demanded of patient care.

Acknowledgments: The author’s research is funded by the University of Otago Doctoral 
Scholarship.

Disclosure of Interests: The author declares no conflict of interest.

References 
1.	 Ambady, N., LaPlante, D., Nguyen, T., Rosenthal, R., Chaumeton, N., & Levinson, W. (2002). 

Surgeons’ tone of voice: A clue to malpractice history. Surgery, 132(1), 5–9. https://doi.
org/10.1067/msy.2002.124733

2.	 Coeckelbergh, M. (2020). AI Ethics. MIT Press. 
3.	 Cresswell, K., Keizer, N. de, Magrabi, F., Williams, R., Rigby, M., Prgomet, M., Kukhareva, 

P., Wong, Z. S.-Y., Scott, P., Craven, C. K., Georgiou, A., Medlock, S., McNair, J. B., & 
Ammenwerth, E. (2024). Evaluating Artificial Intelligence in Clinical Settings—Let Us Not 
Reinvent the Wheel. Journal of Medical Internet Research, 26(1), e46407. https://doi.
org/10.2196/46407

4.	 Dreyfus, H. L., & Dreyfus, S. E. (1986). Mind Over Machine: The Power of Human Intuition 
and the Era of the Computer. Basil Blackwell.

5.	 Haidt, J. (2024). The Anxious Generation: How the Great Rewiring of Childhood Is Causing 
an Epidemic of Mental Illness. Penguin Press.

6.	 Hecht, D. (2014). Cerebral Lateralization of Pro- and Anti-Social Tendencies. Experimental 
Neurobiology, 23(1), 1–27. https://doi.org/10.5607/en.2014.23.1.1

7.	 Hong, H., & Oh, H. J. (2020). The Effects of Patient-Centered Communication: Exploring 
the Mediating Role of Trust in Healthcare Providers. Health Communication, 35(4), 502–
511. https://doi.org/10.1080/10410236.2019.1570427

8.	 Jaeger, J., Riedl, A., Djedovic, A., Vervaeke, J., & Walsh, D. (2024). Naturalizing relevance 
realization: Why agency and cognition are fundamentally not computational. Frontiers in 
Psychology, 15. https://doi.org/10.3389/fpsyg.2024.1362658

9.	 Kastrup, B. (2016). More Than Allegory: On Religious Myth, Truth and Belief. iff Books.
10.	 Kuhl, J., & Kazén, M. (2008). Motivation, affect, and hemispheric asymmetry: Power versus 

affiliation. Journal of Personality and Social Psychology, 95(2), 456–469. https://doi.
org/10.1037/0022-3514.95.2.456

https://doi.org/10.1067/msy.2002.124733
https://doi.org/10.1067/msy.2002.124733
https://doi.org/10.2196/46407
https://doi.org/10.2196/46407
https://doi.org/10.5607/en.2014.23.1.1
https://doi.org/10.1080/10410236.2019.1570427
https://doi.org/10.3389/fpsyg.2024.1362658
https://doi.org/10.1037/0022-3514.95.2.456
https://doi.org/10.1037/0022-3514.95.2.456


34322ND INTERNATIONAL CONFERENCE ON THE ETHICAL AND SOCIAL IMPACTS OF ICT LISBON

11.	 Lee, M., Murphy, K., & Andrews, G. (2018). Using Media While Interacting Face-to-Face 
Is Associated With Psychosocial Well-Being and Personality Traits. Psychological Reports, 
122(3), 944–967. https://doi.org/10.1177/0033294118770357

12.	 Levinson, W., Roter, D. L., Mullooly, J. P., Dull, V. T., & Frankel, R. M. (1997). Physician-
Patient Communication: The Relationship With Malpractice Claims Among Primary 
Care Physicians and Surgeons. JAMA, 277(7), 553–559. https://doi.org/10.1001/
jama.1997.03540310051034

13.	 Ma, S. P., Liang, A. S., Shah, S. J., Smith, M., Jeong, Y., Devon-Sand, A., Crowell, T., Delahaie, 
C., Hsia, C., Lin, S., Shanafelt, T., Pfeffer, M. A., Sharp, C., & Garcia, P. (2025). Ambient 
artificial intelligence scribes: Utilization and impact on documentation time. Journal of the 
American Medical Informatics Association, 32(2), 381–385. https://doi.org/10.1093/
jamia/ocae304

14.	 Marinsek, N., Turner, B. O., Gazzaniga, M., & Miller, M. B. (2014). Divergent hemispher-
ic reasoning strategies: Reducing uncertainty versus resolving inconsistency. Frontiers in 
Human Neuroscience, 8, 839. https://doi.org/10.3389/fnhum.2014.00839

15.	 McGilchrist, I. (2010). The Master and His Emissary: The Divided Brain and the Making of 
the Western World. Yale University Press.

16.	 McGilchrist, I. (2021). The Matter With Things: Our Brains, Our Delusions, and the Unmaking 
of the World: Vol. I: The Ways to Truth. Perspectiva Press.

17.	 Mehta, S., & Mehta, N. (2024). Embracing the illusion of explanatory depth: A stra-
tegic framework for using  iterative prompting for integrating large language models 
in healthcare  education.  Medical Teacher, 1–4. https://doi.org/10.1080/014215
9X.2024.2382863

18.	 Mess, S. A., Mackey, A. J., & Yarowsky, D. E. (2025). Artificial Intelligence Scribe and Large 
Language Model Technology in Healthcare Documentation: Advantages, Limitations, and 
Recommendations. Plastic and Reconstructive Surgery – Global Open, 13(1), e6450. 
https://doi.org/10.1097/GOX.0000000000006450

19.	 Miller, M. B., Sinnott-Armstrong, W., Young, L., King, D., Paggi, A., Fabri, M., Polonara, G., 
& Gazzaniga, M. S. (2010). Abnormal moral reasoning in complete and partial callo-
sotomy patients. Neuropsychologia, 48(7), 2215–2220. https://doi.org/10.1016/j.neu-
ropsychologia.2010.02.021

20.	 Mychack, P., Kramer, J. H., Boone, K. B., & Miller, B. L. (2001). The influence of right fronto-
temporal dysfunction on social behavior in frontotemporal dementia. Neurology, 56(sup-
pl_4), S11–S15. https://doi.org/10.1212/WNL.56.suppl_4.S11

21.	 Nguyen, T. (2024). ChatGPT in Medical Education: A Precursor for Automation Bias? JMIR 
Medical Education, 10(1), e50174. https://doi.org/10.2196/50174

22.	 Rosen, C. (2024). The Extinction of Experience: Being Human in a Disembodied World. W. 
W. Norton & Company, Inc.

23.	 Scassa, T., & Kim, D. (2025). AI Medical Scribes: Addressing Privacy and AI Risks with an 
Emergent Solution to Primary Care Challenges <br> (SSRN Scholarly Paper No. 5086289). 
Social Science Research Network. https://papers.ssrn.com/abstract=5086289

24.	 Schultheiss, O. C. (2018). Implicit motives and hemispheric processing differences are 
critical for understanding personality disorders: A Commentary on Hopwood. European 
Journal of Personality, 32(5), 580-582. 

25.	 Sharot, T., Kanai, R., Marston, D., Korn, C. W., Rees, G., & Dolan, R. J. (2012). Selectively 
altering belief formation in the human brain. Proceedings of the National Academy of 
Sciences, 109(42), 17058–17062. https://doi.org/10.1073/pnas.1205828109

26.	 Shin, M., Taseski, D., & Murphy, K. (2024). Media multitasking is linked to attentional er-
rors, mind wandering and automatised response to stimuli without full conscious processing. 
Behaviour & Information Technology, 43(3), 445–457. https://doi.org/10.1080/01449
29X.2023.2167669

27.	 Tierney, A. A., Gayre, G., Hoberman, B., Mattern, B., Ballesca, M., Kipnis, P., Liu, V., & Lee, 
K. (2024). Ambient Artificial Intelligence Scribes to Alleviate the Burden of 

https://doi.org/10.1177/0033294118770357
https://doi.org/10.1001/jama.1997.03540310051034
https://doi.org/10.1001/jama.1997.03540310051034
https://doi.org/10.1093/jamia/ocae304
https://doi.org/10.1093/jamia/ocae304
https://doi.org/10.3389/fnhum.2014.00839
https://doi.org/10.1080/0142159X.2024.2382863
https://doi.org/10.1080/0142159X.2024.2382863
https://doi.org/10.1097/GOX.0000000000006450
https://doi.org/10.1016/j.neuropsychologia.2010.02.021
https://doi.org/10.1016/j.neuropsychologia.2010.02.021
https://doi.org/10.1212/WNL.56.suppl_4.S11
https://doi.org/10.2196/50174
https://papers.ssrn.com/abstract=5086289
https://doi.org/10.1073/pnas.1205828109
https://doi.org/10.1080/0144929X.2023.2167669
https://doi.org/10.1080/0144929X.2023.2167669


344 ETHICOMP2025 | EXTENDED ABSTRACTS

28.	 Clinical Documentation. NEJM Catalyst, 5(3), CAT.23.0404. https://doi.org/10.1056/
CAT.23.0404

29.	 Vervaeke, J., Lillicrap, T. P., & Richards, B. A. (2009). Relevance Realization and the 
Emerging Framework in Cognitive Science. Journal of Logic and Computation, 22(1), 79–
99. https://doi.org/10.1093/logcom/exp067

30.	 Vigneau, M., Beaucousin, V., Hervé, P.-Y., Jobard, G., Petit, L., Crivello, F., Mellet, E., Zago, 
L., Mazoyer, B., & Tzourio-Mazoyer, N. (2011). What is right-hemisphere contribution to 
phonological, lexico-semantic, and sentence processing?: Insights from a meta-analysis. 
NeuroImage, 54(1), 577–593. https://doi.org/10.1016/j.neuroimage.2010.07.036

https://doi.org/10.1056/CAT.23.0404
https://doi.org/10.1056/CAT.23.0404
https://doi.org/10.1093/logcom/exp067
https://doi.org/10.1016/j.neuroimage.2010.07.036


34522ND INTERNATIONAL CONFERENCE ON THE ETHICAL AND SOCIAL IMPACTS OF ICT LISBON

HOW AI IS RESHAPING CREATIVITY: DEEPSEEK VS CHATGPT 
PLUS IN LEGO® SERIOUS PLAY®

 
António Almeida1,  Denise Meyerson2, Inês Almeida3

 

Keywords: Creativity, Artificial Intelligence, LEGO® SERIOUS PLAY®, Generative AI, ChatGPT 
Plus; DeepSeek.

1 Instituto Superior de Ciências Sociais e Políticas da Universidade de Lisboa, Portugal

2 University of the Witwatersrand,  South Africa

3 Autónoma Techlab, Universidade Autónoma de Lisboa, Portugal; Instituto de Telecomunicações, Portugal; FCT, Nova University 
of Lisbon, Caparica Portugal

Extended Abstract

	 Creativity can be described as the ability to generate new ideas, concepts, or 
solutions that are original and useful within a given context [1]. LEGO® SERIOUS PLAY® 
is a methodology that uses LEGO® bricks as a facilitating tool to enhance systemic cre-
ativity and problem-solving [2]. Based on theories of play, constructivism, and construc-
tionism, this approach encourages participants, during group sessions, to build models 
representing professional and/or personal scenarios, thereby stimulating their creative 
thinking [3].
	 The playful environment of LEGO® SERIOUS PLAY® creates a relaxed and fa-
miliar space, reducing psychological barriers and encouraging experimentation, allow-
ing all participants to explore new perspectives without limitations, significantly expand-
ing their creative potential [4]. In each session, participants receive a set of LEGO® 
bricks, and the facilitator presents a challenge in the form of a question, which must be 
answered by building a model [5]. Each participant has a limited amount of time to con-
struct their model and, at the end of this period, is encouraged to explain their construc-
tion through an individual narrative. The act of building with hands and interacting with 
the model allows participants to externalize their mental models, encouraging them to 
express their ideas intuitively and spontaneously [6]. Furthermore, the verbalization pro-
cess activates the emotional and associative side of the brain, promoting creative and 
authentic solutions [7]. At the end of each session, participants collaborate in building a 
collective model, where they are encouraged to exchange ideas and integrate different 
individual perspectives into a shared narrative. The process follows a structured flow in 
which each individual constructs their vision of a specific topic, providing a diversity of 
approaches that, when combined, result in a more robust and innovative collective per-
spective [8].
	 The LEGO® SERIOUS PLAY® methodology enables participants to externalize 
and visualize abstract ideas, transforming them into concrete representations through 
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metaphors that help overcome creative blocks [9]. Unlike traditional approaches, where 
logical analysis precedes creation, LEGO® SERIOUS PLAY® encourages participants 
to build first and rationalize afterward, fostering a more fluid and innovative thought 
process [10].
	 Currently, Artificial Intelligence (AI) plays an increasingly relevant role in facil-
itating creative processes. In the context of LEGO® SERIOUS PLAY®, AI can enhance 
creativity when used to support session design, known as the session plan, following the 
principles of LEGO® SERIOUS PLAY® [11], . AI can generate ideas, structure scripts, 
create facilitating questions, and adapt the process according to participants objectives 
and profiles. Each LEGO® SERIOUS PLAY® session plan comprises different phases, in-
cluding briefing, warm-up, individual activities, collective dynamics, and debriefing [11].
	 One key challenge when integrating AI into the LEGO® SERIOUS PLAY® meth-
odology is ensuring that generative AI models truly understand and adhere to the struc-
tured facilitation process. A potential avenue for exploration is the development of 
a dedicated GPT model specifically trained to generate session plans aligned with 
the official LEGO® SERIOUS PLAY® methodology. Such a model could be fine-tuned 
with structured input, incorporating elements such as client context, desired outcomes, 
participant profiles, and time constraints. This structured approach would enhance the 
reliability and consistency of AI-generated session plans, mitigating the common issue 
where general AI models sometimes deviate from the methodology and instead gener-
ate loosely structured activities that resemble free play rather than a guided facilitation 
process [12].
	 This study analyses the role of two generative AI tools, ChatGPT Plus and 
DeepSeek, in generating session plans and facilitating questions for LEGO® SERIOUS 
PLAY® to enhance creativity. ChatGPT, developed by OpenAI, uses the Generative Pre-
trained Transformer (GPT) architecture and stands out for its ability to process natural 
language, adapt to different contexts, and generate coherent and relevant responses 
[13]. ChatGPT Plus, the premium version of OpenAI chatbot, provides access to GPT-4, 
which offers improved reasoning capabilities, longer context windows, and more ac-
curate responses compared to the free version, which is limited to GPT-3.5. DeepSeek 
is an emerging open-source alternative that allows anyone to access, modify, and dis-
tribute the software’s source code for free. This generative AI tool differentiates itself 
by focusing on information retrieval and synthesis, offering an approach more oriented 
toward knowledge extraction and response optimization [14]. Both models can be used 
to stimulate creativity and structure session plans in the LEGO® SERIOUS PLAY® context, 
expanding possibilities for innovation, collaboration, and communication. These two gen-
erative AI tools offer distinct features that may benefit different user needs [12].
	 To improve the validity of AI-generated session plans, this study also explores 
the use of standardized session templates, outlining facilitator objectives, expected 
outcomes, participant demographics, and available time constraints. By providing AI 
models with structured input, the study aims to compare the effectiveness of different 
AI generated session plans more reliably, ensuring that results are evaluated within a 
standardized framework rather than in an ad hoc manner [11].
	 This study contributes theoretically to the intersection of creativity, participatory 
methodologies, and artificial intelligence by exploring how generative AI tools can 
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support and transform the facilitation of LEGO® SERIOUS PLAY® session plans [2]. 
The research is based on a comparative study between ChatGPT Plus and DeepSeek 
in generating session plans for LEGO® SERIOUS PLAY® that enhance creativity. The 
study employs a qualitative and experimental approach, where multiple AI-generated 
session plans are analyzed and compared in terms of originality, adequacy, and ap-
plicability [5]. Additionally, the session plans and their respective facilitating questions 
created by AI models are examined and compared with those developed by human 
facilitators [3]. The expected results include evaluating AI’s ability to structure effective 
LEGO® SERIOUS PLAY® sessions, identifying patterns and limitations in AI-generated 
session plans, comparing the diversity between automatically generated and manually 
designed questions, and exploring AI impact on facilitation dynamics and participant 
autonomy [6].
	 This study also incorporates insights from AI research methodologies and struc-
tured prompt design approaches, such as those proposed by Ethan Mollick at the 
Wharton School, who has explored structured prompt engineering to optimize genera-
tive AI outputs [12]. By incorporating best practices in prompt structuring, this study seeks 
to refine the AIs ability to produce session plans that are more aligned with LEGO® 
SERIOUS PLAY® facilitation practices, ensuring that comparisons between AI generated 
and human-generated plans are as precise as possible (see Fig.1).

Fig1. Research Methodology for AI-Generated LEGO® SERIOUS PLAY® Session Plans.
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	 Building on this foundation, this study further investigates which generative AI 
tool: ChatGPT Plus or DeepSeek best meets the needs of LEGO® SERIOUS PLAY® facili-
tators, considering factors such as generating creative questions, structuring sessions, and 
supporting the facilitation process. The comparative analysis explores how each model 
responds to facilitators’ requirements in terms of flexibility, relevance of suggestions, 
and practical applicability. Although both tools have the potential to optimize different 
aspects of LEGO® SERIOUS PLAY®, this study aims to identify which one offers more 
effective support and aligns better with session dynamics, providing an empirical basis 
for integrating AI into the facilitation of creative processes [13].
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Extended Abstract

	 Information Systems (ISs) like Artificial Intelligence (AI) have become increasing-
ly pervasive in human lives. We use AI tools such as Alexa or Siri for daily tasks, view 
content recommended by an algorithm, and use healthcare apps to assess symptoms 
before obtaining expert human care. We use AI tools to expand bullet points and sum-
marise large masses of text, curate our ideas and make sense of those of others. Such 
systems have become an integral part of many human processes as they “penetrate 
human life, experiences, products, business processes and civil society” [1 p. 47]. This de-
gree of AI-human intertwining has been noted by scholars and practitioners alike – both 
communities are focused on debating the pros and cons of this phenomenon, including 
the definition of what progress and good life should look like for everyone.
	 Practitioners often applaud the efficiency of using AI for reasons such as im-
proved business operations and garnering consumers’ attention. For example, recently, 
IAB [2]  surveyed advertising professionals in Europe about their thoughts on the value 
AI brought to their business and found an overwhelming majority to concede for positive 
effects like gaining operational efficiencies (78%) and competitive advantage (60%). 
Similarly Silo AI [3, 4] reported that over 77% of Nordic organisations actively use 
Generative AI, while only about 2% reported using no AI technology. The same poll also 
found that over 70% of participating organisations prioritised AI development for the 
coming year. 
	 Businesses’ prioritisation of AI in their operations seems supported by consumers’ 
primarily positive response to its benefits. For instance, Frank et al. [5] determined that 
consumer demand for AI-assisted products stemmed from their acknowledgement of its 
utilitarian, hedonic, and symbolic value, contingent factors such as national culture and 
individual self-construal. In another study, Chakraborty et al. [6] determined that con-
sumers’ willingness to adopt AI-assisted experience in the beauty and cosmetics industry 
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was moderated by the virtual trial experience possibility and significantly affected by 
a cascading effect of variables such as AI compatibility, perceived performance expec-
tancy and perceived ease of use. 
	 Meanwhile, a body of research has highlighted the negative side of the per-
vasive use of AI and emphasised its ability to promulgate a surveillance culture [7–9], 
bias and discrimination [10–12] and impede freedom and human autonomy [13]. For 
example, Stahl and Eke [14] studied the ethical impacts of ChatGPT to assess the bene-
fits and risks that the tool can surface and identified eleven benefits (e.g., human identity, 
labour market, sustainability and health) and thirty ethical concerns (e.g., psychological 
harm, harms to society, environmental harm, and autonomy). Such studies indicate that 
the ethics of using AI to add convenience to business and consumer activities is a broad 
topic with overlapping positives and negatives that scholars are debating. 
	 However, even scholars may be privy to the ethical issues stemming from using 
AI. In a recent scoping review,  Bouhouita-Guermech et al. [15] highlighted that the 
evolution of AI for supporting research activities have spawned specific ethical chal-
lenges, including the lack of AI-specific standards and governance structures to support 
research ethics. 
	 Thefore, it seems evident that the pervasiveness of AI into human lives is a topic 
that needs more research to be properly understood. However, how is the pervasiveness 
of AI perceived by individuals? Does an individual stop to think how and when they 
should use AI, how AI providers use their data, and what that means to their privacy 
and autonomy– not to mention the ethical justifications of their perceptions? According to 
consumer statistics, the answer is ambiguous. To exemplify, a poll among United States 
consumers [16] reported that most respondents (88% Gen Z and 77% millennials) ex-
pected AI to improve their online shopping experiences. In another survey, about 47% of 
Japanese consumers expressed that Gen AI could be optimally used to enhance consum-
er services [17]. However, another poll among Spaniards [18] found 74% of respond-
ents to agree that AI was evolving at a rate faster than society’s ability to assimilate it, 
and 44% distrusted people’s ethical use of this technology. Thus, there is no clear answer 
to how such pervasive AI use is perceived or about the ethics of the pervasiveness and 
its expected impacts.
	 This study aims to fill this gap and increase understanding of individuals’ per-
ceptions of pervasiveness of AI systems. We take a critical approach and use a focus 
group as a method to map how people see the role of AI systems in different dimensions 
of their lifeworld and their attitudes towards those roles. Focus group has been shown to 
be suitable for critical IS research [19], which makes it a viable approach for profoundly 
understanding people’s perception of pervasive AI systems and their ethical implica-
tions. We follow the definition of Powell and Single [20 p. 499], according to whom a 
focus group is “a group of individuals selected and assembled by researchers to discuss 
and comment on, from personal experience, the topic that is the subject of the research.” 
It is particularly suitable for complex research topics that benefit from additional valida-
tion and sensemaking with stakeholders [20] , which is also the case of the present study. 
To gain both a general image of perceptions and in-depth knowledge on their grounds, 
this study includes five focus groups focusing on different areas of life where AI has 
gained increasing attention: academic use of AI (knowledge creation), private sector 
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use of AI (organisational context), and individual use of AI in everyday life. Each focus 
group consists of 5-7 people from different backgrounds to achieve varied perspectives 
of stakeholders.
	 To ensure the analysis is ethically solid, we use Habermas’s lifeworld/system 
-model [21–23] to conceptualise the ethics of the pervasiveness of AI systems in human 
life. In this model, lifeworld is a sphere where individuals share a common reality, en-
counter each other and communicate in everyday life. In the lifeworld, communication 
(ideally) leads to mutual understanding and consensus-seeking discourse with others, 
i.e., communicative action. In contrast, systems refer to economic, political, administrative 
and technological systems driven by rationalities that serve the needs and aims of those 
institutional systems rather than specific individuals. 
Problems arise when systemic powers colonise the lifeworld and implement rationalities 
of the systems into lifeworlds. For example, the institutional logics and value systems em-
bedded in AI algorithms are not those of their users but of the systemic powers, defining, 
e.g., the rules and the infrastructure of digital platforms we communicate on. 
	 While systemic powers can also cultivate the essence of our lifeworlds, taking 
systemic rationalities as given  risks making them the driving force of our lifeworld and 
thus colonising it. For instance, mobile phones and the systems behind them make it pos-
sible to connect people even if they are living in different locations. However, when the 
use of mobile phones is driven by the interest of the business that tries to make us spend 
as much time staring at our phones, depriving us of connection with others, we witness 
colonisation of our lifeworld by technology. Likewise,  AI is loaded with big expectations 
and promises. However, the outcome can be a situation where AI colonises our lifeworlds 
and hence, the rationalities behind AI will be integrated into our lives [see 1].
	 Habermas’s model offers an illustrative approach to understanding the per-
vasiveness of AI systems, as it describes rationalities, communication and coordination 
between lifeworlds and systemic powers. It offers a moral-philosophically sound founda-
tion for a focus group study because it views discourse as an essential building block of 
ethical action. According to Habermas, ethical justifications are achieved through proce-
duralist, deliberative and communicative action that aims towards mutual understanding 
rather than mere strategic goals [23–25]. 
	 The strength of this approach is discourse ethics, which does not take a rigid 
standpoint characteristic to the normative ethical theories (deontology, consequentialism 
and virtue ethics). Instead, it accommodates different ethical viewpoints in discourse, 
serving as an arena for ethical justifications and perceptions. Therefore, it provides a 
mechanism that allows consideration of different moral views and intuitions, as it offers 
various tools for in-depth analyses of communication and discourse, making both past 
and current communication problems visible [26]. This approach has been used by, e.g., 
Rehg [27], who developed a framework for moral inquiry and reflection on problematic 
cyberpractices, and Yetim [28], who provided metacommunication model -- used for 
analysing communication (see also  [29], [30]). Overall, Habermas’ critical social theory, 
which we use here, has been one of the factors contributing to paradigm change in IS 
research [see 31–33]. Focus groups used in this study bring together people from differ-
ent perspectives, which ensures comprehensive stakeholder inclusion – a prerequisite for 
communicative action and discourse ethics [34]. 
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This study is thus a contribution to increasing our understanding of the ethics of pervasive 
digital systems and how people perceive the pervasiveness in real life. Hence, this com-
bination is rich in theoretical and empirical insights that can be used to inform the design 
and governance of digital systems so that they bring ethical value to organisations and 
individuals.
 
Disclosure of Interests: The authors have no competing interests to declare that are relevant to 
the content of this article. 
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Extended Abstract

Focus on AI and its users

	 Currently the risks of Artificial Intelligence (AI) are discussed intensively. This dis-
cussion focuses mainly on technical aspects or on internal technical processes which may 
give AI unforeseen super powers. The fears are that AI may become more intelligent 
than humans, emerge as an independent agent with its own agenda, force us into some-
thing we do not want to be, lead evolution in a radically different direction, and possibly 
transform the whole universe (see for example: [2] [3] [4] [8] [11]). Although we cannot 
to rule out these risks, and because we want to do something to eliminate the risks, we 
would need to look to other conditions than the exclusively technical features, which may 
be playing an important role in causing these concerns about a very powerful AI.
	 Let us first see what we expect from AI, and what AI actually does. AI, as it is 
designed and used today, provides answers to problems and delivers products and 
services. All our efforts to develop AI tools and systems aim to support their ability to 
solve problems we humans have, and to satisfy our needs. All interest around AI is con-
centrated on achievement of goals, solutions of problems, and satisfaction of needs. This 
is what we expect AI to deliver and we design it accordingly.
	 If we now turn our focus on ourselves and try to see how we manage to han-
dle our problems we can identify a certain tool we have for this purpose. It seems that 
thinking is the biological tool for achieving goals, solving problems, and satisfying needs 
[9]. However, this is not something we like so much to use. For us it is not easy to reason 
in a rational way, and it is even less easy to control the process of thinking even though 
we are conscious about the high value of right thinking. For us as persons it is necessary 
to have the skill to run a rational thinking process and the emotional strength to take 
responsibility for our own decisions. But if we try to reason in a rational way, we need 
to put great effort in this, concentrate our focus and spend a lot of energy. We have 
also to postpone making the decision and proceeding to action until we can come to a 
conclusion and find a suitable answer to the problem at hand. On top of these difficulties 
is the feeling of responsibility and the anxiety that follows with it when one knows that 
if something goes wrong there is no one else to blame but oneself.
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Rational thinking

	 Suppose now that we, despite all these difficulties and costs in energy and 
time, still make the effort to think rationally in order to find the answer to the problem 
we have in front of us. Will we achieve a satisfying result? The answer is unfortunately 
“maybe”. So, the optimal solution cannot be guaranteed through the adoption of a 
rational, philosophical or scientific approach. Not in the real world, compared to an 
ideal or metaphysical world (see for example the discussion on the application of the 
categorical imperative in real life [6]). The fact is that in real world non-rational ways 
of handling are successful very often. This has been studied empirically in psychology 
of human cognition and it is the so-called heuristic [5] [10]. In philosophy we have the 
Aristotelian habits, which also function very well [1].
	 Why should we then adopt the rational way of handling our problems given 
all the difficulties and the fact that we may still come to a wrong conclusion and action? 
When we also know that not so autonomous ways of thinking have a great chance to 
give us a satisfying solution? So, most of the time we do not adopt rational thinking.
	 AI can strengthen this. We have already seen the effects of technology on our 
thinking. For example, during the early times of Internet in the world many of us were 
enthusiastic about its potential to give us access to all kinds of information, especially 
information contradictory to our beliefs and certainties. We were seriously expecting it 
to have a healthy impact on thinking. Unfortunately, that proved to be wrong. Instead 
of promoting doubt and dialog it allowed people to look for and connect with other 
like-minded people in order, not to examine and falsify their beliefs, but to confirm what 
they already are convinced is true. Another aspect worth consideration is that algo-
rithms, e.g. in social media, suggest links which are supposed to be in accordance with 
what the user likes.

Design and application of AI

	 The design and use of AI follows the same path. We create it in order to give 
us answers, not to ask questions that dispute our wishes or beliefs. We expect it to give 
us the products or the services we need. We want AI as a tool for the satisfaction of our 
needs, as our thinking is, but a biological one. The key point here is that advanced AI is 
or will be an immensely better tool. Will it then replace thinking?
	 A great risk is that this will happen. Unless we change focus in the design and 
use of AI: from the answers, or products or services provided, to the process leading to 
these results. An AI designed to help us use our thinking in order to find the answers and 
to produce the things we need, is something different than using AI to deliver the answers 
and the products directly to us. We can imagine AI as a partner in an ongoing dialog 
[7].
	 First and foremost, we have to be highly conscious about the difficulty of such a 
plan. For example, we have already seen how Internet is used, meaning that the same 
may happen with the use of AI. But if we want to use AI as a support tool for our thinking, 
to help us run the process of thinking in the right way, we have first to ask the question 
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whether this is possible at all. Are we able to accept or at least tolerate something that 
disturbs our state of mind and makes us doubt our convictions? Especially when we know 
very well that this same tool can deliver to us the best possible answers to our problems, 
and give us satisfaction, harmony and happiness?
	 This seems to be a very difficult plan to design and apply. However, it is pos-
sible to think that a compromise may give it a bigger chance. A compromise that is in 
accordance with the real-life use of thinking. We are never perfect philosophers, scien-
tists or democrats. We cut corners and we use heuristics, but still, we manage somehow 
to reach our goals and to satisfy our needs. Then, what about an AI that sometimes and 
when there is no other better alternative because of the high demands of the problem 
at hand, support us to think in a rational way? But also, an AI that most often support us 
in finding and using the best possible heuristics and habits?

Disclosure of Interests: The author has no competing interests to declare that are relevant to the 
content of this article.
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This paper seeks to fill that gap by evaluating the presence and current state of internal 
Abstract
	 This study explores the internal governance of Artificial Intelligence (AI) in the 
HR sector, focusing on temporary employment agencies and HR consulting firms. While 
AI technologies promise efficiency, automation, and data-driven decision-making, their 
implementation in HR also brings significant ethical challenges, particularly regarding 
fairness, transparency, and bias. Despite the growing adoption of AI, there is little re-
search on how these organizations structure their internal governance around such tech-
nologies. This paper seeks to fill that gap by evaluating the presence and current state 
of internal AI policies within these firms. Specifically, it investigates how these businesses 
have developed and implemented policies to govern their use of AI technologies and 
assesses the perceived return on investment (ROI) of incorporating ethical considerations 
into AI practices. Additionally, the study identifies the key challenges and best practices 
in AI governance and looks at the role stakeholders play in shaping these policies. We 
approach the theme through the lens of neo-institutional theory. Subsequently by ana-
lyzing expert interviews and case study research, the findings are contextualized within 
broader regulatory discussions, including alignment with the European Union’s AI Act. By 
bridging the gap between technological advancement and responsible implementation, 
this study contributes to the evolving discourse on AI ethics in HR

Introduction
	 In recent years, the rapid advancement and widespread adoption of AI have 
significantly impacted various economic sectors. The Human Resources (HR) sector is 
among those experiencing accelerated growth in the implementation of AI applica-
tions [1]. From automated resume screening and payroll processing to AI-driven can-
didate matching and chatbots for initial interviews, AI technologies promise efficiency 
and sound data-driven decision- making in HR processes [2], [3], [4]. AI can also provide 
valuable insight into employee engagement, performance and potential attrition, what 
can consequently help HR professionals to make data-driven decisions and implement 
targeted interventions. Other possibilities include skills gap analysis of employees and 
the use of speech and video recognition to evaluate video interviews. 
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	 More recently, the emergence of generative AI in the workplace has opened 
the door to numerous new applications. The integration of AI in HR is not merely a tech-
nological shift; it also represents a fundamental change in how organizations manage a 
very valuable and sensitive asset: human capital [5]. Beyond operational improvements, 
AI fundamentally alters the dynamics of decision-making in HR by introducing algorithms 
and data-driven processes that impact human lives directly. Recruitment, hiring, promo-
tions, and even employee retention decisions—traditionally guided by human intuition, 
experience, and ethical considerations—are now increasingly influenced by AI systems. 
This shift not only changes the tools HR professionals use but also transform the way hu-
man capital is perceived and managed within organizations. 
	 Despite the growing adoption of AI in HR, the risks associated with its use—par-
ticularly when mishandled—are substantial. These risks are especially pronounced in the 
HR sector because AI systems interact directly with human capital. For instance, AI sys-
tems trained on historical data may inadvertently perpetuate biases, as evidenced by 
Amazon’s experimental AI recruiting tool, which exhibited bias against women [6]. The 
lack of transparency in AI decision-making, often referred to as the ‘black box’ problem, 
further complicates issues of accountability and trust [7]. Given these risks, it is important 
to examine how businesses, particularly HR consulting firms and temporary employment 
agencies, are managing the complexities of AI implementation. 
	 Current research in AI focuses on principles and guidelines for AI in general 
while this study aims to investigate governance in practice; the extent to which policies 
are implemented [8], [9]. While existing studies have largely focused on large corpo-
rations that integrate AI into established HR processes, there is a gap in understanding 
how temporary employment agencies and HR consulting firms, which operate in more 
fluid and diverse environments, structure their AI-related policies [1]. These organizations 
interact with a broad range of industries and candidates, which makes them a fertile 
ground for AI applications in recruitment, screening, and matching. However, the distinct 
challenges they face—such as fast-paced decision-making, high candidate turnover, 
and legal constraints related to employment rights and fairness—amplify the risks as-
sociated with AI [10]. This paper aims to address this research gap by examining the 
internal policies of these firms regarding AI use. Understanding the extent to which 
these organizations have developed formal policies, ethical guidelines, and governance 
frameworks will provide insights into the broader landscape of AI in HR and help iden-
tify best practices and regulatory needs. 
	 The content of these policies and frameworks—and how it is crafted—opens up 
a deeper area of exploration. It raises the question of whether companies approach 
policy development as a mere formality, a “checkbox” exercise to ensure legal compli-
ance and satisfy external stakeholders, or whether they see it as a strategic investment 
with tangible returns. The depth and quality of such policies often depend on whether 
organizations view them as an opportunity for long-term value creation [11]. For this 
reason, in this article, we also examine how companies position their policies against 
broader regulatory and ethical discussions.  For instance, experts indicate the implica-
tions of policy frameworks such as the EU AI Act. Besides alignment, we also look at how 
mature organizations are in evaluating themselves and trying to measure the impact of 
their policies.
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	 This focus on maturity leads us to the practical challenges of policy implementa-
tion. Given the rapid evolution of AI and evolving regulatory frameworks, internal poli-
cies must remain dynamic and adaptable. Our research shows that organizations of all 
sizes encounter significant difficulties in this regard.  Large, multinational organizations, 
struggle to maintain oversight while continuously recalibrating policies to accommodate 
the diverse needs (both politically and culturally) of their branches across different juris-
dictions. Meanwhile, smaller organizations face classic constraints, such as limited human 
resources and expertise to respond to evolving policy requirements. 
	 Additionally, the role of stakeholders in shaping these policies can be insightful. 
External stakeholders, such as regulators, customers, and industry partners, and internal 
stakeholders—ranging from executives to data scientists—may have differing perspec-
tives on what a “good” AI policy looks like [12]. Thus, an interesting aspect to investigate 
is the extent to which stakeholders, both internal and external, influence policy content. 
Do businesses merely follow external pressure to appear compliant, or is there an active 
collaboration with stakeholders to create policies that reflect a genuine commitment to 
responsible AI governance? Understanding this dynamic is key to evaluating wheth-
er companies see these policies as merely procedural or as integral components of a 
broader ethical and operational strategy.
 
Method

	 This study adopts a qualitative exploratory approach. Qualitative methods al-
low for an in-depth examination of organizational policies, decision-making processes, 
and stakeholder perspectives. Expert interviews are used to capture rich, detailed in-
sights into organizational practices and strategies. This is supplemented with two case 
studies to broaden the sample, with a primary focus on the implementation of AI appli-
cations and the evaluation of the internal governance surrounding them.
	 The primary target population comprises Belgian HR service providers and tem-
porary employment offices that either (1) currently use AI tools (e.g., automated CV 
screening, chatbots for candidate interactions) or (2) are in the process of developing 
or implementing AI-driven systems. Participants should hold decision-making or advisory 
roles in relation to AI usage, such as Chief HR Officers, AI Ethics Officers, Compliance 
Officers, Chief Information Officers, or Senior Digital Strategists. A purposive sampling 
method was used, to ensure the selection of participants who are directly knowledgeable 
about AI governance. The target sample size will be approximately 15 interviews. For 
the case studies, two large HR service organizations were selected that already have a 
policy in place for the implementation and use of AI applications.
	 Disclosure of Interests. The author has no competing interests to declare that are 
relevant to the content of this article.
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Extended Abstract

	 A struggling graduate student under my supervision submitted a stellar literature 
review. The language was not his usual style, the citations and references were abundant 
(and mostly accurate), and the conclusion was valid and insightful. The work was almost 
too good to be true. Like many other business school professors, I am increasingly faced 
with the challenge of recognizing submissions of text authored by AI and proving this 
authorship. I support students’ use of AI tools in research projects. Business schools cannot 
afford to ignore the fact that AI marks a powerful evolution of our civilization [1], [2], 
[3]. However, as a professor of business ethics, I have become increasingly confounded 
about how to approach students’ use of AI-generated submissions in a manner that sup-
ports critical learning as well as their personal business-ethical development.  
	 For the educator, student use of AI to write submissions presents four primary 
challenges. First, student use of AI is nearly undetectable [4]. The conundrum is that the 
instructor may suspect—but cannot prove—an AI submission. The professor may have 
a sense of the individual student’s writing style and ability, but they cannot conclusive-
ly identify AI-generated submissions or accuse the student of using AI. Given that the 
ability to detect AI will only become weaker as AI evolves for abstract reasoning, this 
weakness will likely become more problematic [5]. Second, a significant number of my 
students, like graduate students at all other business schools, use AI to write or help 
write academic papers [6]. It is not merely the few tech-savvy students who are using AI 
platforms to generate submissions. Institutions are not able to validate the percentage 
of use frequency, but they know that students have widespread access to platforms 
such as ChatGPT [6]. The third challenge is that the student may use and even require 
AI to build content but learn nothing in the process. Student needs include learning and 
improving skills, saving time, and receiving the highest grades possible [4]. The concern 
with students using AI to complete academic work is that students can submit work and 
receive high marks without learning anything. Finally, AI platforms have the potential to 
be powerful learning tools. At this point, most educators are not prepared to deliver 
curricula that derive the most ethical and educationally powerful benefits from AI content 
platforms.  
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	 This paper examines 22 studies addressing the efficacy of six primary meth-
ods for detecting AI assistance in academic submissions by postsecondary students. 
Current research suggests that postsecondary students from a range of disciplines use 
AI-assisted content. Studies also indicate the inability of any one detection method or 
combination of methods to adequately identify AI submissions. The literature suggests 
that AI programs have the potential to create high-quality work, reinforcing the value of 
AI-assisted learning if supported by learning methods. Given that (1) students use and 
will continue to use AI support, (2) AI-generated submissions are difficult to detect, and 
(3) quality education and methods are available to support AI-assisted learning, insti-
tutions, and educators, there is a critical and immediate need to implement guidelines 
on AI ethics in course introductions for all curricula. While the following suggestions were 
formulated with university graduate-level business students in mind, the core concepts 
could be applied to all disciplines. 
	 What follows are four basic steps for educators and curriculum developers to 
take to support the ethical and educationally positive student use of AI platforms to 
complete assignments:  

•	 First, each course should begin with a candid presentation outlining your approach 
to AI in research and studies. Include the methods that you use and be upfront with 
your students. Leading state universities have incorporated language into course syl-
labi to guide students’ ethical use of AI for research and studies [7]. This language 
may be tailored to individual class dynamics. What is most important is to listen to 
student voices when crafting protocol. We must understand why students use AI: Is 
it to save time, to get better grades, or to improve their skills? Students’ desires to 
learn and improve their skills should be supported.  

•	 The second step is to maintain up-to-date awareness of all AI platforms and adopt 
a positive, structured policy for accommodating the use of AI in higher education. 
The instructor and curriculum developer should also be active users of AI research 
technology. For my courses, I follow Elicit.org, a non-profit AI research assistant that 
currently searches Semantic Scholar and provides information on more than 125 
million research papers [8]. I offer a live video presentation that covers AI use, pro-
tocol, and best practices at the beginning of each course.  

•	 Third, course assignments and discussion questions should be designed in a manner 
that supports critical thinking by asking the student to show/tell “why” and by ask-
ing the student “what if” questions [9]. Educators must initiate candid conversations 
with students that empower them to be critical thinkers [10]. In addition to beginning 
each class with a structured AI literacy and ethics segment that covers research 
techniques, tools for verifying information and methods for preventing plagiarism 
should be shared. When it comes to AI ethics in teaching and learning, there need to 
be opportunities for students who may use AI for submissions yet are unfamiliar with 
the basics of AI technology to access a well-structured AI literacy education [11]. If 
we—educators—are to best prepare future business leaders to ethically use and 
understand AI, the curriculum should include discussions and information on human 
reasoning versus analogical reasoning. 
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	 As educators, we are not doing our job if we fail to prepare students for the 
ethical challenges raised by AI technology in the business environment [12]. Ultimately, 
human developers will most likely continue to be held accountable for the ethical lapses 
of AI processes [13]. Business graduates must be prepared to ethically use AI and co-
evolve with further AI developments in a way that most benefits both the individual and 
humankind. 

Acknowledgments: The AI research generator Elicit.org was used to search for academic papers 
in Semantic Scholar. Five hundred papers were initially identified as relevant to this study, which 
were narrowed down to 22 full-text studies.

Disclosure of Interests: The author has no competing interests to declare that are relevant to the 
content of this article. 

Table 1. Thematic Analysis of Detection Technologies’ Effectiveness
Detection Tool Type Accuracy Range Limitations Key Features
AI-specific detectors 

(e.g., GPTZero, Turnitin 
AI)

0%–100% False positives, vulnera-
bility to obfuscation

Specialized algorithms 
for AI text detection

Plagiarism detection 
software (e.g., Turnitin, 

Moss)
Varied Less effective for AI-

generated content
Similarity checking, 
database comparison

Machine learning 
models 90% Require large datasets, 

potential overfitting
Adaptability, pattern 
recognition

Human evaluation 35%–69% Inconsistent, time con-
suming

Contextual understand-
ing, qualitative assess-
ment

Keyword analysis Not included Limited scope, potential 
false positives

Simplicity, ease of im-
plementation

Multi-tool approaches 79%–91% Complexity, potential 
contradictions

Comprehensive cover-
age, cross-validation

Table 2. Included Studies [14]

Study Population  
Studied

Detection 
Method Sample Size Detection

Accuracy
Chaka, C., 2024 Undergrad

English 30 AI detectors 40 essays Varied
(0%–100%)

Murray, N., & 
Tersigni, E. 2024

Postsecondary
writing

Human
evaluation 20 instructors 35%

overall

Chen et al., 2024 Introductory
programming

Plagiarism
markers

computational
analysis

983 students
85%

detection
rate

Duane, 2024 Undergraduate
business

Turnitin AI
detection 21 tests

23.8%
passed

undetected
Gosling et al., 2024 Undergraduate

psychology
Turnitin AI
detection 320 responses 94.7%

accuracy
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Ibrahim et al., 2023 University-
wide

GPTZero
OpenAI
Classifier

1,601 partici-
pants Varied

(51%–95%)
Jambunathan et al., 

2024 Non-university ZigZag ResNet Unknown 88.35%
Karnalim et al., 

2023
Web program-

ing Not specified 16 participants Unknown

Kost, 2024 Doctoral studies Turnitin AI de-
tection 48 papers Unknown

Krecar et al., 2024 Multiple disci-
plines

Human evalu-
ation

350 students
12 faculty 53.75%

Mapletoft et al., 
2024

Undergraduate 
business

Multiple AI 
detectors Not specified Varied (0%–

75%)

Mozelius, 2024 Master’s pro-
gram

Multiple AI 
detectors 16 students

Varied 
(46.6%–
71.8%)

Paustain and 
Slinger, 2024

Undergraduate 
microbiology

Multiple AI 
detectors 153 students 79%–91%

Peng et al., 2024 High school es-
says

Multiple AI 
detectors Not specified

> 90% for 
unperturbed 

text
Perkins et al., 2023 Higher educa-

tion
Turnitin AI de-

tection 22 submissions 91% flagged, 
58% identified

Perkins et al., 2024 Undergraduate Multiple AI 
detectors 805 samples

39.5% (unma-
nipulated)

17.4% (manip-
ulated)

Price and 
Sakellarios, 2023 Undergraduate Multiple AI 

detectors 3 students Varied (0%–
99%)

Scarfe et al., 2024 Undergraduate 
psychology

Human evalu-
ation Not specified 6% detection

Streletska et al., 
2024

Undergraduate 
STEM GPT detector Not specified

7.46% and 
4.03% viola-

tion rates

Talaue, 2023

Undergraduate 
English for aca-
demic purposes 

(EAP)

Turnitin AI de-
tection 5 students

29%–100% 
AI use

Taylor et al., 2023
Undergraduate 
computer sci-

ence

Moss plagia-
rism detection

59 students, 
150 AI sam-

ples

Not adequate-
ly detected

Want et al., 2023 Computer sci-
ence

Human evalua-
tion, automat-

ed tools
10 evaluators

Human: 69%
accuracy, Tools: 

varied

Weber-Wulff et al., 
2023

Various disci-
plines

14 AI detection 
tools Not specified Below 80%

Weichert and 
Dimobi, 2024

Undergraduate 
– varied

Multiple AI 
detectors

212 human 
essays

Varied (0%–
24.64%)
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Abstract

	 This article aims to present ethics in current international politics, primarily mani-
fested in President Donald Trump’s second term in the United States and its repercussions 
on the world stage.
This analysis will be conducted from the perspective of realist, constructivist, and institu-
tionalist theories of international relations.
The economic impact of the tariffs imposed by the Trump administration on world trade 
is reviewed. It also examines the threats to incorporate Greenland into the United States 
and reclaim the Panama Canal, as well as its intervention in the peace agreements 
between Russia and Ukraine, viewed from the aforementioned theories, incorporating 
national security concerns and from the perspective of Thucydides’ theory. This theory 
will compare the actions of the United States, China, Russia, and the European Union.
This article presents the ethics of international policy primarily those of Trump and some 
current powers. However, the recommendations proposed by the various theories re-
viewed require modifying some stated policies. The aim is to understand these situations 
and show the path the world is headed in if certain actions, mentioned in the conclusions, 
are not taken.

Introduction

	 Donald Trump’s second term appears to represent a turning point in US foreign 
policy, with a focus on ethics behind his decisions. You could also briefly explain the 
international relations theories that will guide the analysis (realism, constructivism, and 
institutionalism) and how they apply to Trump’s decisions in particular. The question of 
whether it is ethical for great powers to use their influence to impose their interests on 
other countries, as in the case of Trump’s threatened tariffs on Mexico, Canada, and the 
world, or economic sanctions and military interventions, is an issue that involves a deli-
cate balance between political realism, morality, and international justice.
	 From a realist perspective, nations act primarily in their own national interests, 
seeking to maximize their power and security in an anarchic international system. 
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According to this view, great powers, such as the United States, have the right (and 
sometimes the duty) to use their economic, diplomatic, and military power to protect their 
interests. Within this framework, sanctions, tariffs, or even military interventions can be 
viewed as legitimate tools to achieve these goals, contrary to constructivist or institution-
alist theory of international relations.

Background

Current policies and threats of President Donald Trump’s second term
	 The second administration of United States President Donald Trump began on 
January 20, 2025. However, since the election results were announced in November 
2024, he has launched a series of threats, including imposing tariffs on his trading part-
ners and all other countries, reclaiming the Panama Canal, incorporating Greenland into 
the United States, and ceasing to support Ukraine in its war, among others.
The justification began with his “America First” policy, which, during his first term from 
2017 to 2021, resulted in the withdrawal from international treaties such as the Paris 
climate agreement and the Iran nuclear deal, trade tensions with China, disagreements 
with traditional allies such as the North Atlantic Treaty Organization (NATO), and his 
stance on concessions to Russia.
	 Another of his controversial actions is his immigration policy, which he considers 
the United States to be full of enemies who have entered the country illegally.

Ethics versus US policies
	 Ethics is the science that aims to direct human actions and our will toward good-
ness, true happiness, the perfection of the individual, and, consequently, the prosperity 
of societies. (UNAM, 2025). Regarding Trump’s international policy, the interests of the 
United States are prioritized over global concerns, such as the environment, political 
stability, and world peace. This section will delve deeper into this topic.

Theories of International Relations
	 Realism, constructivism, and institutionalism. How the authors of these theories 
express themselves regarding Trump’s international policy actions.

Thucydides’ Theory
	 Thucydides’ theory is based on the idea that when an emerging power (in this 
case, China) challenges an established power (the United States), this generates tensions 
that can lead to conflict. This point is crucial for analyzing Trump’s behavior on the inter-
national stage.
	 It is necessary to compare the policies of Trump, China, Russia, and the EU, ana-
lyzing whether Trump’s behavior reflects a perception of the decline of US power and 
an attempt to reaffirm its global position.
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Tariff Threats

	 The trade war between the United States and China could be analyzed from 
several perspectives. The use of tariffs is a clear example of Trump’s policy and its focus 
on protecting the US economy.
	 The Artificial Intelligence market and competition between the United States 
and China.
	 Threats to incorporate Greenland into the United States and to reclaim the 
Panama Canal.
	 Russia-Ukraine War and US Mediation. What does the United States intend 
with this mediation?
	 The ethics of the United States, China, Russia, and the European Union in their 
participation on the international stage.

Conclusions

	 The article concludes that Trump’s policies, especially in his second term, reflect 
an approach focused on US national interests, often to the detriment of global coop-
eration and international stability. Recommendations based on the theories analyzed 
suggest that a more ethical and cooperative approach is needed to avoid further global 
conflict and ensure long-term global prosperity.
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Extended Abstract

	 The study of job crafting and his relationships in different contexts has been 
increasing in the last years due to the continuous changes occurring globally, such as 
the increasing tendency to the employees been more proactive in their duties [1]; the 
increasing interest in the use of creativity by employees as a mean for crafting their jobs 
and fulfill their duties [2];the importance of facilitating job crafting in service business 
in order to contribute business success [3]; the need of job designers in updating their 
methodologies to include job crafting practices in the hospitality business [4] and the fo-
cusing of companies on developing task competences in their employees and providing 
them with the required resources to aid them in working well and independently [5].
	 Companies are taking great interest in learning about the type of individuals 
who are working under their lead, in terms of their performance, organizational change 
adaptation [6], motivation [7], commitment [4, 8] and other job-related aspects [9, 10] 
and mechanisms which they use to cope with the demands of their jobs as well as devel-
oping policies related to ethical business practices. Not to mention, each company has 
the duty of safeguarding their employees about the uses of technology in their daily 
processes, as is stated by Anwar & Deliana [11], the incorporation of new technologies 
in the hospitality industry has improved the quality of their services and increased the 
efficiency of their business processes, enhancing their engagement.
	 In increasingly digital workplaces, job crafting becomes not only an engage-
ment strategy, but also a space for ethical decision- making, regarding the responsible 
use of technology.
	 According to Gallup Consulting in his report State of the Global Workplace 
when managers are engaged, the employees are more likely to be engaged and this 
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can lead to positive outcomes in organizations such as: profits, retention rates and better 
customer service [12]. 
	 Concurring with this, DNV & United Nations Global Compact state in his report: 
IMPACT: Transforming Business, Changing the World that companies are investing in 
more resources to improve performance as well as working to enclose responsibility for 
performance into relevant corporate functions, as a consequence of the rising under-
standing of the connection between business performance, sustainability and its impact 
into core business strategies [13].
	 The International Labor Organization emphasizes responsible business conduct 
through the MNE declaration, an instrument that provides direct guidance to enterprises 
(multinational and national) on social policy, inclusive, responsible and sustainable work-
place practices [14].
	 Supporting this initiative, the OECD has developed the Guidelines for 
Multinational Enterprises on Responsible Business Conduct, addressing various aspects 
by covering different business-related aspects, including self-regulatory practices that 
might help companies in developing and implementing adequate internal controls and 
ethical programs preventing any act of corruption and bribery [15].
	 However, not only the creation of these types of regulations and guidelines is 
enough.
	 Considering this, Abuzaid & Ghadi [16] state the importance of prioritizing 
ethical conduct within the organization by promoting and enhancing proactive behav-
iors and aligning the organizational and individual values. As well as the Código de 
Integridad y Ética Empresarial [17] published by the Consejo Coordinador Empresarial 
addresses the importance of the fight against corruption within companies and promotes 
principles of integrity and business ethic which companies can incorporate within their 
internal policies.
	 The present study addresses the relationship between organizational commit-
ment and organizational citizenship behavior through job crafting in the hospitality in-
dustry and will analyze the direct effect of organizational commitment on job crafting, 
the effect of job crafting on the organizational citizenship behavior in hospitality indus-
try; the effect of organizational commitment on organizational citizenship behavior and 
the mediating effect of job crafting in the relationship between organizational commit-
ment and organizational citizenship behavior.
	 The methodological framework is based on exploring complex relationships 
underlying the variables previously mentioned and their interactions in the hospitality 
industry. Therefore, the methodology chosen for developing this study is based on the 
PLS- SEM [18] due to it centers on the analysis of total variance and focuses on meas-
uring the model and its structure. Based on PLS-SEM the following relationships can be 
tested as:

1.	 The direct effect of organizational commitment on job crafting.
a.	 Hypothesis: Organizational Commitment has a direct effect on job crafting.

2.	 The direct effect of job crafting on organizational citizenship behavior.
a.	 Hypothesis: Job Crafting has a direct on effect Organizational Citizenship 

Behavior.
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1.	 The direct effect of organizational commitment on organizational citizenship be-
havior.

a.	 Hypothesis: Organizational Commitment has a direct on effect Organizational 
Citizenship Behavior.

2.	 The mediating effect of job crafting in the relationship between organizational 
commitment and organizational citizenship behavior.

a.	 Hypothesis: Job Crafting has a mediating effect on the relationship of 
Organizational Commitment and Organizational Citizenship Behavior.

	 This study contributes to understanding how these variables interact with each 
other and their effects in the hospitality industry, as well as providing evidence to com-
prehend ethical behavior in technology-mediated environments, aligning with interna-
tional frameworks on responsible business conduct.

Disclosure of Interests: The authors have no competing interests to declare that are relevant to 
the content of this article. 
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Introduction

	 The beginning of the 21st century has been marked by a series of significant 
changes in business practices globally. Increased competitiveness, driven by globaliza-
tion, has led companies to adopt strategic approaches aimed at generating long-term 
value (Mukhtaruddin et al., 2019). However, corporate fraud scandals such as those 
involving Enron, Xerox, and Parmalat have undermined investor confidence, prompting 
the implementation of regulatory frameworks like the Sarbanes-Oxley Act in the United 
States to prevent financial irregularities.
	 In this context, business ethics has become an essential pillar for organizational 
sustainability. Ethical decisions not only have repercussions on reputation and investor 
confidence but are also directly linked to long-term financial performance. Companies 
that adopt ethical practices in their corporate governance tend to foster an environment 
of transparency, accountability, and trust, improving their market positioning and, in turn, 
their financial outcomes. This ethical approach benefits not only shareholders but also all 
stakeholders, including employees, customers, and society at large.
	 In the Mexican context, business transparency still faces significant challenges 
due to the lack of mandatory regulations for the disclosure of ESG (Environmental, 
Social, and Governance) information. The absence of standardized ESG metrics affects 
investor confidence (IFAC, 2023). Additionally, structural issues such as corruption, high 
concentration of corporate ownership, and limited employee representation on boards 
of directors have hindered the development of stock markets and impacted the financial 
performance of companies (Watkins Fassler C Flores Vargas, 2015).
	 Given these challenges, the role of corporate governance becomes crucial in 
promoting and ensuring transparency and accountability in business practices. Regulatory 
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frameworks guarantee that activities are conducted ethically, while corporate govern-
ance plays a key role in protecting the interests of both minority and majority sharehold-
ers. One of its primary objectives is to ensure that companies are managed efficiently 
and effectively to maximize profits in a sustainable manner (Vyas, 2023).
	 The primary goal of this study is to conduct an empirical analysis to evaluate the 
relationship between governance dimensions and their impact on the financial perfor-
mance of companies in the non- financial sectors listed on the Mexican Stock Exchange 
(BMV) between 2017 and 2022. This will involve evaluating the impact of governance 
both individually and collectively through descriptive statistical analysis and multiple 
regression analysis. Based on agency theory, one of the main theories in finance and cor-
porate governance (Tekin C Polat, 2020), and stakeholder theory, which posits a positive 
relationship between corporate governance and financial performance (Schäfer, 2019), 
the general hypothesis is that the governance dimension of ESG indicators positively 
influences the profitability of these companies.

Research Objectives

1.	 To construct a corporate governance index based on Mexican regulations and 
international literature.

2.	 To evaluate the impact of each element of corporate governance on the financial 
performance of non-financial companies listed on the BMV.

3.	 To assess how different levels of corporate governance compliance impact key 
financial metrics, such as profitability.

4.	 To propose strategic recommendations for improving corporate governance prac-
tices based on the study’s findings.

	 In the context of an increasingly digitalized business environment, the ethical 
challenges related to corporate governance take on new dimensions. Digitalization not 
only transforms operational processes but also influences how companies implement 
and communicate their ethical and governance policies. Although this study focuses on 
non-financial companies in Mexico, its findings have relevant implications for the digital 
world, particularly regarding transparency, the traceability of decision-making, and 
the integrity of information shared through digital platforms. Therefore, this analysis 
also contributes to the broader discussion on ethical challenges for business in a digital 
world, offering empirical insights into how governance practices can be adapted and 
strengthened in the information age.

Methodology 

	 A quantitative approach based on econometric models and a longitudinal de-
sign is employed, analyzing data from 101 non-financial companies listed on the BMV 
between 2017 and 2022. The database was constructed manually from annual, and 
sustainability reports available on the BMV and official company websites.
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meetings, and promote the inclusion of women on boards of directors. Additionally, it is 
suggested to review and adjust minority shareholder protection policies and codes of 
conduct to minimize negative effects, particularly in areas such as liquidity and profita-
bility, ensuring decisions favor a balance between the interests of all shareholders.
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Abstract

	 In the stock market there is a Volatility Index better known as VIX, it is a financial 
indicator developed by the Chicago Board Options Exchange (CBOE), which measures 
the short-term volatility of the stock market based on the S&P 500 index, this index 
reflects the perception that investors have about uncertainty or volatility in the stock 
market. On the other hand, Bitcoin (BTC) is a decentralized cryptocurrency and the first 
to be created and formally introduced to the market, BTC is the leading cryptocurrency, 
in terms of market capitalization, whose operation is fundamentally based on the use of 
Blockchain technology, this financial instrument characterized by its high volatility, given 
that its price fluctuates significantly in short periods of time, has become an attractive 
investment for an important group of investors. This research analyzes the econometric 
relationship between the VIX, as an independent variable and the price of BTC as a de-
pendent variable, in a time horizon ranging from April 20, 2011 to January 31, 2025, 
with the main objective of observing if there is a negative correlation between the VIX 
and BTC, demonstrating that an increase in the first variable corresponds to a decrease 
in the second, with the objective of demonstrating that in the absence of ethical regu-
lations and security mechanisms in the use of BTC, investors in this type of instruments 
will not care about the volatility that exists in the world, because the BTC becomes a 
refuge for bad financial practices, making it necessary to implement regulatory, ethical 
and transparent frameworks for its use, especially in contexts of public investments or 
business strategies.

Introducción

	 In the last two decades, financial markets have undergone a series of significant 
transformations driven by technological advances, globalization, and, above all, the 
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emergence of financial instruments. Among these new instruments, the so-called crypto-
currencies stand out, referring to decentralized digital assets that have gained popu-
larity due to their great potential to offer various alternatives to traditional financial 
systems. Among them, the one that has stood out the most is Bitcoin (BTC), a cryptocur-
rency that has become the leader according to market capitalization. This has caused 
investors, retailers, and financial institutions to seek them as a refuge during periods of 
economic uncertainty [3], so their volatile behavior causes the search for new investment 
strategies and, above all, new financial market regulation.
	 On the other hand, the volatility index (VIX), developed by the Chicago Board 
Option Exchange (CBOE) [2], is a recognized indicator to determine the perception of 
risk in traditional financial markets, this is because this index measures the implicit will of 
the options of the S&P 500 index, which is why it is commonly used as a gauge market 
uncertainty in real time. For the purposes of this research, the horizon is a period of time 
that goes from April 20, 2011, to January 31, 2025 [3], even though the BT formally en-
tered the market in 2008, it was not until April 2011 when it began to register growth in 
a potential way [4], whose relationship with the VIX has not yet been fully studied, much 
less understood. This space in the academic literature motivates the present research, 
seeking to analyze the econometric relationship between the VIX and the price of BTC.
	 The central problem of this research lies in the need to understand how the 
perception of uncertainty in traditional financial markets, measured by the VIX, influ-
ences the behavior of BTC, an asset characterized by its high volatility and its role as 
a speculative safe haven. This relationship not only has theoretical implications for the 
development of robust predictive models, but also practical ones for the formulation of 
regulatory and ethical policies that mitigate the risks associated with the use of BTC in 
financial transactions. Furthermore, given the growing adoption of cryptocurrencies by 
individuals, small and medium-sized businesses, and even public entities, it is crucial to 
ensure the transparency and traceability of these transactions to protect less informed 
participants and reduce exposure to systemic risk in domestic markets.
	 The central hypothesis of this research is that there is an inverse (negative) re-
lationship between the VIX and the price of BTC, which would imply that an increase 
in the perception of uncertainty in traditional markets would be associated with a de-
crease in the price of BTC. This is based on studies carried out by Bouri et al. (2023), 
which mention the negative relationship between traditional assets and cryptocurrencies 
during periods of financial crisis. However, because BTC is one of the newest financial 
instruments, whose behavior has not been fully studied, it is expected that this study will 
provide empirical evidence that will help in understanding its dynamics.
	 If the fact that there is an inverse relationship between the VIX and the BTC is 
true, it could be thought that given an increase in the perception of risk by investors, they 
would seek refuge in non-traditional financial instruments such as the BTC with all its im-
plications, since Ferrero and Hoffman (2019) define ethics in the financial field as a set 
of moral principles and norms that guide the behavior of individuals and organizations 
among financial markets, which is why the existence of an ethical culture that guarantees 
the integrity of the financial system is necessary [7].
	 So much so that since that distant 2008, the perception of the investing public 
about the morality that lies in the markets has been suffering a deterioration, which 
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implies an important and urgent need to define ethical standards (Ferrero & Hoffman, 
2019), and the financial institutions themselves must act as investment promoters with 
responsible conduct with the companies in which the investments are carried out (Jackson, 
2020; Arjona & De Frutos, 2023), with which the confidence of the participants in the 
stock market would increase and in turn reduce the volatility that is associated with 
speculative practices that are not responsible, thereby generating positive externali-
ties for economic and financial development [1], given the above, Sánchez-Pérez and 
Vargas-Herrera (2021) comment that supervision by government institutions favors the 
emergence of unethical operations, which generates inefficiencies eroding the credibility 
of the financial system.
	 For this reason, it is necessary to make visible the need for regulatory entities 
and ethical mechanisms that contribute, on the one hand, to providing greater certainty 
to the operations of this instrument and, on the other, clarify the way in which it operates, 
in order to reduce the risk exposure of participants, especially those who allocate part 
of their assets to these operations, or as in the case of small and medium-sized compa-
nies that can base their operating and growth strategies on these [4].

Methodology and results

	 This research has a quantitative approach, which was based on empirical data 
used to carry out, first of all, a simple review, with the initial objective of evaluating the 
relationship that exists between the variable BTC as a dependent variable, and Vix as 
an independent variable, these data come from a sample of 3,500 observations, using 
the statistical model in general form:

	 Where y is the dependent variable (BTC),  represents the intercept, while  
is the independent variable (VIX), and finally   refers to the slope of the model.
	 In order to better observe the variables and facilitate the interpretation of their 
relationships and because the variables presented asymmetric distributions, a transfor-
mation of the daily growth rates of each one to a natural logarithmic form was carried 
out in order to reduce the impact of extreme values and try to normalize the distribution 
of the data. The model was carried out through the least squares method (OLS), with 
the following results: the coefficient of determination R2 yields a value of 0.0054 which 
implies that the model only explains 0.54% of the total variability of the BTC, being that 
the statistic F with a value of 19.128, and an associated p-value that does not suggest 
an overall significance of the model, so it can be identified that there is a weak relation-
ship between the variables analyzed. 
	 Given the above, and regarding the OLS, it can be observed that, although 
there is a statistically significant relationship, it is very weak between the VIX and the 
BTC, where the multiple termination coefficient (R) has a value of 0.0737 R2 of 0.0054, 
as observed in the previous paragraph, so the model suggests that the explanatory 
power of the model is very limited and that there are variables that were not includ-
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ed in the analysis that could have a greater weight in explaining BTC. In any case, the 
standard error of the model reached 0.0804, which reflects a high dispersion of the 
residues around the estimated regression line, within the significance test of the model 
(ANOVA), the F statistic presents a value of 19.13 with a p-value less than 0.05, which 
demonstrates a level of statistical significance, however, and due to the R2 result, the 
result should be taken with caution. The general results of the OLS model are shown in 
the following table:

Table 1. Results of the application of the MCO with the studied variables

Regression statistics
Multiple correlation coefficient 0.073746017
Coefficient of determination R2 0.005438475
Adjusted R2 0.005154152
Typical error 0.080382297
Observations 3500

Table 2. Results of the application of the MCO with the studied variables continued

Coefficients Typica Error
Interception 0.005629247 0.001359685
Variable x1 -0.071721672 0.016399015

	 Due to the result obtained with the MCO, a multiple linear regression model was 
carried out with an AR model which shows that there is statistical significance and also 
with a very reduced explanatory power like the previous model, since the correlation 
coefficient (R) reached a value of 0.0839, while the coefficient of determination R2 was 
0.0070 which is an indication that only 70% of the variability in BTC is explained by the 
independent variables of the model (x1 y x2).
	 Like the previous model, the value of R2 may indicate that the model fit is lim-
ited and that there are factors that were not considered in the analysis and that could 
have a significant influence on the BTC, even though the F statistic of 13.0694 and with 
a p-value of 0.000002 shows that it is statistically significant on this last variable.
	 The intercept of the model was estimated at 0.00677 which is statistically signif-
icant at the 1% level, where it is explained that when both independent variables take 
the value of zero, the value of “y” is positive and different from zero, for x1 the result is 
negative, with a significance at the 5% level and an estimated value of 0.0422 with a 
p-value of 0.0102, indicating that an increase of 1 in x1. It brings as a consequence, an 
average decrease of 0.0422 units of “y” as long as x2 remains constant, on the other 
hand, this variable also reflected a negative and significant effect on “y” with a coeffi-
cient of -0.0762 and a p-value of 0.0000087 reflecting that increases in x2 are related 
to decreases in the values of the variable “y”. In tables 3 and 4, the statistics produced 
by the model are presented.
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Table 3. Results of the application of AR with the variables studied

Regression statistics
Multiple correlation coefficient 0.083902095
Coefficient of determination R2 0.007039562
Adjusted R2 0.006500934
Typical error 0.085106435
Observations 3690

Tabla 4. Results of the application of AR with the variables studied

  Coefficients Typica Error
Interception 0.006766292 0.00140579
Variable x1 -0.042191817 0.016412596
Variable x2 -0.076206977 0.017107736

	 Even though both coefficients are statistically significant, their lower magnitude 
indicates that the impact they have on “y” is minimal, so their usefulness in predicting the 
model in empirical applications is limited.

Conclusions 

	 The research was carried out in relation to the Stock Market Volatility Index 
(VIX) and the price of Bitcoin (BTC), considered an emerging financial asset with certain 
characteristics of speculative refuge, for this purpose two regression models were imple-
mented, with 3,500 data in a research horizon of April 2011 and January 2025, the 
first model was with least squares (OLS) and the second with an autoregressive model 
(AR).
	 The results obtained show that there is an inverse or negative relationship be-
tween the variables and although it is statistically significant, the relationship also shows 
a weak relationship, and although the explanatory power of the models was limited, 
with coefficients of determination R2 less than 1%, which in some way supports the initial 
hypothesis, the initial hypothesis is partially supported.
	 From an ethical and regulatory perspective, the findings demonstrate the impor-
tance of strengthening regulatory frameworks that incorporate sound ethical principles 
in the international financial market, particularly with regard to the adoption of crypto-
currencies, since these financial assets can be a safe haven for malpractice and money 
laundering.
	 Future lines of research could include incorporating additional relevant varia-
bles, applying nonlinear models and advanced machine learning techniques, and exam-
ining the regulatory impact and ethical framework on the stability of the cryptocurrency 
market, with the aim of observing the relationship this market may have with the ethics 
of financial markets.
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Extended Abstract
	
	 Cloud computing has become a cornerstone of modern business operations, 
offering organizations across the globe unparalleled benefits such as scalability, cost 
efficiency, and enhanced collaboration. However, its adoption is not without significant 
challenges, which vary by region due to differences in regulatory environments, infra-
structure, and economic conditions. In the United States, cloud computing has been widely 
adopted across industries, driven by its ability to reduce operational costs, improve 
flexibility, and foster innovation. However, its implementation is accompanied by several 
challenges that organizations must navigate to fully realize its potential. One of the 
foremost challenges in the U.S. is ensuring data security and privacy. The multi-tenant 
nature of cloud environments raises concerns about unauthorized access, data breaches, 
and insider threats (Asiri, 2024). Organizations must implement robust security meas-
ures, such as encryption and multi-factor authentication, to protect sensitive information. 
Additionally, the rise of sophisticated cyberattacks, including distributed denial-of-ser-
vice (DDoS) attacks, underscores the need for advanced threat detection and mitiga-
tion strategies (Alghofaili et al., 2021). Compliance with regulations such as the Health 
Insurance Portability and Accountability Act (HIPAA) and the Sarbanes-Oxley Act adds 
complexity to cloud adoption. These regulations require organizations to ensure that 
their cloud providers adhere to strict data protection standards, which can be challeng-
ing given the dynamic nature of cloud environments (Asiri, 2024). Failure to comply can 
result in legal repercussions and reputational damage.
	 While cloud computing is often touted for its cost efficiency, many organiza-
tions struggle with unexpected expenses due to inaccurate forecasting and ineffective 
optimization strategies. A Gartner (2024) survey revealed that 69% of IT leaders ex-
perienced budget overruns in 2023, highlighting the need for better cost management 
practices. Organizations must adopt tools and strategies to monitor and optimize cloud 
usage to avoid financial strain. Effective management of cloud resources remains a sig-
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nificant challenge, particularly in hybrid cloud systems. Studies have identified synchro-
nization and backup issues as major technical barriers, which can disrupt operations and 
reduce efficiency (Hui et al., 2023). Organizations must develop strategies to ensure 
seamless integration and management of cloud resources. Trust is a critical factor in 
cloud adoption, particularly regarding data privacy and regulatory compliance. The 
lack of clear service-level agreements (SLAs) and transparency in cloud service pro-
viders’ practices can deter organizations from fully embracing cloud solutions (Khan & 
Ullah, 2016). Building trust requires providers to demonstrate a commitment to security, 
compliance, and customer satisfaction.
	 In Europe, cloud adoption is growing, with 43% of EU enterprises having adopt-
ed cloud computing services in 2023 (Bauer, Erixon, & Pandya, 2024). However, the re-
gion faces unique challenges that stem from its regulatory environment, market dynam-
ics, and infrastructure gaps. Data sovereignty is a primary concern in Europe, driven by 
stringent regulations such as the General Data Protection Regulation (GDPR). European 
companies are increasingly turning to sovereign clouds to address privacy issues and en-
sure compliance with local laws (Telecom Review Europe, 2024). Sovereign clouds allow 
organizations to store and process data within the EU, reducing the risk of unauthorized 
access by foreign entities. The dominance of US-based cloud providers, such as Amazon 
Web Services (AWS), Microsoft Azure, and Google Cloud, poses significant challenges 
for European data sovereignty and competition. This dominance has led to concerns 
about the stifling of European cloud providers and the need for greater digital inde-
pendence (Bartram, 2024). Policymakers are advocating for reduced reliance on for-
eign cloud services to promote the growth of native European providers. The European 
regulatory landscape is complex, with initiatives such as the Digital Services Act (DSA) 
and Digital Markets Act (DMA) adding layers of compliance requirements for cloud 
providers. These regulations aim to ensure fair competition and protect user data but 
can create challenges for organizations navigating the legal framework (Usercentrics, 
2024). Security remains a significant concern in Europe, with initiatives like the EU Cloud 
Code of Conduct aiming to enhance trust among users. The code provides a framework 
for cloud service providers to demonstrate compliance with GDPR standards, thereby 
addressing privacy and security concerns (Blancato, 2024). Europe faces a substantial 
investment gap in ICT and cloud-related sectors compared to the US, totaling approxi-
mately USD 1.36 trillion. This gap presents a significant challenge for native European 
cloud providers to compete effectively with their US counterparts (Bauer, Erixon, & 
Pandya, 2024). Addressing this gap requires increased investment in infrastructure and 
innovation. 
	 In the Middle East, cloud adoption is hindered by a combination of security con-
cerns, regulatory challenges, infrastructure limitations, and financial constraints. Despite 
these barriers, governments in the region are actively promoting digital transformation 
to foster economic growth. Security and privacy remain paramount concerns for or-
ganizations in the Middle East, particularly among small and medium-sized enterprises 
(SMEs). Apprehensions about data breaches and unauthorized access significantly im-
pede cloud adoption (Alrababah, 2022). Addressing these concerns requires robust se-
curity measures and increased awareness of best practices. The absence of comprehen-
sive laws governing technology use creates uncertainties around compliance and data 
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sovereignty, discouraging businesses from transitioning to cloud platforms (Alrababah, 
2022). Governments in the region must develop clear and consistent regulatory frame-
works to support cloud adoption. Limited access to cloud computing environments and 
colocation options hinders the ability of providers to offer a broader range of services. 
Despite governmental efforts to foster a digital economy, infrastructure gaps remain 
a significant barrier to cloud adoption (Abudaqqa, 2025). Budgetary restrictions and 
concerns about return on investment deter SMEs from adopting cloud-based solutions. 
Additionally, currency fluctuations in the region introduce financial uncertainty, as the 
cost of cloud services can vary significantly due to exchange rate movements (Arora et 
al., 2024). Strategies such as local currency contracts or regular price realignment are 
needed to mitigate this issue.
	 Data sovereignty refers to the concept that information is subject to the laws 
and governance structures of the nation where it is collected or processed. As cloud 
computing enables data storage and processing across global infrastructures, countries 
have implemented various policies to maintain control over their data. The US has tak-
en a proactive approach to cloud sovereignty through legislative measures such as the 
Clarifying Lawful Overseas Use of Data (CLOUD) Act, enacted in 2018. This act allows 
US-based technology companies to provide federal law enforcement access to data 
stored on servers, regardless of location. While the law facilitates cross-border cooper-
ation in criminal investigations, it has raised concerns among other countries regarding 
conflicts with their domestic data protection laws (Qin, 2025). The EU has adopted a 
strong stance on data protection and privacy through GDPR, which enforces stringent 
rules on data storage, processing, and transfer. The EU Cloud Code of Conduct, intro-
duced in 2021, provides a framework for cloud service providers to ensure compliance 
with GDPR standards (Blancato, 2024). These efforts reflect the EU’s commitment to 
safeguarding personal data and maintaining trust in cloud computing services.
	 China has implemented some of the strictest data localization laws in the world, 
requiring certain categories of data to be stored within its national borders. Under 
China’s Cybersecurity Law, companies handling critical information infrastructure must 
store data domestically and undergo security assessments before transferring data 
abroad (Yun, 2024). This approach reflects China’s broader strategy of digital sov-
ereignty, where state control over information is prioritized. A survey conducted across 
multiple countries, including France, Germany, the United Kingdom, and the United 
States, revealed that 98% of organizations have implemented or plan to implement 
data sovereignty strategies (Scality, 2023). Many companies are adopting hybrid cloud 
solutions to store sensitive data within their home country while leveraging global cloud 
services for other operations. Some organizations are also turning to regional cloud 
service providers as alternatives to major US-based providers (Malik et al., 2024).
	 Despite these efforts, significant challenges remain due to the lack of glob-
al standardization in data sovereignty policies. The fragmented regulatory landscape 
creates compliance risks and enforcement difficulties for multinational organizations op-
erating in multiple jurisdictions. Addressing these challenges requires increased inter-
national collaboration and the development of harmonized frameworks that balance 
national security concerns with the benefits of a globally connected digital economy 
(Lohmöller et al., 2024). As cloud computing continues to evolve, governments world
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wide are actively refining policies to assert data sovereignty. The rapid advancement 
of technology necessitates ongoing discussions between policymakers, industry leaders, 
and international organizations to establish best practices for data governance. While 
data sovereignty measures are essential for protecting national interests, achieving a 
balance between security, privacy, and innovation will be crucial for the future of cloud 
computing in a digitalized world (Belli, Gaspar, & Jaswant, 2024).
	 Cloud computing offers immense potential for organizations worldwide, but its 
adoption is fraught with challenges that vary by region. Addressing these challenges 
requires a combination of robust security practices, regulatory adherence, efficient re-
source management, and transparent provider-client relationships. As the global digital 
economy continues to grow, the importance of data sovereignty and international col-
laboration will only increase, shaping the future of cloud computing for years to come. 
In the extended paper, we will discuss further the theoretical framework of geopolitical 
and ethical perspectives of cloud computing.   
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Extended Abstract

	 One of the main challenges and threats to international security lies in jihadist 
terrorism. It is a threat that is becoming increasingly latent and is increasingly expand-
ing to the international scene. As for Europe, the continent has been the scene of major 
jihadist attacks carried out by the two major terrorist organisations that ravage the 
international scene: Al Qaeda and Daesh. This was the case of 11M in Madrid or the at-
tacks that took place in Paris in 2015 and the fatal attack on Las Ramblas in Barcelona 
two years later. However, it is not the only cause of terrorism at an international level. 
Currently, the panorama is very diverse, but with a common denominator and that is 
to put the spotlight on the use of Artificial Intelligence and social networks by terrorist 
groups to recruit and radicalise new combatants. In five points, Pisabarro (2024) ex-
plains how the TikTok platform is a strategy to expand cyberjihad among young people: 
(1) due to its format based on creativity and “hooking” users through challenges, (2) due 
to its diversity in reaching any community, (3) due to its influence on public opinion, (4) 
due to young people’s fear of missing out on what happens on social media, and (5) due 
to the Artificial Intelligence algorithm that makes the user consume similar content.
	 According to Rapoport (2004), from the end of the 19th century to the present, 
there are four waves of terrorism that the author differentiates. The first is led by an-
archist terrorism where the target of the attacks were the heads of state because they 
were seen as the cause of all the evils in society. This first typology continued until the 
time of Versailles, when, after this, the author indicates that the second wave began: 
“the colonial wave” where the objective of the attack was directed towards the security 
forces and bodies because, as the author explains, they were perceived as the ears and 
eyes of the State. From then until the 70s when the third wave described by the author 
begins: “the wave of the extreme left” where violence has no political weight and ends in 
the 80s with the fourth wave understood as “religious terrorism”. It is in this last one that 
we are currently in and that, according to the author, radicalization began to mutate into 
terrorism. These ideas together with the international impact caused by the 9/11 attack, 
demonstrated that far from this strictly local conception of terrorism, terrorism is an issue 
that concerns the international community.
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ing to the international scene. As for Europe, the continent has been the scene of major 
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forces and bodies because, as the author explains, they were perceived as the ears and 
eyes of the State. From then until the 70s when the third wave described by the author 
begins: “the wave of the extreme left” where violence has no political weight and ends in 
the 80s with the fourth wave understood as “religious terrorism”. It is in this last one that 
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terrorism. These ideas together with the international impact caused by the 9/11 attack, 
demonstrated that far from this strictly local conception of terrorism, terrorism is an issue 
that concerns the international community.
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	 Similarly, in reference to what Neumann (2009) explains, there are two types 
of terrorism: an “old terrorism” based on a counterattack structure where objectives that 
are understood as legitimate are pursued; and a “new terrorism” made up of a network 
structure whose purpose is to reach the international level and provoke mass attacks with 
excessive violence. However, within jihadist terrorism, authors such as Reinares, García 
and Vicente (2020) divide this phenomenon into three periods: a first that runs until 
months after 9/11, a second that spans a decade until 2011, coinciding with the bite of 
the then leader of Al Qaeda, Osama Bin Laden; and a third moment that begins with the 
jihadist insurgency in the context of the Syrian Civil War and which, in turn, coincides with 
the terrorist explosion on social networks. Therefore, not only was there talk of terrorism, 
but there was already talk of cyberterrorism.
	 The Internet itself provides a host of benefits and has changed the way we see 
the world, creating this information dependency. With a click of a button, we can find 
out what is happening in another part of the planet, participate virtually in events or get 
in touch with people miles away. But at the same time, the arrival of the Internet makes it 
possible for illegal actors to see this as an opportunity to commit their crimes, recruit and 
radicalize new combatants. Among them, it is worth highlighting the possibility of reach-
ing new followers and radicalizing lone wolves. The current threat from the European 
Union in this matter is such that, in fact, according to Espinosa (2016), most of the lone 
wolves who attack on European soil are citizens of the region.
	 This increasingly perennial idea of ​​cyberjihad, together with what Vicente 
(2024) has stated, indicates that 23.40% of the jihadists convicted or killed in Spain at 
the beginning of the radicalisation process between 2012 and 2023 were under 18 
years of age, which represents an increase of 6.3 percentage points compared to the 
period between 2001 and 2011. 

Graph 1- Jihadists convicted or killed in Spain, according to the period of detention or death 
and age group at the start of the radicalisation process

Own elaboration based on Vicente (2024)
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	 This is why this research will analyse how terrorist organisations target young 
people through social media, what messages they send to their target audience and 
through what formats. In this way, it will be observed how the role of young people in 
terrorist organisations has evolved and how they have used social media to expand their 
narrative to generation Z. Therefore, the main objective of this research is to analyse 
how terrorist organisations have adapted to the new platforms and are using the main 
social networks to reach an increasingly younger audience. This will either refute or con-
firm the initial hypothesis: terrorist organisations have adapted their propaganda ma-
chinery with social networks and Artificial Intelligence to attract and radicalise new and 
increasingly younger combatants. In addition, this research will look at the factor of the 
ethics of terrorism, taking into consideration authors such as Malatji and Tolah (2024).
	 Therefore, under this idea and with the premise that more and more young peo-
ple and minors are becoming radicalised through social networks, the main question 
will be answered: How do terrorist organisations penetrate the minds of young people 
who are recruited and radicalised?; which in turn will answer another question: What 
messages and formats do terrorist organisations use to attract new followers? All of this 
from the use of a methodology based on a descriptive method, thus allowing us to show 
the theoretical and conceptual framework about this phenomenon. After this, an analyt-
ical method has been carried out, which has allowed us to understand and establish the 
causal relationships between the transformations of jihadist propaganda and the growth 
of increasingly younger users on the main social networks.
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Extended Abstract

	 The rise of Artificial Intelligence (AI) has brought multiple new technological 
advancements and business opportunities. One of these opportunities is AI-enhanced 
targeted advertising. Advertisements are everywhere—on TV, in stores, and on most 
websites. However, with more and younger users spending time on platforms that deploy 
these targeted ads multiple times, some ethical concerns arise.
AI can be hard to define, but to summarize “Artificial intelligence (AI) is a technology that 
enables computers and machines to simulate human learning, comprehension, problem 
solving, decision making, creativity and autonomy.” [1].
	 In advertisements, AI follows the same philosophy. It works by collecting user 
data, such as browsing history, search queries, geological locations, or time spent on 
certain content. Based on this information, the AI predicts what kind of ads a user is more 
likely to interact and engage with. This process is what makes AI enhanced targeting 
advertising so powerful and effective. As it continues to learn from users and their be-
haviors towards certain content, it refines ads to maximize engagement. [2]
	 AI-enhanced advertisements are highly effective, but with this effectiveness 
comes significant responsibility. One of the major concerns is data privacy, as AI to 
display these ads needs vast amounts of personal user data. These systems continuously 
collect user data often without users fully realizing its extent. [3].
	 Young users can be particularly vulnerable, as they do not fully realize and 
understand how these algorithms work and what data they are sharing. Without their 
knowledge, their digital footprint forms before they can truly understand data privacy. 
[4].
	 Moreover, companies often store this data long-term. Since different platforms 
use it, security concerns arise. Especially in cybersecurity where there could be a data 
leak exposing some of this user’s personal information. Young users do not have the 
knowledge or awareness to be responsible for using tools to manage their online priva-
cy. [5].
	 Additionally, algorithmic bias is a concern. Since AI models are only good as 
their training data. If the training data happens to contain biases, the AI will find these 
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patterns and replicate them. Sometimes even, amplify them. In advertising, this could 
mean the system targets certain groups of people towards a certain product, while a 
different group might be excluded completely from seeing that type of product. [6].
	 A good example is Facebook. A company placed an advertisement for sci-
ence, technology, engineering, and math (STEM) career opportunity. The ad aimed to be 
gender-neutral, but due to Facebook’s advertisement algorithm, this advertisement was 
shown more frequently to males than females. [7].
	 Unlike traditional advertising, where it is clear why companies place ads in a 
certain context, AI-enhanced advertising relies on complex algorithms that are difficult 
to understand. Users often do not understand why they are seeing a particular ad, mak-
ing it harder to recognize patterns of influence. Every user has the right to understand 
why they are seeing a specific ad. This lack of transparency also makes it difficult to 
regulate or challenge AI-driven decisions, as companies using these technologies may 
not fully understand how their models prioritize content. [6] [8].
	 Most companies that are deploying these AI enhanced ad systems often do not 
fully understand how they operate. Since many businesses rely on third-party AI models 
or outsourced machine learning services. It is easy to understand why their knowledge is 
so limited. Often treating these AI’s as “magic” that optimizes and boosts their engage-
ment and sales. Deploying something and not bothering to fully understand, is ethically 
concerning as they do not understand the full capacities of the AI. This means that AI 
could display inappropriate content without clear accountability. Having a bigger im-
pact on the younger audience. [8] [9].
	 Since AI cannot distinguish between ethical and unethical engagement, it will 
display a harmful or misleading ad if it performs well. The system will continue to pro-
mote this ad regardless of its consequences. This is of course an unintended effect on 
these companies’ advertising strategies. With this, it becomes clear that we need strict 
safeguards to prevent showing this type of content. [10] [11].
	 Beyond this, we must also consider ad fraud. Since AI enhanced advertising 
systems are based on interactions. These systems are vulnerable to fraudulent activities 
such as bot traffic and click fraud. These fake interactions can manipulate and inflate 
engagement metrics gathered by the AI. Making advertisers believe their campaigns 
are performing well, while also distorting how the AI learns and optimizes future ads. As 
a result, AI may prioritize engagement from these automated systems since they gener-
ate more engagement. Making companies waste money on advertising for automated 
systems, which can affect the company’s economy. [6].
	 To address these ethical concerns, companies need to take steps to make AI-
enhanced targeted advertising safer and more transparent, for everyone, especially for 
young users.
	 Regarding data collection, there should be better data privacy rules. Platforms 
need to explain clearly, what data is used and collected. Data collection on young us-
ers should be opt-in, ensuring that no personal data is collected. Young users and their 
guardians should have total control over their data and its collection.
To reduce AI bias, developers need to check the training data used in the AI. It is im-
portant to make sure the data is unbiased and balanced. To mitigate further this issue, 
experts should inspect the training data and the AI itself every trimester to thoroughly 
analyze for potential biases.
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	 Bot traffic and click fraud can be hard to spot, but by continuously analyzing 
traffic and their patterns, an AI system can spot irregularities and filter bot-generated 
clicks while also taking action to prevent showing those ads to automated systems.
As for transparency concerns, there should be a way to show users exactly what origi-
nated a certain decision, for example an ad for gaming mouse, could show that it was 
based on a recent search for a gaming mouse made by the user.
	 Finally, companies must take a sense of responsibility to continue to improve and 
make AI enhanced advertising safer and more ethical.

Conclusions

	 Advertising while also using a tool like AI is a great business opportunity, but 
this opportunity also comes with ethical challenges. As the use of AI in the advertising 
business increases, the need for responsible use grows. By actively using AI ethically, 
companies can build trust in their consumers and protect their reputation. Competitive 
markets, such as advertising, cannot ignore its advantages, as it can give an edge to 
the companies in a constantly changing market. Transparency and accountability are 
extremely important. Businesses and their users must understand how AI makes decisions, 
especially regarding young users, who might not grasp how their data is used. While 
using AI ethically, we should prevent dangerous or harmful content, protect user data, 
and reduce bias in ad targeting. Since AI systems can be tricked and influenced by bot 
traffic and click fraud, developers, and businesses need strong mechanisms to stop this 
fraud and ensure ads reach the desired audiences. By critically examining these ethical 
concerns and taking deliberate steps to address them, AI can create a better experience 
for everyone, not just as a business tool but as a way to improve advertising.
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Abstract

	 This paper explores current ethical challenges when using Artificial Intelligence 
(AI)-based tools for students and professors in the academic writing stages. We collected 
the opinions of a group of bachelor students on these problems through a questionnaire. 
The students answered 10 quiz questions in Moodle. In the extended abstract, we briefly 
present and analyze the preliminary results of this research.

Extended Abstract
Introduction

	 Generative Artificial Intelligence has become important for knowledge creation, 
acquisition, and dissemination. However, using AI-generated text in academic writing 
raises ethical problems regarding authorship, introduces risks of plagiarism, limits the au-
thors’ creativity and capability to handle and structure ideas, and compromises research 
integrity (1).
	 Practically, there are no ethical concerns about using AI tools for literature 
search overviews and summaries. However, one should check the sources’ reliability and 
relevance to the research subject. Sometimes, the results of this stage can also motivate 
the selection of a new topic for the project or research work. 
	 There are a few situations where using AI-generated data for research purpos-
es is acceptable, mostly when studying topics related to AI characteristics. Otherwise, the 
data source should be documented and acknowledged. Sometimes, researchers produce 
data via computer simulations and can benefit from AI’s help during the modelling de-
sign and coding stages. The IEEE (2), (3) and ACM (4) codes provide foundational ethical 
guidance for integrity, honesty, respect for privacy, and professional responsibility that 
shape the processes by which data is acquired, managed, and reported. 
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	 Nevertheless, using acknowledged AI tools for grammar checking, proofread-
ing, and style improvement is acceptable (5). Generative AI may also help to analyze 
the clarity, structure, and understandability of academic writing.
	 Relying on Generative AI tools is one of the most relevant topics associated with 
studies about Generation Z, or Gen Z for short, which designates people born between 
the late 1990s and early 2010s. They are our youth today (6). Many things were said 
to explain the characteristics of this generation. However, we would only refer to several 
known keywords that characterize this generation’s everyday life, such as the Internet, 
diversity, individualism, pragmatic attitude, climate change, and valuing collaboration, 
which is just a glimpse of the complexity of such an approach.
	 This paper explores current ethical challenges when using Artificial Intelligence 
(AI)-based tools for the stages of academic writing. We collected the opinions of a 
group of bachelor students on these problems through a questionnaire. The students 
answered 10 quiz questions in Moodle. In the extended abstract, we briefly present and 
analyze the preliminary results of this research.

Methodology

	 A survey with 10 questions was implemented in Moodle and administered to a 
group of 24 bachelor students. We categorize the questions into three thematic catego-
ries:

1.	 Questions with quantitative answers about the preference for various working 
methods used for academic work preparation, 

2.	 Questions with qualitative answers exploring students’ experience and perspec-
tives on ethical AI use, 

3.	 The extent to which students rely on AI in different stages of academic writing. 

	 In this survey, we used both numerical and short-answer questions. The numer-
ical items asked respondents to type an integer between 0 and 100 to indicate how 
often they use or rely on a particular tool in their academic work. In this context, 100 
represents a total agreement/preference. These values are not percentages but rather 
approximations of the frequency of the usage degree.

Results and Discussion

	 The preliminary results show that students use online (AI-assisted) search, col-
laboration with colleagues, AI chat, and traditional methods in descending order of 
preference. We also observe a stronger preference for AI-assisted design and coding 
programs than using AI for preparation and effective writing.
	 Below are several answers to qualitative question 10, “What measures would 
be effective in discouraging the unethical use of AI in academic paper writing?”:

•	 Use detection tools, create clear guidelines and regulations about AI papers, fos-
ter a culture of integrity and improve transparency. 
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•	 Strict Penalties for Misconduct. Promote Ethical Scholarship.  
•	 A multifaceted approach combining policy, education, and technological solutions 

is necessary to discourage the unethical use of AI in academic paper writing. 

	 The students’ answers indicate that they intuit the limits of ethical AI use and 
foresee solutions to the current difficulties.
	 All the data for this survey is available at (7). The repository contains the ques-
tions, the answers and the graphs with the average values for the numerical answers.

Concluding Remarks

	 Using AI opens new opportunities for enhancing academic writing productivity. 
However, we must consider ethical aspects before adopting AI. The results of our ques-
tionnaire show that students perceive AI as applicable but with well-defined limits. It is 
widely acceptable for research and programming but could affect academic integrity 
if inappropriately used in the final writing process. This article reinforces the need to 
improve the current standards and recommendations about the ethical use of AI in aca-
demic writing. Future research should explore institutional approaches to standardizing 
AI ethics in academic publishing. For the final version of this paper, we will present in de-
tail the results and conclusions of our questionnaire. In addition, we intend to give a more 
detailed literature review, comparing our findings with similar works. We also intend to 
give several examples of using AI for quiz question design. In a future paper, we will 
share our experience with the methodology for producing raw Markdown-based slides 
with the help of AI for theoretical support and laboratory work in Programming courses.
Acknowledgements. This text started with an intensive series of conversations with 
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Extended Abstract

	 Web 2.0 has been previously understood as an online public sphere that ena-
bles people to construct identities and communities, to influence official politics, and to 
promote democracy (Dahlgren, 2005). Thus, one of the new proposed digital rights is 
the right to participate in the digital online sphere. The European Declaration of Digital 
Rights advocates for the protection of the right to participate in the digital online sphere. 
Everyone should have access to a trustworthy, diverse, and multilingual digital environ-
ment. The justification is that access to diverse content contributes to a pluralistic public 
debate. The common element between the importance of the right to participate in the 
digital public sphere and the notion of well-being is the metaphor of “human flourishing” 
(Logan et al., 2023).
	 Due to gender patterns, there are gaps between how young men and women 
interact in the online spaces. Young men are more likely to share content online, to look 
for information, read news about politics, while young women more often go online for 
social interaction and relationship maintenance (Bode, 2017). Additionally, young wom-
en are more likely to feel that when they share their views, they are exposed to bullying, 
harassment and hate speech online. 60% of women (compared to 31% of men) feel that 
their gender is the reason for the reactions to their views (UNDP, 2021).
	 The rise of the misogynistic, sexist and anti-feministic online speech in social 
media in the recent years poses the question of whether youths (young people aged 
from 18 to 24) are affected by this, how so, and the role that AI algorithms and new AI 
moderation techniques play on this. Researchers recently conducted a survey in the 
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UK to examine the impact of anti-gendered speech. The survey revealed that women 
primarily fear of being trolled or targeted by misogynists when they express themselves 
online and share photos (Stevens et al., 2024). There is evidence that algorithms in so-
cial media privilege extreme material over less provocative one, such as misogynistic 
speech viewed by young people, provoking a similar impact on their offline behaviour 
to girls (Cowood, 2024). Social media platforms use algorithms to create users’ pro-
files and keep them engaged in content (e.g. videos on YouTube), as advertisers pay 
based on viewers’ attention (Zuboff, 2019, Amnesty International, 2023). Young users 
can view somewhat neutral content and “can suddenly find themselves immersed in more 
extreme or harmful material” (Spring, 2024, Hopkins, 2024) as the algorithm identifies 
that content as their interests will actively amplify and direct that content (Regehr et al, 
2024). Additionally, AI generated tools have added new ways of women’s online abuse 
and harassment like sexualised deepfakes (Dunn, 2021). There is a legitimate fear that 
anti-feministic, sexist and misogynistic content normalises certain ways of thinking and in-
creases inequalities between groups (Theilen, 2023) and is an attempt to silence women 
and increase gender inequality with severe political and social implications.
	 In this paper, we are going to present part of our findings of our research 
project “Gendered exclusion and wellbeing on the internet” (University of Nottingham, 
Horizon Institute of Digital Economy, Welfare Campaign) which focuses on the internet 
as a technology which affects people’s wellbeing. Our project key aims are to explore 
how the misogynistic, sexist and anti-feministic speech creates barriers that prevent 
people from sharing opinions and thoughts in social media and from generally feeling 
able to participate on online platforms, and how this directly affects their wellbeing. 
We conduct quantitative research on social media users. Additionally, as the University 
of Nottingham attracts students from multiple cultural and ethnic backgrounds, we con-
duct qualitative research on University of Nottingham students and staff. We are cur-
rently collecting responses, and our overall aim will be for online survey 100-150 and 
interviews 50. 
	 Our first aim was to investigate: A) how they are impacted by the use and 
rise of misogynistic, antifeminist, hostile and manosphere online speech, B) wheth-
er they have experienced gendered digital exclusion or felt that their gender 
made it more difficult for them to participate due to their fear of being attacked. 
Additionally, we focused on the role that AI technologies play in this context. Given that 
Generative AI tools can help online users to create misogynistic, sexist and anti-feministic 
content, we investigated whether young people have encountered this AI content (such 
as sexualised deepfakes videos and images, AI generated images that enforce gender 
stereotypes and AI chatbots making misogynistic jokes or comments) and whether they 
believe that they can recognise AI generated content.
	 As AI moderation services on social media can automatically make moderation 
decisions -- refusing, approving or escalating content – and they continuously learn from 
their choices, we asked online users, University of Nottingham students and staff, whether 
algorithms on certain platforms show them content that they regard as misogynistic, sex-
ist or anti-feminist. We also asked them if they ever felt that content, they have posted 
was detected by AI algorithms as misogynistic, sexist or antifeminist even if it was not or 
if it should be detected and it was not. Finally, we shared these expressed views and 
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concerns with various professional stakeholders, such as social media and tech industry 
developers, civic organisations, policymakers about effective ways to mitigate the phe-
nomenon. The aim of this study is not only to capture the impact of such speech on mental 
health and online participation but also to raise public awareness about the extent of 
the phenomenon and its social harms, suggest ways to mitigate it, and provide resources 
to educators and individuals to address it and discuss openly about these issues.
In this paper we will present our research findings focused on the young people aged 
from 18 to 24 in comparison with the other population and search whether young peo-
ple are less or more likely to take advantage of the opportunities raised by communica-
tion in social media and confront the new AI challenges. 
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Introduction

	 The integration of artificial intelligence (AI) in social media platforms predomi-
nantly used by young people has introduced some ethical challenges that require urgent 
attention. AI-driven algorithms influence content selection, shape digital interactions, and 
impact youth behavior in ways that raise concerns about privacy, mental health, algo-
rithmic biases, and digital literacy. These concerns align with global initiatives such as 
the Global Digital Compact, which advocates for a human-centered, rights-based, and 
inclusive digital future.
	 This paper aims to explore the ethical considerations surrounding AI deploy-
ment in youth-oriented social media environments, emphasizing governance structures 
and regulatory frameworks that ensure AI-driven technologies prioritize youth well-be-
ing. As organizations like UNA Portugal advocate for responsible digital policies, this 
discussion becomes particularly relevant within both the Portuguese and global digital 
landscapes. Additionally, this paper draws on research concerning the transformation of 
ICT values during uncertain times (Saraiva et al., 2021), analyzing how crises—such as 
the COVID-19 pandemic—accelerate digital transformation and reshape ethical norms.
	 The three main research questions of this proposal are: 
(1) What are the main ethical implications of AI in Social Media for young users?, (2) 
Which is the role of governance in the AI ethics?, (3) Which is the lessons learned from 
a case study of digital transformation?.
	 These questions will guide the paper´s exploration of AI ethics, policy frame-
works, and the evolving role of AI in youth-oriented digital environments.

The Ethical Implications of AI in Social Media for Young Users

	 AI systems are the backbone of social media platforms, influencing user expe-
riences through content recommendation algorithms, targeted advertising, and modera-
tion tools. While these technologies optimize engagement and personalization, they also  

mailto:anasaraiva@apee.com
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present ethical risks, particularly for young users who may be more susceptible to digital 
harm. The most critical concerns include:

AI-Driven Content moderation and Its Impact on Youth Well-Being
	 Recommendation algorithms optimize content for engagement, often amplifying 
emotionally charged material. Research suggests that prolonged exposure to extreme 
content can negatively affect youth mental health, contributing to anxiety, depression, 
and harmful self-perception (Tavares, 2003). This paper examines how ethical AI design 
can mitigate these risks and promote youth digital well-being.

Privacy and Data Protection in Social Networks
	 Young users often share personal data without a full understanding of AI track-
ing and profiling mechanisms. AI systems collect vast amounts of personal information to 
refine targeting strategies, raising concerns about user autonomy and data governance. 
The Global Digital Compact calls for stronger policies that safeguard digital rights, 
emphasizing the role of regulations such as the EU’s General Data Protection Regulation 
(GDPR) and Portugal’s digital policies in ensuring responsible AI utilization.

Algorithmic Bias, Discrimination, and Representation in AI
	 AI models inherit biases from training data, leading to discriminatory outcomes 
in content recommendations and moderation. Marginalized youth communities are dis-
proportionately affected, limiting their visibility and access to digital opportunities. This 
research investigates how ethical AI frameworks can address algorithmic discrimination 
and ensure fair representation in online spaces (Saraiva et al., 2021).

Ethical Considerations in AI-Enhanced Targeted Advertising for Young Audiences
	 AI-driven advertising systems exploit behavioral data to personalize ads, some-
times blurring the line between marketing and coercion. The COVID-19 pandemic saw a 
rise in AI-powered e-commerce and digital advertising, raising questions about ethical 
consumption and youth autonomy (Saraiva, 2022). This paper assesses the impact of 
AI-enhanced advertising on youth decision-making and explores potential policy inter-
ventions.

Transparency and Explainability of AI Systems in Youth-Oriented Platforms
	 Many AI-driven systems operate as “black boxes”, where users don´t have much 
clarity on how content is selected, moderated, or restricted. Youth may struggle to under-
stand why certain posts appear in their feeds or why they are subjected to algorithmic 
decisions. Transparency and explainability in AI governance are crucial to fostering 
trust and digital literacy. This research explores methods for designing AI systems that 
prioritize fairness, interpretability, and accountability.

The Role of Governance in AI Ethics

	 The governance of AI-driven social networks requires a multi-stakeholder ap-
proach involving governments, policymakers, tech companies, educators, and civil soci-
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ety organizations. The Global Digital Compact promotes human-centered AI policies, 
while national initiatives, such as UNA Portugal, contribute to discussions on AI ethics.

Regulatory Considerations
	 While the GDPR provides a robust legal framework for digital rights protection 
in Europe, additional measures are required to address emerging AI-related risks. This 
study reviews existing AI governance frameworks and identifies regulatory gaps that 
need to be addressed to enhance AI accountability and compliance.

Educational Initiatives for Digital Literacy
	 Ensuring ethical AI development requires robust digital literacy programs that 
empower young users to critically engage with social media environments. Schools, uni-
versities, and NGOs play a fundamental role in equipping youth with the knowledge 
and skills needed to navigate the digital landscape responsibly. This paper examines 
which are the best practices in digital literacy education and their impact on AI aware-
ness among young users.

AI and Civic Engagement Among Young People
	 AI-driven platforms have the potential to foster youth civic engagement by pro-
viding access to diverse information sources and enabling digital activism. However, 
concerns about algorithmic bias, political polarization, and misinformation challenge AI’s 
role in democracy. This research tries to investigate how AI can be leveraged to strength-
en civic participation while minimizing misinformation risks.

Lessons Learned: A Digital Transformation Case Study
	
	 The COVID-19 pandemic accelerated AI adoption across multiple domains, re-
shaping ethical considerations and digital governance priorities (Saraiva et al., 2021). 
Key lessons include:
	 Adjustments in ethical values related to AI consumption: The pandemic high-
lighted concerns about digital security, privacy, and mental health, leading to greater 
demand for transparency in AI systems.
	 AI in distance learning and education: Online education became a necessity, 
with e-learning platforms playing a central role. However, concerns about accessibility, 
surveillance, and algorithmic biases emerged.
	 The need for stronger AI governance: Increased reliance on digital platforms 
during the pandemic highlighted the need for ethical AI policies that protect youth users 
from exploitation and misinformation.

Methodology
	
	 To ensure a robust empirical foundation, this paper employs a mixed-method 
approach, combining quantitative data analysis and qualitative research:
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Quantitative Analysis
	 Survey on AI Awareness and Digital Literacy: A large-scale survey of Portuguese 
youth (ages 13-24) will assess their understanding of AI, privacy concerns, and social 
media experiences. This survey will include:
Sentiment Analysis of AI-Generated Content: Using QuestionPro Software, this analysis 
tries to understand the sentiment trends in social media posts directed at youth.
Algorithmic Bias Testing: Using AI models trained with different datasets, this study will 
evaluate disparities in content recommendations based on gender, ethnicity, and socio-
economic status.

Qualitative Analysis
	 Expert Interviews: AI ethicists, policymakers, and educators will provide insights 
into governance challenges and AI literacy initiatives. This analysis will include:
Policy Review: Comparative analysis of AI governance frameworks, with a focus on the 
Global Digital Compact, GDPR, and Portuguese digital policies.

Concluding Remarks

	 As AI continues to shape youth minds on social media, ethical considerations must 
remain at the forefront of technological development and governance. This research 
fosters interdisciplinary discussions that bridge AI ethics, policy, education, and youth 
advocacy. By integrating insights from global initiatives like the Global Digital Compact 
and local efforts by UNA Portugal, this paper aims to contribute to a more inclusive and 
responsible digital future.
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Extended Abstract

	 Social media platforms have revolutionized how young adults engage with in-
formation, transitioning from traditional learning environments to digital and interactive 
ecosystems. While social media has often been associated with informal communication 
and entertainment, its role in education and skill development is expanding. Integrating 
Artificial Intelligence (AI) in social media learning ecosystems provides an opportunity 
to structure and personalize learning experiences, bridging the gap between passive 
content consumption and active knowledge acquisition (Holmes et al., 2019). This paper 
examines how youth engage with social media for skill development, AI’s role in shaping 
these learning pathways, and the ethical considerations associated with algorithm-driv-
en learning environments. AI-driven education is transforming traditional pedagogical 
models by offering personalized and adaptive learning experiences. Ouyang and Jiao 
(2021) categorize AI applications in education into three paradigms: AI-directed, AI-
supported, and AI-empowered learning. AI-directed learning relies on automated sys-
tems to guide educational content, AI-supported learning enhances traditional learning 
methods with intelligent systems, and AI-empowered learning allows learners to take 
an active role in shaping their educational pathways. These models demonstrate how 
AI can facilitate the transition from unstructured to structured learning on social media 
platforms (Ouyang & Jiao, 2021).

AI and Personalized Learning Pathways

	 The ability of AI to personalize learning experiences is one of its most promising 
aspects. AI-driven recommendation algorithms analyze user interactions to tailor edu
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cational content, making learning more relevant and engaging (Zhao, 2022). Studies 
on non-formal education highlight the benefits of personalized learning, particularly 
in digital environments where learners can set their own pace and goals (Widodo & 
Nusantara, 2020). However, while AI-driven personalization offers significant advan-
tages, it also raises concerns about the reinforcement of pre-existing biases. Algorithmic 
bias may lead to a narrowing of content exposure, restricting learners to perspectives 
aligned with their previous interactions (Holmes et al., 2019). Ethical considerations are 
central to AI-enhanced education. The increasing reliance on algorithm-driven learning 
pathways raises concerns about data privacy, transparency, and content curation bi-
ases (Souto-Otero, 2021). AI models often rely on historical data to make predictions, 
which can perpetuate existing inequalities in access to quality education. Addressing 
these challenges requires greater transparency in AI recommendation systems, ensuring 
learners have control over their learning experiences and are exposed to diverse per-
spectives (Bouton et al., 2021).

Knowledge Sharing and Peer Learning

	 Social network technologies (SNTs) play a crucial role in facilitating knowledge 
sharing among students. Studies indicate that students use SNTs primarily for exchang-
ing study materials rather than for collaborative knowledge construction (Bouton et al., 
2021). Knowledge-sharing practices on social media platforms are often informal, yet 
they significantly contribute to students’ learning experiences. Peer-to-peer learning 
through social media enables students to access a broader range of perspectives and 
educational resources (Asterhan & Bouton, 2017). However, the unstructured nature of 
knowledge sharing on social media presents challenges in ensuring information accuracy 
and reliability. Unlike formal education environments where instructors curate learning 
materials, social media learning relies on user-generated content, which can vary in 
credibility. AI has the potential to mitigate these challenges by verifying and prioritizing 
high-quality educational resources (Holmes et al., 2019). Implementing AI-based credi-
bility assessments can help ensure that learners receive accurate and reliable informa-
tion while maintaining the benefits of peer collaboration (Zhao, 2022).

The Role of AI in Non-Formal Education

	 Non-formal education (NFE) complements traditional learning by providing flexi-
ble and accessible educational opportunities. AI-driven interventions can enhance NFE by 
offering adaptive learning experiences tailored to individual learners’ needs (Widodo 
& Nusantara, 2020). Research highlights that students engaged in NFE programs of-
ten benefit from AI-powered tutoring systems that provide personalized feedback and 
learning recommendations (Souto-Otero, 2021). The validation of NFE within formal 
education systems remains a challenge. Many institutions lack mechanisms to recognize 
skills acquired through informal learning environments (Souto-Otero, 2021). AI-driven 
assessment tools can bridge this gap by evaluating learners’ competencies and map-
ping them to standardized educational frameworks. By integrating AI into credentialing 
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processes, institutions can provide greater recognition for knowledge and skills acquired 
through social media and non-traditional learning pathways (Widodo & Nusantara, 
2020).

Challenges and Ethical Considerations

	 Despite the numerous benefits AI brings to education, several ethical concerns 
must be addressed. Algorithmic transparency remains a major issue, as learners often 
have limited insight into how AI systems determine their learning pathways (Holmes et 
al., 2019). The use of AI can also contribute to the spread of misinformation, as these 
models carry the risk of generating inaccurate content, which often exacerbates discrim-
ination and stereotypes, especially against minority groups (Shalevska, 2024). Ethical 
AI frameworks should prioritize user autonomy, ensuring that students have control over 
their learning experiences and can critically engage with AI-driven recommendations. 
Additionally, the risk of AI reinforcing socio-economic disparities in education cannot 
be overlooked. Research indicates that students from disadvantaged backgrounds may 
have limited access to AI-enhanced learning tools, exacerbating existing educational 
inequalities (Ouyang & Jiao, 2021). Policymakers and educators must work collabora-
tively to develop equitable AI-driven education policies that ensure inclusive access to 
digital learning resources (Souto-Otero, 2021).

Conclusion
	 The integration of AI into social media learning ecosystems presents both oppor-
tunities and challenges for skill development among young adults. AI-driven personaliza-
tion can enhance learning experiences, but concerns regarding algorithmic bias, ethical 
transparency, and equitable access remain critical considerations. By fostering interdis-
ciplinary collaboration between educators, policymakers, and technology developers, 
AI-enhanced education can be designed to prioritize fairness, inclusivity, and learner 
autonomy. Future research should explore longitudinal studies on AI-driven learning in-
terventions, assessing their long-term impact on educational equity and knowledge ac-
quisition.
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Extended Abstract

	 Nowadays social media offers an important source of learning. In particular, 
social networks provide learning communities and discussions while adding Artificial 
Intelligence (AI) tools to facilitate learning and knowledge sharing. This paper takes 
a theoretical approach to adolescence in terms of its choices and what then leads to 
practice after the age of 17. So far, the decision-making styles and moral development 
of adolescents in the context of social networks involve complex interactions between 
cognitive, emotional, and social factors [1][2]. 
	 Adolescence is an important transition in life. It is a time of rapid development, 
spending more time with friends and less with family, trying out different personal styles, 
different hobbies, all signs of growth towards adulthood [3]. Adolescents are figuring 
out who they are and what they believe, besides adjusting to a changing body.
	 Social media is one of the most enthusiastic activities online where adolescents 
are considered the heaviest users [4]. They concluded that there should be guidelines in 
choosing social media contents used as classroom teaching materials and as a tool to 
enhance learning.
	 The way adolescents make decisions is one of the behavioral indicators of au-
tonomy [5] with autonomy being defined as the capacity for self-direction and self-reg-
ulation of individuals [6]. As per [7] the influence of parental control on adolescent 
decision making has two dimensions: behavioral (refers to attempts to control adolescent 
behavior) and psychological (refers to parental control that interferes with adolescent 
emotional and psychological development using manipulation, criticism, among others).
	 The results of [8] research evidence that both parental control practices and 
adolescent temperamental dimensions are associated with decision-making, concluding 
that in middle and late adolescence, it is assumed beneficial for adolescent welfare to 
increase autonomy in decision-making on issues of personal and multifaceted domain. 
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	 [9] investigated the relationships between the network characteristics of Year 
10 students in Australia with their decision to enroll in a science course in the last year 
of secondary school, supporting the validity of network theory in the context of science 
interest, as central indicators apparently play an influential role in the network.
	 Frequently adolescents are often portrayed as passive receivers of social influ-
ence, where peers easily sway their decisions. However, following the results of a study 
[10], adolescents are also motivated to gain information about the preferences of spe-
cific peers, and thus play a role in selecting the sources that may inform their decisions, 
demonstrating a preference for their friends over non-friends, as well as for peers who 
were perceived as trustworthy.
	 The study of the development of the teenager’s personality has been one of 
the most studied topics in Psychology identifying the most relevant factors to build up 
their key five trait trajectories: openness, conscientiousness, extraversion, agreeableness, 
neuroticism [11].
	 However, most of the studies have emphasized the importance of the main 
sources of influence to develop their self-estimation and self-development such as fami-
ly, social group and social networks [12] but rather in terms of helping to improve their 
own ability to make decisions for their personal, professional and social achievement.
In this research plan, models of Decision Sciences are used to support strategies to help 
teenagers to improve such ability considering multiple attributes, uncertainty and their 
lifelong future [13] following previous results recently published [14].
	 The authors believe that this approach based on the reinforcement of rational 
ability of teenagers to make their own decisions for their own good can be quite effec-
tive if compared to mimetic and persuasive approaches although much less studied.
	 Moral decision making is a complex process involving many components. 
Adolescents begin to make choices within a behavioral ecology where for many of them 
there are emerging issues in the decision-making process [15], and most of them oper-
ate at the Kohlberg’s conventional level, where societal norms and relationships play a 
central role in moral reasoning. Cognitive growth, such as the development of formal 
operational thinking (as per Piaget), supports this progression by enabling adolescents 
to consider multiple perspectives.
	 Morally developed adolescents are more likely to use social networks respon-
sibly for studying, with the ability to critically evaluate information found on social net-
works, to engage in respectful and constructive interactions, creating a positive environ-
ment for collaborative learning helping them to discern between reliable and unreliable 
sources for their studies.
	 Concerning the development of independence and identity, there is a need for 
a deeper understanding of the impact of social media on adolescent moral develop-
ment and the crucial role of parents in guiding adolescents in responsible social media 
usage [16].
	 The rise of AI’s effects on moral development of adolescents and counseling 
practice for learning and enhance to higher levels of ethical reasoning is very limited. 
In this regard, AI, which could be described as a computer system that behaves intelli-
gently; when it was first introduced, was only used in some specialized domains, but with 
advances in machine learning techniques their applications have broadened [17].  
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If AI systems are designed in a more transparent way and thus are more explainable 
from the user’s point of view [18], these systems will be considered more reliable and 
contribute to the users’ satisfaction. [19] referred that the level of system transparency 
affects not only trust but also the results obtained of the system. 
	 So, we believe that the transparency and explainability of AI systems (XAI) in 
youth-oriented social networks are critical for building trust, ensuring ethical use, and 
fostering digital literacy among adolescents. Many AI-powered apps used in social net-
works function as “black boxes,” making it difficult for users to understand how decisions 
(e.g. recommendations or content moderation) are made. Therefore, based on the work 
done [20] in the medical domain, we believe that it is necessary to integrate the study 
needs of adolescents and build user-centered explainable XAI design practices in the 
domain of social networks. With this new approach of XAI systems, adolescents could be 
compelled to use social networks to study as a further source to their academic prepa-
ration. 
	 Finally, important research questions emerged from this research:

•	 	How and what do adolescents learn on social networks?
•	 	Is decision style related to personal growth?
•	 	What about transparency and explainability of AI systems in adolescent-oriented 

social networks?
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ETHICOMP 2025 is a multitrack conference that brings together diverse ses-
sions at the intersection of ethics, technology, society, and education. Designed 
to foster interdisciplinary dialogue, the program offers both thematic depth 
and crossdomain perspectives. Domain experts chair each track, reflecting the 
breadth of ethical challenges in contemporary information and communication 
technology (ICT)—from algorithmic fairness and data protection to AI gover-
nance, digital pedagogy, and cyberethics. To reflect the diverse ethical ques-
tions raised by digital technologies, ETHICOMP 2025 is organized around the 
following topical areas:

•	 Let’s Reevaluate Cybersecurity Best Practices
•	 Ethical Challenges of Human Relations in Education in the AI Era
•	 Gender and Future Digital Technologies
•	 The Normative Challenges of AI Literacy
•	 (De)stigmatizing Digital Interactions and Technologies
•	 Artificial Intelligence: Interpretability and Measurement of its Underlying 

Ethics
•	 Values: The Basis for Responsible Technology and Digital Interactions
•	 How is AI Changing Us? How Does it Change the World?
•	 Ethical Challenges for Business in a Digital World
•	 AI, Social Networks, and Their Influence on Youth
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